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BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2 004; 



SE^ET 





(U) 



(U) 



To: 
Re: 



Brus sels 
(U) | 



From: 



Rome 

|08/05/2004 



IT - UNKNOWN PERPETRATOR; 
00: NEW YORK 

Synopsis: /^//LES) The purpose of this ele ctronic communication 
(E.C.) is to provide additional t ranslations V I 
that were passed to Legat Rome by I 



IMMEDIATE E.C, dated 08/04/2004. 

(U) 

Reference: ( 



]to cover Lead # 8 of the below-referenceci 



Derived^^lft : G-l 
Declas*s^*yOiU X5 



315T-NY-288010 584 



Administrative: (U) The Case Ag ent-, at T.Raat Rome fo r this 



matter is Assistant Legal Attache |_ 
temporary duty assignment (TDY) . ALAT |_ 
Milan on 09/01/2004. 



who is on a 
J will return to 



provided Legat Ro me with additional invest igative reports 



concerning the arrest of 



The documents, as translated by Language 



Services, read as follows: 

J^/LES) Begin translation: 



To the Embassy of the United States Of America 
Office of the Legal Attache 1 
Rome 



In reference to note 



it is hereby 



communi cated that during the investigatio n, resulting in the arrest, among other individuals, of 
the noted \ and aside from verifications that emerged involving 

claims of the Madrid massacre, a disturbing revealing picture emerged in association with 
future attacks in several European countries. 



b7D 
b7E 
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To: 
Re : 



Brus sels 
(U) 



From: 



SE^ET 

08/05/2004 



To this effect, one should consider that from the nf the conversations 
intercepted it has been learned, among: other things, than 



In regard to his international ties, of particular interest are the on es carried out 
in Belgium with a Moroccan in dividual not vet identified, but known as\ I and with an 



Egyptian-individua I residm <?iA 
family ties with 
along witl\ 



J 



born in Egypt on 



~^who could have 



a noted detainee 



The investigation allowed to underline an international structure particularly 
jointed and complex with referents in Spain, France, Belgium and Italy where intense radical 
propaganda activities and proselytism were carried out with the intent to recruit new followers 
to be sent in conflict areas such as Iraq and Europe in order to create "cells" potentially capable 
of carrying out terrorist acts as it was done in Madrid. 



A conve rsation carried ou \ , , 

aforementioned^ \xppears particularly interesting. During this conversation \ I 



betwee X~ l and the 



states the following: 

OThat he's ready to be a martyr, indicating that the only point and solution is to 
belong to Al Qaida. 

OTo be part of a "sleeping" cell but to be ready, at any given time, to be a martyr. 

OThat another two groups are ready for martyrdom; one of which is made-up of 
four members ready to depart to Iraq. 



OThatZ 



^is in Paris and knows them all. 



OThat in Holland, as a result of the break-up of a cell ready to act, there's only 
one group that is operational. 

OTo avoid using Egyptian passports and to be able to have passports of any other 
nationality. 

In reference to the nlanninr of terrorist acts, it appears particularly interesting 

where] \3xplains\ ^ home o^ 



the operational details regarding, among other things, th e employmentofwomen: 



1 




do you know how 




He had already 




he 
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To: 
Re: 



Brussels From: 

(U) 



ET 



JLpme 

08/05/2004 



pnrt nfthp rnvvprvnfinn thnf fnllnws /v i/TiinfpIHarhfp) mnv hp hnvP nparp 

mote-t 



(editor's note- evident ly. Mo uattafis dead) 

Xthpyp'A \thpyp'<& 



~~\ (small 

neane tn his snul 



be 

b7C 

hlE 



J there 's the one from 



from 



just say the word and they'll come. Thqm 



\just say the wor d. I'm sorry that the technique for the first one didn f t work 
\now we have 



God is great. 



^rp/sV 



was 



~\of the group and as such, responsible for the 
j-often common criminals— to fight the holy 



war, and declare themselv es ready to martyrdo m. To this effect, consideration should be taken 
rep-ardino- f tatemente m.adp\_ 



b6 

b7C 

b7D 



during the aforementioned conversation on 



which include turbulent programs of future terrorist acts: 



b7D 



Additionally, at the end of the conversatio n \ n 
ramification of the groups and their capability to blend in socially, 
western women in order to be naturalized in the guest country: 



entions the European 
even by means of marrying 



b6 
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In 



Conversation I [ reminds his listeners to carefully take 



security measures when communicating, when moving, when frequentmzjnQsques and cultural 
centers. The contents of the conversations clearly lead to believe thai \s the prominent 



figure of a terrorist organization and he believes to be able to easily evade possible preventive 
actions and clashes with investigative agencies by employing sophisticated techniques in order 
to blend in with the people and camouflage illegal activities carried out by followers in several 
countries of the European Union and in the Middle East 



b6 
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SEG&ET 



To : Brussels P-rom - Rome 



pme 

Re: (U) | I 08/05/2004 



To this effect, one should consider the following: 

OThe system used to falsify the documents: "...just heat them up.... replace the 
photo andyou f re done, even if the stamp is there, the important thing is that the 
name is not burnt. " 



OThe method adapted to evade identification checks by the German Authorities is 
the following: "...once I scratched my fingers, once and I used transparent glue 
once, and another time, when I was at the welcome center and I told then I was 
Palestinian, I used a product... there's a special product that alters fingerprints... 
I made them go crazy... in Germany they did this routinely, they would surprise 
you -every month, two-months, three-months, but T made them go crazy, one day 
they caught me and they let me go, they said "its not you. " I know a way that will 
allow me to alter my fingerprints. They're never the same. They had this law and 
I wold continuously alter my fingerprints. Now they erase by themselves. Not 
even the American Authorities will find me, I don't exist. " 

OThe ability to speak several languages: "... Who would have thought that one 
day I would speak English, French, Italian, Spanish, even if Italian and Spanish 
are very similar... I don r t Dutch. " 

Finally, it is represented that presently there are no attempts against NATO 
targets or against the metro in Paris. 

Chief Director" 
^S^/LES) End translation: 
/LES) Begin translation: 
"Transcript: 



(In the background ^ \ ays: her^_ 



After the usual greetings.. 



Peace be with you. 
Pea ce h& with y nu. Who's this? 
Hey] ,-J- 
How areyot]_ 



How are you? 
Thanks to God everything is fine. I was talking to 
Sr?ain. . \ \ is with me. 
is with you? 



the one in 



7^ 

Are you working or are you unemployed? 



SE^ET 
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To: 
Re: 



Brus sels 
(U) 



FrOTTl: 



SE 



JLpme 

08/05/2004 



These past couple of days I went to work... even 



I have to see that man for 



work, if I go tom orrow, or if there f s work, otherwise, God will help us. 
Fine, say hello to 



getS On tfa> nhnn 



After the usual greeting 



repeats the name of the party's name four times. It's 1:38. 



Here 

We're worKinz. 



hey 



how come you people didn't come? 



| \ is working? 
He worked for two days with 
Fine. If he 's not working vou know-the expenses. 
He's not working[~^ ~~ ~™ 



and Monday, God willing, he'll go with me. 



how co me on your last phone call you spoke to me with not so good words... y ou 
told met ~l 

I don f t want to say^ I 



Yo u misu nderstood me. Mav God forgive vou. Isvoke with 
tha \ \ it your place. 

One minute... one second... I'll call you from here. 



and I heard 



(In the backgroun d V ails \ \ nd says: "is this okay?") 



Jfoday. 



Turn it down, turn it down. 
Tm talking from the cell phone. 
This is fine, it works. 
Fine, th ank God. 

/ called l \ the other time, and he told me 

he was going to call you. I gave him your number, did he call you? 
Not yet, anyway, I'll call him today, God willing. 
He sends his greetings. 
I'll call him back today. 
Who? 
I'llcal A 

Say hello to him for me. 

Anyway, I'll send you the number of that man who owes me 
money. Try to get it. 

You have to arrange everything with that man, this way he's 
not going to give me any stories. 
Fine, I'll call first 

He may tell me that he's never worked with you. 
I'll call him and give him your cellular number. 
Fine. 
Fine. 

Fine brother, fine. 
How's the city going where you are? 



b7E 



b6 
b7C 
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S3pfc^ET 



To: 
Re: 



Brus sels 
(U) 



From: 



Rome 

08/05/2004 



b7E 



Uh? 

How's the city going where you are? 



(TV being heard on the background) 



(The two men laugh) 



Is that infidel by you guys? 
Yes, yes, that son-of-a-bitch. 

(He says something unintelligible) 

He arrives on Sunday. 

No, he's going to arrive today and don't forget to teach him a 
lesson. 

I'll spit on his face. 



he 
hie 



Listen, did\ prrive? 

Not yet, but is he coming down on Monday with you to work 
or not? 

Monday, God willing. 
So, Monday he's going to work with you. 
God willing, yes. 
Did you go and live with him? 
Yes, the day before yesterday. 
My only concern was that you didn't pay the rent. 
We're working, now, I can't hear, there are disturbances. I'll 
call you Peace be with you. 
Whera z£ 



)is on the phone with Egypt (on the phone with his 
[-translator's note) 



siste A 

Fine, say hello to him... because I know Italy very well, the 
system in Italy is really bad, that's why I'm telling you to be careful 
for him, unde K^nnd? . 

Don't worry. \ \ is a brain, there's nothing. 

Fine, fine, make sure he unders tands that. 

Fine, God willing... an d{ \ he hasn 't arrived and I 

haven't seen him. 



.bo 
b7C 



~Yes~ 

He called you? 

I haven't seen him and he hasn't called me. 
Call him home. 

No, I'm not calling him. If he needs me he can come to me. 

i Anyway, he's not dain? so good. 

(Translators note- his words are not clear, poesn't want to explain to 
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To: 
Re: 



Brus sels 
(U) 



From: 



(laughs) 



.Rome 

| 08/05/2004 



h7E 



He was taken] 



right in front of me. 



God will hely us. Everyone can stand it up to a certain point, he 



I saw the way he got taken, I understand his reaction. (Jod 

will help us... in any case, if he asks, it will be a pleasure, if not, 
it's up to him. 

Anyway, we do n't need him, and we d idn't ask him any 
„ new$ regarding 



how a m 
~]ask about you and want to know 



when you're coming back. I told them in soon, in two, three days 
at the~beginning~of (illegible).. 
Anyway, I have to see the work these days... if there is 
work. .a nyway. I'll come and then, if the work ends I'll come with 
I \wp'1I rnme to Paris... anyway, say hello to \ 
and all the brothers from... (blank) 



b6 
b7C 



and 



pine. 

Anyway, the news about the city, everything okay? 
Everything is fine... if you can, organize yourself and work 
real good until the 9. Fine. (Translator's note- he doesn't specify 
either a date nor... (blank)) 

We're here until the 9. (Translator's note- he doesn't specify 
either the date nor the hour) 

If you can remain there, organize it good, ah... ah... ah., 
when are you coming? Come after you go to sleep. 
In Paris, have you ever gone to bed before eleven? 
Fine, is he capable of working and are you capable of 
working and do you know a cute one? (p. I) (Acronym 
not found, content not clear) 

Don't you know that I lived in Paris and I hate the city. 
Don't you know that I lived in Paris and that I know all my co- 
workers and my co-tenants... anyway, for the time being, we're 
working and we're happy, then, we'll gather our spatulas and we'll 
come. 

Do you need anything? 

No, thank vo u I 

Is there any news where you are? 

No, no news, not even old news. Nothing. 

The movement is like before, and there's nothing. 
Ah, God is generous^ 



Amen, amen... Doe d y ias any news? 

Yes, yes... but he told me he would call you to tell you that 
he found the (p. I) (Not clear) 

Yes, yes, but I told him on the Internet. The only thing is 

that we found difficulties in the mail, I send him my mail but he 

wasn't able to go in it with me. 

Yes, yes, he told me tha t vou're wasting him (translator's 



b6 
hlC 



note- wasting his time). 

8 



is here with me. 



To: 
Re : 



Brus$^Ls_ 

(U) 



^.ome 

08/05/2004 



(Text not clear) a lot, fine, I don't want to prolong this phone 
call 1 

Di(\ \finish or not? 

Not yet Do you want to speak with him? 
no. 



Anyway, I'll call you because I need you fa 
matter. 
Fine, fine. 

Because there could be good news, God willing. 

Fine, fine. . but he told me. . . 

Fine. When do you have to renew your documents? 

I still have a year. 

Can't you come here to visit? 

Me, coming over there, by you? 

Can't you come here for one week, just for a visit, and then 

gq bach? 

If 



(Phone goes dead) 



(U) 



He's good... What did 



Ipay? We don't won't to be 



why don't you come for a week? 

What did he say? 
God will help us. 
He will come. 

No , I wanted to talk to him regarding the matter on Iraq and also 
the one regardin g \ 
Ah, in regard to wor/c? — — — —— — — — ^— ^— 



Y& rI Tdnn'tkn ow what kind of problems he's in 



hlE 



now 



because he's busy] and I don't know what he accomplished regarding 

the work, because there are problems I don 't understand. 

Be persistent, tell him to come. If he doesn't come, we'll go and 
come back (Translator's note- "we'll go to France. ") 



X// 



LES) End translation: 



bo 
b7C 



he 

hlC 



(U) 



^^/LES) Begin translation: 
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ET 



To 
Re 



Brus sels From: Rome 




Rome, 07/12/2004 



he 

hlC 
b7D 
b7E 



SUBJECT: 



do.b. 



TO THE EMBASSY OF THE UNITED STATES OF AMERICA 
- Office of the Legal Attache ROME 



Follow-up 



dated 06/9/2004. 



During an analysis of the contents of the memory found in a personal computer 
seized during a house search conducted pursuant to an arrest warrant against the referenced 
subject, the enclosed photographs were recovered from lost files, which depict: 

A country house and a German road map of an area located some fifteen 
kilometers east of Cologne; 

A small suitcase 24-hour model, containing an explosive device activated from a 
cellphone. The item seems to be made out of pipe bombs whose breaking effect is 
magnified by the presence of bolts and other metal objects prepared to that effect; 

A so-called (< explosive vest " likely containing a device electrically activated, 
made up also of pipe bombs whose breaking effect is magnified by the presence of 
bolts and other metal objects prepared to that effect 



b7E 



(U) 



Please advise if you have any evidence to confirm the above. 
We appreciate your cooperation. 

THE CENTRAL DIRECTOR" 
y^/ /LES) End translation : 

(U) Investiga tion at Legat Rome is continuing. Legat 
Ro me has askeriP I for anv further iden tifying information 

on | I will keep receiving 



offices apprized of developments in this matter 



b6 

b7C 

b7D 
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To : Bru ssels From: Ro me* 



Re: (U) | |, 08/05/2004 

LEAD ( s ) : 

Set Lead 1: (Discretionary) 

BRUSSELS 

AT BRUSSELS, BELGIUM 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 2 : (Discretionary) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 
AT 



DC 



(U) For information. 
Set Lead 4: (Discretionary) 

MADRID 

AT MADRID, SPAIN 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 5: (Discretionary) 

NEW YORK 

AT NEW YORK, NY 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 6: (Discretionary) 



SEjJ^ET 
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S^R] 



[RET 

To: Brussels From; Pnmft b7I 



Re: (U) , 08/05/2004 



PARIS 

AT PARIS , FRANCE 

(U) For information and any additional action deemed 
appropriate.. 
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Rome 



Date: 08/05/2004 



Attn: 



Attn: 
Attn: 





i 










SSA 






Legat 




Lecrat 




ALA1 





be 

hlC 

hlE 



(U) 



(UJ 



(U) 



(U) 



From: N ew York 



Contact : SA 
Approved By: 
Drafted By: 

Case ID #: (U) 315N-NY-288010 (Pending) 
Title: 




- VICTIMS- 
VICTIM; 
VICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 



Svnopsi 



is: ^ 



To recruest Rome obtain authorization 



) Derived From : 
Declassify On: 



(U) 




(non-USPER Group) 



Reference: (U) 315N-NY-288010 Serial 584 



b6 

hlC 
hlE 



hlD 



h6 

hlC 

hlD 



SEC^T 



3l5Mi\r3$2>{CL 




tJPLO^ED 

WITH/TEXT 





b7C 




ET 



To: Count erterrorism From: New York 
Re: (U) 315N-NY-288010, 08/05/2004 



(U) 



(U) 









These names were mentioned in the context of an 



United States, 



In e-mail and telephonic contact 




t-.h fi original information derives from an 
x x li s rfi^afisted to obtain authorization f: 



from 



] for the purposes of further investigation into the 



identities of the aforementioned individuals. 



be 

b7C 

b7D 



b7D 



b7D 



4 



SECRET 

2 




RET 



To: Count ert error ism From: New York 
Re: (U) 315N-NY-288010, 08/05/2004 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON , D.C. 
X-tt) For information-. 
Set Lead 2: (Info) 
MADRID 

AT MADRID 

(U) For information. 
Set Lead 3: (Info)- 
PARIS 

AT PARIS 

(U) For information. 
Set Lead 4: (Action) 
ROME 

AT ROME 

and obtain 



(U) Contact| 1 

authorization to pass informatio n in referenced communication to b7D 
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SE 




1 




File No. 



Embassy of the United States of America 

Office of Legal Attache 
United States Embassy 
Rome, Italy 

August 5, 2004 



URGENT 



DECLASSIFIED BY 60322 UC LP/PLJ/LCCT 
01 08-24-2011 



ATTN: 



RE: 



Dear 




FPC - IT 
Our file: 315T-NY-288010 



Thank you very much for all of your reporting on this highly-successful operation. We 
appreciate all of your Service's diligent work to protect people from terrorist. In response to your 
lat est reporting, our Service should like to know if vou have a ny further identifying information 
on We would be most appreciative of 



any substantive information that can be shared that might help in identifying these individuals. 



b6 
b7C 




ORIGINAL SffjtlAL 



This document contains neither recommendations nor conclusions of the FBI. It is the prope 
loaned to your agency; it and its contents are not to be distributed outside your agency. 



SEARCHED. 
SERIALIZED. 



- fil£P>JJL> 

5 2004 * 



rtyo f th e FBIaridrifl 



HE 



hl\ 



5 August 2004 

Our file: 315T-NY-288010 



Thank you for your assistance in this important matter. If vou have any questio ns 
conceming-this communication, please contact Assistant Legal Attache ! 
Please accept my warmest regards. 



Sincerely,. 



he 
hie 



Acting Legal Attache 



SECRET 



(Rev. 08-28-2000) 

FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 

To: New York 

From: Canntfirtprrori rtti 



Date: 07/16/2004 



Attn: SA 



Contact : SST 
Approved By- 
Drafted By: 
Case ID #: 



be 

b7C 
b7E 



Title: 



' u (Pending) 



ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED ^ 

DATE 08-26-2011 BY 60322 UC LP/PLJ/LClt 




Synopsis: To provide possible 



Information. 
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Admin i Rtra tive: Reference telephone call from SST 
I Counterterrorism Division, to SA | 



York Division on 07/16/2004. 

Enclosure (s) : Original NCIC 
07/16/2004. 



New 



printout dated 



Details: On 07/16/2004, 
notification that a law entorcement agency queried the tollowincr 
individual in NCIC: 



b7E 



Name: 
DOB: 
Date of 
Inquiry: 
Agency ORI; 



The above individual is pos sibly identical to the 



b6 

b7C 

b7E 



following subject your office entered[ 



in NCIC; 



NCIC 
DOB: 



Further investigative action or contact with the agency 
which conducted the inquiry is left to the discretion of the New 
York Division. 3^ ^y^SgQ/Q 

^Smi V ..mrvpr. 



SERJAU2Q}„ 



INDEXED. 
FILEIL 



be 

b7C 
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To: .Npw York 

Re: 



Counter terror ism 
07/16/2004 



LEAD (s) : 

Set Lead 1: (Discretionary) 

New York 

AT New York, NY 

For any further action deemed appropriate. 
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FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To : Count ert error ism 

/New York 

From: counterterrQrism 



Date: 07/30/2004 



Attn: SSA 

SSA 
OS 
SS. 
SA 
v/SA 



b6 
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Contact: SSK 
Approved By: 
Drafted By: 



( T - T ) Case ID #: ^V 7 
< U > Title: ><) 



(Pending)- 
(Pending)__ jj^, 



AOT-IT-VC; 
00:NY 



he 

hlC 
hlE 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
ON 08-26-2011 



(U) 



IT-AL QAIDA 

(U) GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 



(U) 

(U) 

(U) 



Synopsis ; To provide the results of investigati on conducted 




Derived^«£OHi 
Declassi 



Reference: 



Enclosure (s ) : (U) One 

i i 

Details: Qj] The alpcpvg yefierenced communication 



b6 
b7C 
b7D 
b7E 



E^3 



seqCret 




SEARCHED_^2A_jft INDEXED £jJ^__J/ ^ 



OS 




FILED. 



AUefl 6 2004 1 



-I--. - MiiVV > JkK 



Bp 



^ ET 

^'To:^ Counter terror ism From: Count erterrorism 
Re: 315T-NY-288010, 07/30/2004 



requested that t he I 



1 Based on tHis information 



database sftfarc:hfifi forf 



conduct 



(U) On 7/12/04, the[ 



positive response for searches onf 



listed above. 

Tprovided a 



reviewed this information and determined that 



J not relevant ^o Mew 



York ' s investigation. The positive rp.gnlt-.g on the nam** 

J L 



were for an individual named 

Jdoes not bel ieve this indiv idual i s identical to 



1 Th<=> remaining 



reports 



were also determined to be unrelated due to the 
tact that the positive search results were based on matches I 



1 



]has enclosed a disc containing the|_ 



Jreports 



for additional review by the New York case agents. 

(U) New York jg requested to Provide a Federal Grand 



Jury Subpoena to the 
above information . 



for the 



b6 

hlC 

hlE 



b3 
bb 
b7C 
b7E 



SECRET 



* 




:ET 



•^Tor* Counterterrorism From: Counterterrorism 
Re: 315T-NY-288010, 07/30/2004 

LEAD ( s ) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) Read and clear. 

Set Lead 2: (Action) 

NEW YORK 



AT NEW YORK, .NY 

JSl Please provide a Federal Grand Jury Subpoena to 



the 



attention! 



Irpqiip.sH nn i nformaM onf 



b3 

he 

hlC 



SE' 




IT 
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(Rev. 58-28-2006) 



(U) 



(U) 
(U) 



(U) 



SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Date: 08/17/2004 



Precedence: ROUTINE 
To: Counterterrorism 

New York 
From: New York 



Attn: SSA 







SSA 





be 

b7C 
b7E 







Contact: SA 

SA 





b6 
b7C 

b7E 



Approved By: 
Drafted By: 



DECLASSIFIED BY 60322 UC LP/PL J/LCTJ 
OH 08-26-2011 



Case ID #: (U) 

(U) 

Title: ^ ^ 



315N-NY-2ggQlQ (Pct&Uw) 




- VICTIM; 
VICTIM; 
VICTIM; 



b6 

b7C 

b7E 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 



Synopsis : To document record checks performed on 

relating to Captioned Matter. 



be 

b7C 



X 



Derive&vJ^om/: G-3 
Declassifies!: XI 



(U) ^ 

Group 



Non-USPER 



Enclosure (s) : N j^j Enclosed are ACS checks f 



be 

b7C 
b7E 



UPLO^EO 

VITH/TEXT 



SEC^T 






1 7 2004 | 



but — is-gyV ^uf<K 



To: ?? From: New York 

Re: (U) 315N-NY-288010, 08/17/2004 



Reference: (U) 315N-NY-288010 Serial 577 




Details : J^) Rfiffirfinnfid Sfiri^i i a an Rf frnm T.Prrat- MaHr-i H 
advi s inq that I 
arre sted!" 



in Mozambique,. The 



I l advisea tnat | | is^connectea witn several persons directly 
related to the 03/11/2.0*04 Madrid Rombincrs. ^Rnifinallv. hft w^.g 



] Concretely, he was associated with JAMAL AHMIDAN (one 



Of the terrorists Who r^nm-m-S f- f- (=*r\ .gniniHp "1 anr-H 1 Mni-rH -in an 

apartment in Leganes) , \ 



] The investigation has 



established f.hfi nrfi.gfiiir.P. of f.hft flnh-ifinf.. hnnrB aftftr t-.bp at-t-ar.Tcff 




Subject also maiiitajja^d 



the brothers 



_Q1 



with| 

the Moroccan f 



1 with 



merous contacts with 
with persons as sociated 
land with 



X 



identical matches. See 



ACS checks did not produce any 
enclosed for all ACS results. 



DE RUCNFB 
ZNR UUUUU 



AUG 04 



FM DIRECTOR FBI 

TO ALL FRI FIR D OFFIP.Ffi/PRlORITY/ 



b7E 



ALL INFORMATION CONTAINED 
HERE II IS UNCLASSIFIED 

DATE 08-24-2011 BY 60322 UC LP /PL J /LCD! 



b7E 



UNCLAS 




PAGE TWO DE RUCNFB 0001 UNCLAS 



b7E 



UNCLAS FOR OFFICIAL USE ON LY SECTION 01 OF 02 

SERIAL: (U) H RI I 

STATES (US) ~ 



COUNTRY- IIMITFH 



SUBJ: T 



WARNING: (U) I HIS IS AN INFORMATION REWRt, NOT FINALLY 
EVALUATED INTELLIGENCE. 

REPORT CLASSIFIED UNCLAS^OR OFFICIAL USE ONLY 



he 

hlC 
hlE 



FEDERAL BUR! 



OF INVESTIGATION 



DOI: 



UNCLAS 




b7E 

DE RUCNFB * | 
ZNR UUUUU 
P 180005Z AUG 04 
FM DIRECTOR FBI 

m Ai I rm fici n nccircQ/ppinpiTV/ , 



b7E 



UNCLAS 




FBI — NEW YO^K 



PAGE TWO DE RUCNFB 0002 UNCLAS 



b7E 



UNCLAS FOR OFFICIAL USE O NLY SECTION 02 OF 02 
SERIAL: (U) IIR I I 
COUNTRY; UNITFD STATES (US) 



SUBJ: 11 



1 I P^^MT.MIIP- 



bb 
b7C 

b7E 



UNCLAS 



(l£v. 01-3^2003) 




FEDERAL BUREAU OF INVESTIGATION 



(U) 

(U) 
(U) 



Precedence : PRIORITY 

To: Counterterrorism Attn: 

New York Attn: 

International Operations Attn: 



Date: 08/20/2004 



.From r .Madr-i d 

Contact : 



Approved By: 
Drafted By: 



Case ID #: (U) 



(Pending) - — 3- — ' 



(*J)-^15N-NY-288010 (Pending)- ^t C 4~^> 



Title: (U) 



FPC - IT (SPAIN) 
UNSUBS ; 



BOMBINGS IN MADRID, SPAIN 

ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATORS 



VICTIM; 
- VICTIM; 
VICTIM; 



Synopsis; ^tS^ Regue s t 



X 



Derived Fro! 
Declassify 



Details: On 8/20/2004, ^ 

advised that as a nnnafirniPnnfi or < / n Marin n hrnnmna 

i nvpifif.i action J 



b6 
b7C 

hlE 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
ON 08-26-2011 



b6 

b7C — ^ . 
b7E y^' 



he 

hlC 



b6 

hlC 

b7D 




bo 
hlC 
b7D 
b7E 




uk H , h\ h L F t LA: 



SEARCHED IIMFXfl) * 




SERIALIZED FILE ^ 




^ OCT 4 2004 






* 


v. 









To : Countfirterrori am 



Re: 



(U) 



From: Madrid 
08/20/2004 



(U) 



(U) 



(U) 



(U) 



ToT 



'who resides in 



] who 



has connections _ 

is currently being investigated for Tirs""poiss££le involvement with 
the 3/11 Mad rid bombings. He uses cellular telephone number P 

l and maintains contact with individuals in Saudi 
Arabia, Egypt, and numerous areas within Spain. Investigation 
has revealed that he resided in the U.S. I 
He apparently left the U.S. due to pressure from police 
authorities after the 9/11 attacks. He then traveled to Egypt, 
where he stayed for six months, then traveled to Spain where he 
establ ished himself in the -Basque country * -He- is- kn own to -be 



very religious and frequents the mosque at 



Spain. 



since 



44 



- J has not been seen at his residence 

J and his whereabouts are unknown. Sources advise 
he may have fled the area after he had been tipped off, possibly 
to avoid surveillance from the police for the purpose of 
intending to commit a terrorist attack. 



| is requesting any available information 
that can be disseminated about this individual, specifically any 
known connections with persons or groups associated to radical 
Islamic terrorists . 



An AP.q rrnprv rP.gnl f-pd in fhfi i (tent if ication of an 

in file 



nu mber 

of I | by New York on 9/26/2001 

authorization to release this document 
intelligence purposes only. 



This serial is an FD-302 
Madrid requests 

for 



he 

hlC 
hlE 



b6 
b7C 



b7D 



be 

hlC 
b7D 
b7E 



2 



To; 
Re: 



Coun t e r t e rro r i sm From : Madrid 
(U) 08/20/2004 



B7E 



(U) 



(U) 



LEAD ( s ) : 

Set Lead 1: (Action) 
COUNTERTERRORI SM 



AT 



Obta in any available- information onl 
for dissemination | 



Set Lead 2 : (Action) 

NEW YORK 

AT NEW YORK, NY 



Request authorization to 'release 



only. 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 



for intelligence purposes 



AT 



(U) Read and clear. 



b6 
hlC 
hlD 
hlE 



hlD 

b7E 



3 



(Rev. 01-31-2003) 

SECRET 




FEDERAL BUREAU OF INVESTIGATION 



(U) 
(U) 



(U) 



Precedence: ROUTINE 
To: New York 

From: Ccmnterf.firrori sm 



Attn: 



SSA 
SA 



Date: 08/20/2004 
□ 



he 

hlC 
hlE 



Contact : SA 
Approved By: 
Drafted By 




Case ID #: 315T-NY-2^8010 "deriding) 



DECLASSIFIED BY 60322 DC LP/PLJ/LCW 
01 08-26-2011 

bo 
b7C 



Title : 



- VICTIM; 
VICTIM; 



- VICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 



Synopsis: (U) To cover a lead set to 



Derived Kj/om : G-3 
Declassifiy^On: XI 



Reference: 315T-NY-288010 Serial 474 

T o advise New York 

is assigned to FBIHQ 



(U) Details : T o advise New Yor k Division that a full 

investigattoi^ of | 



hlE 



he 
hie 

hlE 





To: New York From: Count erterrorism 
(U) Re: 315T-NY-288010, 08/20/2004 

LEAD (s) : 

Set Lead 1: (Info) 

• NEW YORK 

AT JNEW YORK. NY 
• (U) Read and Clear. 



2 



* (R&01-3l5o03) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 

To: International Operations 

Count erterrorism 

New York 



From: Madrid 

Eoktact : 



Attn: 



UC 
SSJ| 
LA 



Attn 



uq 



Date: 08/23/2004 
1 



SSA 
SS£ 
Attn: SA 

SA 




Approved By: fj 
Drafted By: 



Case ID ,#1 315T-NY-288010 (Pending) — ' ^^"^j 



Title: UNSUBS ; 



BOMBINGS IN MADRID, SPAIN 

ON MARCH 11, 2 004; 

IT - UNKNOWN PERPETRATOR 



- VICTIM; 
t VICTIM; 
]- VICTIM; 



he 

hlC 
hlE 



h6 

ALL INFORMATION CONTAINED hlC 
HEREIN IS UNCLASSIFIED 

DATE 08-26-2011 BY 60322 UC LP/PL J./LCT.J 



Synopsi s : Report additional arrests 
regarding captioned matter. 



Details: On 8/23/04 
the following: 




ORIGINAL Ffl.F. 
'DO CUV i'C 



to: Internationa^^Cperations From: 
Re: 315T-NY-288 010, 08/23/2004 



Madrid 



was arresfrfld at 11; 15 at^r in the 



vicinity of his residence, located at 



arrested at 12 :05 p.m., near his residence, 



I 



Both have been identified through p-Hnt-.g Hpypl nnfiH -in 
book recovered in the search of the residence 



where last April 3rd, 

seven terrorists, members of the terrorist cell responsible for 
the 3-11 attacks committed suicide- when they were going to be 
arrested bv the police causing in addition, the death of one of 
the members 



The search of the in terior of the 
automobile, license tag number f "[ recovered last June 15th, 

in Alcala de Henares, Madrid, located a handwritte n paper, with 



mnhi i o and landline telephones corresponding to 

The mobile was his usual number and the landline was 



located in a business he controls in the ci tv of Valencia. 
located in that vehicle were DNA traces for 



Also 
one 



of the fugitives for whom there is an international arrest 
warrant for his connections to 3-11 and of the seventh as yet 
unidentified suicide bomber of the Leganes flat. Also in this 
vehicle were remains of components of dynamites which coincide 
with those utilized in the 3-11 attacks. A search of their 
respective residences is underway. 



.bo 
hlC 



bo 

hlC 

b7D 



b6 
hlC 



2 



^o: Internationa^^perations From: Madrid 
Re: 315T-NY-288010, 08/23/2004 



LEAD ( s ) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 
For information. 



3 



(Rev. 01-31-2003) 



(U) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : PRIORITY 

To: Brussels 

Counterterrorism 



DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
01 03-26-2011 



(U) 



Attn: 
Attn: 



Attn: 
Attn: 

Attn: 



Date: 08/16/2004 
Legal Attache 



SSA 



SSAf 



Attn: UC 

International Operations Attn: SSP. 

LS 

Madrid 
New York 

Paris . 



Attn: Leg al Attache 
Attn: fiflft I 



SA 



At tn : LegajZ^EEiEElE 

alat | 



From: Rome 

Contact 



Approved By: 
Drafted By: 




Case ID #: (\Ui I I (Pending) 

(>Q 3 1 5N-NY- 2 880 1 0^( Pending) 

Title: (U) OW 



also known as (aka) , 



FPC - IT; 
00 : ROME 

UNSUBS ; 



- VICTIM; 
- VICTIM; 
VICTIM; 



b6 
b7C 

b7E 



he 

hlC 



he 

'hlC 
hlE 



he 

hlC 



SE^tf^T 




. FIlCO. 





b6 
b7C 



To; 
Re : 



(u) 



08/16/2004 



(U) 



BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2004; 
IT - UNKNOWN PERPETRATOR; 
OO: NEW YORK 



Synopsis: ytfQ/LES) The purpose of this electr onic communication 
(E.C.) is to provide additiona l translations toP 
that were paaaed to Legat Rome I 



(U) 



(D) 



(U) 




Reference: 



Derived 
Declassi 



315T-NY-288010 584 



Administrative; (U) The Case Ag ent at Legat Rome for this 
matter is Assistant Legal Attache I I who is on a 

temporary duty assignment (TDY) . ALAT | | will return to 

Milan on 09/01/2004. 



[ 



provided Legat Rome with additional an additional 
investiga tiv e report concerning the arre st of | 

j and l I The document, as 



translated by Language Services, read as follows: 
/LES) Begin translation: 




TO THE EMBASSY OF THE UNITED STATES 
Legal Attache Office 



ROME 



b7D 
b7E 



b6 
hlC 



b6 

hlC 

b7D 



b6 

b7C 

b7D 



As a follow-up to Memo No, 



we inform you that in 



the course of our investigation of the aforesaid foreign person, many telephone numbers— 
obtained from wiretapping and vre- vaid telephone cards-wer e found to have bee n either 
memorized on SIM cards -one Italiaj j \ one Frenc h l and one 

RET 



b6 

b7C 

b7E 



2 



SEb^ET 



To: 
Re : 



Bru ssels 
(U) 



From: 



Rome 



08/16/2004 



Spanish 



■or handwritten in a small address book belonging to 



SIM cards and address book were seized on June 7 of this year, when he became the object of 
detention measures. / 



address book were already 



After examination, some of the telephone numbers ir^ 

known because thky had been found among the documentation seized on March 31. 2003 from 
pome Trams of Kurdish origi n during a search of their dwelling place situated oH 

I These people are\ 



They had 

been the object of detention measures issued\ \as extremists 

inv.olv.edin recruiting Islamic fig hters To be sent to Northern Iraq, and connected with the 

leaders of the terr orist network o/f I 
and, also, with the 
of 04/07/2003. 



In particular: 



7 



movement, subject of Memo No 



Numb er accompanied M thewords 



seized] ^_ 

Allowing for some modifications, such as[ 



written on the documents 



among the documents seized m the anartmeni 
dwelling place of the noto rious 



"If ft /■? numhex was found also 
\the 



the same person as \ 

member of the Saudi radicm opposition, who wnx mp.ntinnpA 
the conversations wiretapped in the apartmen t 



1 an important 



> 



Number accompanied/ b v the words 



the documents seized/ on 



written on 



Number accomp qniedlbv thewoms 
documents seized 



X 



written on the 



Number accompanied hvMhe wnrds \ 



documents seized 



written on the 

We will be grateful fSr any interesting items of information you may have concerning this matter. 
Thank you for your collaboration. 

THE DIRECTOR 
{signed}" 



Job 

b7C 

b7E 



bo 
hlC 
b7D 
b7E 



h6 
hlC 



b6 
b7C 



b6 
b7C 

he 

b7C 



SEPTET 

3 



(U) 



(U) 



To: 
Re: 



,ET 



Brus sels 
(U) 



From : Rome 



M/LES) 



38/16/2004 



End translation: 



//LES) Investigat ion at Legat Rome is continuing. 



Legat Rome has asked 



for any further information on 



telephone numbers obtained and will keep receiving offices 
apprized of developments in this matter. 



b7D 

B7E 



4 



(U) 



ET 

To: Brus sels From: Rome b7E 



Re: (U) 08/16/2004 
LEAD ( s ) : 

Set Lead 1: (Discretionary) 

BRUSSELS 

AT BRUSSELS, BELGIUM 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 2: (Discretionary) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 



^)g^/LES) For information and any additional action 
deemed appropriate to exploit the above telephone information. 



Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 
AT 



; b7E 



(U) For information. 
Set Lead 4 : (Discretionary) 

MADRID 

AT MADRID, SPAIN 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 5 : (Discretionary) 

NEW YORK 

AT NEW YORK, NY 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 6: (Discretionary) 



SECRET 

5 



S|Jfi{tET 

To : Brus sals ^-rnvn • Rome h 7 E 



me 

Re: (U) | | 08/16/2004 



PARIS 

AT PARIS , FRANCE 

(U) For information and any additional action deemed 
appropriate . 



SECRET 

6 



(Rev.01-31-2003) 



(U) 




SjpKSRET 

FEDERAL BUREAU OF INVESTIGATION 



Precedence : PRIORITY 

To: Brussels 

Count ert error i sm 



Date: 08/24/2004 
Attn : Legal Attache 



Attn: 
Attn:. 



DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
ON 08-26-2011 



Attn: 



SSA 
SSA 






SSA 

















International Operations 

Madrid 
New York 

Paris 



Attn: SSA 
LS 

Attn: 
Attn: 



Le gal Attache 
SA 



Attn: Lega! 

ALAT 



Attache 



From: Rome 

Contact: 



Approved By: 

Drafted By: 

Case ID #: (U) | [ (Pending) 

315N-NY-288010^( Pending ) 

Title: (U) 







- IT; 
00 : ROME 



also known as (aka) , 



be 

b7 
hi 



b6 

b7C 

b7E 



ET 



INDEXED, 
FILED 



NOV 2-2004 



b6 
b7C 



(U) 



(U) 



[U) 
(U) 



(U) 
(U) 



TO : Brus fiftl .q T?rnm 
Re : (U) 



fome 
08/ 



08/10/2004 



(U) 



UNSUBS ; 



he 

hlC 
hlE 



- Victim; 
Victim; 



- Victim; 

BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2 004; 
IT - UNKNOWN PERPETRATOR; 
OO: NEW YORK 



Synopsis : 



//LES) The purpose of this electronic communication 



(E.C.) is to provide receiving offices with additional. 



identilied during the course of th 



rega rding telep hone numbers 



Reference: 




investigation . 



Derived 
Declassi 



315T-NY-288010 584 



who is on a 



Administrative: (U) The Case Ag ent at Legat Rome fo r this 
matter is Assistant Legal Attache 
temporary duty assignment (TDY) . 
Milan on 09/01/2004. 



ALAT 



will return to 



Enclosure (s) : )^ A list of hfilgnhone numbers identified bv the 
in their investigation 



"X//T. 



provided Legat Rome witn a list or teiep none numpers 

identified in th e course of their investigation! 
| and | | I [ requested 

that the Fiji provide them with any us eful information developed 
bv th e FBI from the telephone numbers | 

| | advised that the telephone numbers were identified trom: 



Three (3) SIM cards that were seized 
June 7 du ring the course of his ar rest : 
o 
o 
o 



last 



and, 



From a planner seized during tne same operation; and, 



^X/7LES) For the benefit of receiving offices, Legat 
Rome notes that the headings for the list of telephone numbers is 




b7D 



bo 

b7C 

b7E 



b6 

b7C 

b7D 



b6 

b7C 

b7D 



2 



(U) 




SE 



To : Brus sels From: R ome 



Re : 



(U) 



08/10/2004 



translated as follows: "Dictura" means "Wording;" "Utenza" 
means "Telephone Number;" and, "Nazione" means "Country." 



X// 



LES) Investigat ion at Legat Rome is continuing 
J for any further information on 



Legat Rome Has asked 

telephone numbers obtained and will keep receiving offices 
apprized of developments in this matter. 



hlD 
hlE 






To: 



Brussels From: 



Re: (U) [ 



] 08/10/2004 



LEAD ( s ) : 

Set Lead 1: (Discretionary) 

BRUSSELS 

AT BRUSSELS, BELGIUM 

(U) For information and any additional action deemed 
appropriate . 

S„efc Lead 2 :. -(Discretionary-)- 
COUNTERTERRORI SM 

AT WASHINGTON , DC 

£g^/LES) For information and any additional action 
deemed appropriate to exploit the above telephone information. 

Set Lead 3: (Info) 



Set Lead 4 : (Discretionary) 

MADRID 

AT MADRID, SPAIN 

(U) For information and any additional action deemed 
appropriate. 

Set Lead 5 : (Discretionary) 

NEW YORK 

AT NEW YORK, NY 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 6 : (Discretionary) 



AT 



DC 



(U) For information. 




4 



To: Bru ssels From: R ome b?E 
Re: (U) | | 08/10/2004 



PARIS 

AT PARIS, FRANCE 



(U) For information and any additional action deemed 
appropriate . 



5 



t .1 



(Rev'. 08-28-2000) 



FEDERAL BUREAU OF INVESTIGATION 



(U) 



(U) 



(U) 



Precedence : ROUTINE 
To : Counterterrorism 

New York 



From: Ne w York 



Date: 08/26/2004 



Attn: 



b6 

b7C 

b7E 



Contact: SA 

SA 




Approved By: 
Drafted By: 

Case ID #: (U) 315N-NY-288010 (Pending) -» U t) j 
(U) I I ' 



DECLASSIFIED BY 60322 UC LP/PL J/LCU 

01 08-26-2011 



b6 

b7C 

b7E 



Title 



VICTIM; 
VICTIM; 
VICTIM; 



Synopsis 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 

: To document rec ord checks performed on 



\p&^ Derive* 
Declass 




relating to Captioned Matter. 



b6 
b7C 



(U)_ 

Group 



Non-USPER 



(U) 



Enclosure (s) : CS) Enclosed for New York are ACS checks, 



results, and photographs of 



b6 
b7C 
b7D 
b7E 



Reference: (U) 315N-NY-288010 Serial 597 





SECRET 




SEARCHED. 
IALIZED. 




* AUG 2 6 2004 1 



s 



ET 



To: ?? From: New York 

Re: (U) 315N-NY-288010, 08/26/2004 



(U) 



(U) 



Details: Referenced serial is an EC from Leqat Madrid 



advising that on. 8/19/04. elements off 



no I lahnraMnn wfl-.h l-.hgT 



| unae 

larrestedf 



under tJae direction of the 



1 rfifli dent of 



1 resident of \ Valencia, 
Botih have been 



identified through prin ts developed in a book recovered in the 
search of the res idence l 



] 



i where last April 3rd, seven terrorists, members 

ot the terrorist cell responsible for the 3-11 attacks committed 
suicide when they were going to be arrested by the police causi ng 
in addition, the death of one of the members 



t ACS checks did not produce 

any identical matches. See enclosed for all ACS results. 



■ b6 

hlC 
b7D 



h6 
b7C 

b7D 



2 



Page 1 



Z|ga£ Madrid - Re: FW: Translation EC 



From: Legat Madrid 

Jsn I ~ 



b6 

b7C 



Date: 
Subject: 




8/5/04 8:26AM 

Re: FW: Translation EC 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
ON 08-26-2011 



The information on the EC and the lead itself are classifi ed "Sfeef^." Please provide info and lead in a 
form suitable for dissemination to foreign liaison services ! | Thanks. 



Legal Attache, Madrid 
+34 91 587 2350 (Office) 



»> 

§E©^T 

RECORD ny-288010 



(NY) (FBI) 08/04/04 10:23PM 



»> 



be 

b7C 



bo 

b7C 

b7E 



The attanhft fj immediate FC was unloaded today, setting leads in an attempt to identify females, 
connected to | 

Chem/Bio attack on the U.S. 



Twho have reportedly been trained to conduct some type of 



Original Messaae- 

From[_ 



ORIGINAL FILE 



Rant- Wftrirwwriav Ai ini ist Q4 2004 3:57 PM 
To | | (NY) (FBI) 



1 ^ ) A f Spm DOCUMEN' 



T 





t Bflatirid - Re: FW: Translation EG 



Page 2 



Subject: Translation EC 



RECORD ny-288010 



see attached for the EC aboui 



b6 
b7C 



DERIVE D h kUM: TBI Old&ji frntrn ^ ii Ho H ^ f< a ri 1/Q7 , F n rol y n OounLnr trrtetiigence 
TnvwsBydtroilS 

DECLASSIFICATION EXEMPTION 1 
5gff*E T 




DERIVED FR? 
Invest^ 

DECLASSIFICATION EXEMP1 
^E&RST 



uide G-3, dated 1/97, Foreign Counterintelligence 



CC: 



b6 
b7C 



(Rev. 01-31-2003) 



QilT/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To : Counterterrorism 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
I.JHEPZ SHOOT OTHERWISE 



Date: 09/07/2004 



(U) 



(U) 



Attn: 
Attn: 

Attn.:. 



International Operations 

Madrid 

New York 



Attn: [ 



Attn: Legatf 





ssaI 






SSP. 
SSP. 






1— 


SSA 
IA 





Attn: 



SSA 



Chicago 
From: T ampa 



SA 
SA 



Attn: JTTF 



Contact: 
Approved By: 
Drafted By: 
Case ID #: 




315T-NY-288010 



Title: 



(S) X 

^4) UNSUBS; 



(Pending)— (flOS 

(Pending)— <S\\£> 

(Pending)^ 
( Pending )-<g^ \ 



VICTIM; 
VICTIM; 



be 

hlC 
b7E 




VICTIM; 



DATE: 08-26-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 
PEAS ON: 1.4 (c,d) 



BOMBINGS IN MADRID, SPAIN 

ON MARCH 11, 2004; 

IT- UNKNOWN PERPETRATOR; 



DEC LASS IF/ 01: 08-26-2036 



be 

b7C 
b7E 



^p!3t»^a^ORCON/NOFORN 




3T/0RC0N/N0F0RN 

l ' U ' 1 To : £cmnterterrorism From: Tampa 
Re: J&l 315T-NY-288010, 09/07/2004 



AOT - IT - VC; 
00:NY; 

AL-QAEDA RELATED INTELLIGENCE 
AND THREAT MATTERS 



(U) 



(U) 



(U) 



THREAT ASSESSMENT; 
INTERNATIONAL TERRORISM 
ORLANDO RA 



.Synopsis.: The pu-rpose -Of -Efr-H-fl- -pnniTm-irii-npH^ti T.g- t-n Tgr>nj-t- 

results of investigation regarding| | 

Tampa, at the Orlando RA, considers this lead covered. 




Reference: 



Derived F 
Declassif' 



^tl c iT-NY-?88010 Serial 4?1 



(S) 



be 

hlC 



hi 
hlE 



(S) 



fttew Vot-] c advised the Orlando RA that the 
had identified numerous! 



Madrid train bombinas. 1 








and members of the Al-Qaeda support cell 



bl 

be 

b7C 
b7D 
b7E 



in Madrid. Both of these individuals are currently in custody 
£qx theiy roles in connection with the Casablanca bombings, 



(S) 




hb 
hlC 



^S^ESS^J/ORCON/NOFORN 

2 



^pS^T/ORCON/NOFORN 

(UJ To : Cojmtert error ism From: Tampa 
Re: >&) 315T-NY-288010, 09/07/2004 



moved from this address on {January 5, 2004 to work 



(U) On August 27 
reporting agent; interviewed 



2004, SA 



and 



It 



moved 



in 1999 



] was a student at Valencia Community 



College on an F-l gfnH^nt- v-i «a anH her parents were paying her 



tuition for school, 



originally came to the U.S. 



to .s.tud y engineer -i -■nnT"Bvu= ha.g g-vn<?A changed her -course of 
studies I I \ Iwas in the process of moving t o 



street ^,clclre»Sfi f 
number I 



While 



advise d she did not know the 

] she provided I I telephone 

, as a number where she could be reached. 
] advised she had an immigration hearing scheduled 
in Florida on September 28, 2004. She advised her attorney 
representing her on immigration matters for this hearing was 



JUL 



describ ed her relationship 



] as estra nged and that th ey 

had bee n having problems . She stated that I I was 
born inl land his f amily was f r od 



were marri 



edl 



rc 



in Altamonte Springs, 
work I 



Florida. \ 



jleft | 

had worked at the Hilton Hotel 



~^ft r 



lis. 



because his brother, needed helq 

. I advised 

number was | | 



cellular telephone 



This telephone number was actually 
in her name h^aiiflP h^r husband had bad nr^d-it. I I 

visited her husband | | and stayed 

approximately four or five days during this trip. She advised 
she could n ot remember th e street address where her husband 
was living. | advised her husband does not express 

any extremist views and does not belong to any subversive 
groups . 



(U) 




advised that 








believes 


has 



S^W^ET/ORCON/NOFORN 

3 



b6 
b7C 



.ta6 
b7C 



be 

b7C 



he 

hlC 



^S^B?^T/ORCON/NOFORN 

(U) To: Counterterrorism From: Tampa 

Re: (&( 315T-NY-288010, 09/07/2004 



_TL_S_ 



lives iq 



are^n card. 

who 1 i vrs 



To~[ 



has visited Haiti, U.S., and Spain 
(U) 



also has a sister 
and a sister 

] knowledge J 



who 



. advised her father' s name is 
land he r mother's names is I I 



speaks Arabic and French. She has 



visited Soain fCosta del So l) , France, Canada, Bahamas, U.S. 



and Morocco-. 



advised she is- Muslim but doers not 



go to a Mosque. 

ill) at this timer f 



husband|_ 



telephone Jiumber l _. 

SA| Jattempted to communicate with[ 



n 



lsfiiaa_asked to call her 



\ called 



from her personal c ell phone, 
_ ]but had 



difficulty hearing h im and aske d him to call back on a 
different telephone . | | immediately contacted reporting 

agent via his cell phone whereby he was placed on speaker- 
phone . 



(U) 



as provided bv h is wife,[ 

I his brother is I 



confirmed the same information 

father is 



J and his sister is 



United S tates. . 

I and works I 



mhHse individuals reside in the 



| who st ill lives inf 
] is married to 



1 has another sister ,' 



(U) [ 



English, French, and Moroccan Arabic. [ 



advised he speaks Spanish, 



to Haiti, Spain, Venezuela, and the U.S. [ 



lhas been 
Jremembered 



visiting Spain several times for vacation approximately 12 or 
13 ye ars aero and also when he was twelve or thirteen years 



old. [ 



Morocco which was 
January 15, 2 003 . 



advised he had obtained a Visa from 
.ssued on Decemb er 3, 2002 and expired on 
lexplained he had 







did not go to Spain this time 
z the last minute. 


because chanqed plans al 



also advised h& matT 
| is from 



m 



became 



SEjS^/ORCON/NOFORN 



be 

b7C 



b6 
b7C 



h6 
hlC 



he 

hlC 



b6 
hlC 



b6 
b7C 



SE^K^T/ORCON/NOFORN 

(U) To: £oimterterrorism From: Tampa 

Re: C&f 315T-NY-288010, 09/07/2004 



pregnant w ith his child. | | eventua lly flew back to 

to be clo se to her family before T 

| was born. got married 

appro ximately one mo^ tii be tore the ir child was born . At that 
time 



traveled withf 



I stav ed in 
]and 



be 

b7C 



~| approximately six months. | 
keqaD, tQ have Problems and were divorced 

I I | advised th at [ 



Id? 



±ves rn 



four times a year. 



] sees^ 



(U) 



does not know the following individuals 



advised he is not a relative of and 



tot 



hearing about 



remembered 



being involved in the Madrid bombings 

through the media but stated he di d know any of them. On 
September 8, 2 004 J I had a telephone conversa tion 

with Reporting agent in wh ich he advised that he had asked | | 



i if he had any relatives related to 

the individuals involved in the bombings in Madrid, Spain and 
Casablanca, 
family ties 



be 

b7C 



Mi 



oronco and ghe non f i rm p<i that: ther-e w^ re no 

|_ . Itnlrif 



spell their name 



is translated from Arabic to English, 



a lot of 



and that when 
it can be spe 



TecT 



m 



different ways depending on how t he name i s pronounced in 
Arabic. She had re- emphasized tof 1 that there wa s no 

relationship between 



and the 



reportedly involved in the Madrid/ Casablanca bombings. 



] 



(U) 
]worke 



5 



advised that 



the early 1960 ' a to approximately 1 967 -1" 
frflvig efl he was tj >orn during this timef 



own 



, .eft 

[s tore T 

l_whereby[ 



and opened/owned his 




.yherebvl r 
_|sold his"l 



, I lived most ot his li£e.|_ 

J business a few years ago and has 



recently been diagnosed with liver cancer J~ 
primarily lives with I m 



rememiDereg, 

Northern Morocc o [ 



] 



b6 
b7C 



advised that from wnat ne 
involved in the bombings lived in 



] emphasized, that he and other members of his 



family had no ties or relationships to 



seJsk|t/orcon/noforn 

5 



To : 
Re : 



S^ET/ORCON/NOFORN 

Counterterrorism From: Tampa 
315T-NY-288010, 09/07/2004 





even stated that 1 


second cousin is 





(U) 



further stated he does not know 



of any extremist activity (past or present) against the United 
States government and if anything nmianal name* to his 



attention he would notify the police, 
advised he does not belong to any subversive group or 
organization. 



also 



he 

hlC 



he 

hlC 



(U) 



Name : 
Address : 

Former address : 

Work address: 

DOB: 
POB: 
SSN: 
FBI#: 

Florida FCIC#: 
FLDLN : 

Misc. numbers: 
Height : 
Weight : 
Eyes : 
Hair : 
Employer: 
Home t e 1 ephone # : 
Work telephoned 

(U) 

as follows: 

Name : 
Address : 

Former address: 

Work address : 

DOB: 



is described as follows: 

L 



is described 




70ROON/NOFORN 

6 



b6 
b7C 



h6 
hlC 



^^^ET/ORCON/NOFORN 



To: Count ert error ism From: Tampa 
Re: >S/ 315T-NY-288010, 09/07/2004 



SSN: 
FLDLN : 
Height : 

Home t e 1 ephone # : 
Work telephoned: 



(U) 

described as follows : 

Name : 
Address : 

Former address 



DOB: 
FLDLN: 



(U) 



described as follows 



Name : 
Address ; 



Former address : 



DOB: 
SSN: 
FLDLN : 



Name : 
Address 



Former addrress: 



DOB: 

SSN: 

FLDLN: 

Sex: 

Height : 

Occupation: 




(U) _ 

is described as tollows 



SEp^T/ORC0N/NOFORN 

7fl 



IT/ORCON/NOFORN 



(U) To: Count ert error ism From: Tampa 

Re: OB) 315T-NY-288010, 09/07/2004 



(U) 

described as follows 

Name : 
Address : 

DOB: 

Passport# : 
Citizenship : 
ELDLN-: 
SSN: 
Sex: 
Height : 

Contact telephone# 




is 



covered. 



(U) Tampa', at the Orlando RA, considers this lead 



b6 
hlC 



£5j3^T/ORCON/NOFORN 
8 



(U) 



To ; 
Re : 



j^8^T/0RC0N/N0F0RN 

Count erterror ism From: Tampa 
■■■-rart 315T-NY-288010, 09/07/2004 



(U) 



(U) 



LEAD ( s ) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 



AT WASHINGTON, D.C. 



/ X 



For 

Read and Clear. 



Set Lead 2: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON , D.C. 
X) For 



be 

b7C 
b7E 



attention SSA- 



Read and Clear. 



b7E 



(U) 



Set Lead 3: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON , D.C. 
For 



V) 

Read and Clear. 



attention SSA 



b6 

b7C 

b7E 



(U) 



Set Lead 4: (Info) 

COUNTERTERRORI SM 



For 

Set Lead 5: (Info) 

MADRID 



AT WASHINGTON, D.C. 

x 



Read and Clear. 



AT MADRID , SPAIN 

S^^ET/ORCON/NOFORN 
9 



b7E 



To: 

iU) Re: 



SJ^ET/ORCON/NOFORN 

9o,untert error ism From: Tampa 
) 315T-NY-288010, 09/07/2004 



K 



(U) 



J&C^ For Legat 
Set Lead 6: (Info) 

NEW YORK 



AT NEW YORK 



(U) 



i&C For 
Read and Clear. 



(U) 



Set Lead 7: (Info) 

NEW YORK 

AT NEW YORK 
)4) For 



(U) 



attention 



Read and Clear. 



JTTF: Read and Clear. 



Set Lead 8: (Info) 

CHICAGO 

AT CHICAGO 

) For JTTF: Read and Clear. 



b6 
b7C 



bo 

b7C 

b7E 



b7E 



jpfe^ET/ORCON/NOFORN 
10 



(fev. 01-31-^003) 



:/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To : Counterterror ism 

Counter terror ism 



Baltimore 
Los Angeles 
yNew York 



Philadelphia 



Date: 09/09/2004 



Attn: 



Attn: 



SSA 



: SSlC 
: SAG 



Attn 
Attn 
Attn: ASACl 

ssa[ 



v/SA^ 
Attn: ASAC 



a 



From: Philadelphia 

Allentown Resi dent Aaencv 
Contact : SSRA 

Approved By: 

Drafted By: 



Case ID #: 





(Pending)—/^// 
(Pending)—/^ 
( Pending )— Sd'f 
( Pending )—/9g 
(Pending)-/^ 
(Pending)— jl/ 
(Pending)—/^ 
(Pending)- g 
(Pending)—^ 
(Pending)— -7 
(Pending)- JL. 



he 

hlC 
hlE 



.b6 
hlC 
\b7E 



DATE : 08-26-2011 
CLASSIFIED BY 6032 
PEAS ON: 1.4 (c) 
DECLASSIFY 01: 08-26-2036 



UC LP/PLJ./LCTJ 



(S); Title: LSI 



IT - UTnJiK 



ALL INFORMATION CONTAINED 
HERE I I IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 



'SEARCHED r^EvcrT^ l-bl 



6» 




INDEXED_ 

"filed 



SEP 1 6 2004 \ 



bo 
b7C 

b7E 




s 




T/NOFORN 



To ; 
Re: 



^oT^erterrorifim From; Philadelphia 

09/09/2004 




b7E 



IT - AL QAEDA 

UNSUBS; 

I- VICTIM; 

1 VICTIMS; 

| - VICTIM ; 
BOMBINGS ' IN MADRID, SPAIN 



IT - AL QAEDA 



IT - AL QAEDA 



IT - AL QAEDA 






IT - AL QAEDA 








IT - AL QAEDA 









he 

hlC 



IT ~ AL QAEDA 



IT » AL QAEDA 



IT - AL QAEDA 



Synopsis: For information of receiving offices and for action by 

Baltimore Division upon review of investigative .summary being provided 
by Philadelphia Division, Allentown Resident Agency. The Philadelphia 
investigations captioned above were recently connected to the lead set 
in referenced communication in part via a recently made consensual 
recording and toll record analysis. Also for information of receiving 
offices, Philadelphia Division, Allentown Resident Agency is 
conducting a criminal material support investigation on captioned 
Philadelphia subjects. Philadelphia gathering and disseminating 
through IIRs all intelligence being gleaned during the course of this 
investigation while pursuing the criminal aspect as an adjunct to 
intelligence gathering efforts. 

S|3SS^T/NOFORN 



2 



SECSRET/NOFORN 



To : €ounter£££X2ri£fll FrQflU Philadelphia 



Re: 




(U) 

Uspef7 



Reference : 



09/09/2004 



Der i vea^acogf^: G - 3 
Declas s i f y^OSrt^Xl 



Project number 



be 

hlC 
b7E 



Non- 



bl 



bl 



bl 



Ste^&T/NOFORN 

3 



p 136 



To : 
Re: 




Philadelphia 
09/09/2004 



b7E 



bl 



bl 



) 




In March 2004, 



| was arrested by Bureau of 
Immigration and Customs Enforcement ( BICE ) at JFK Airport while 
preparing to travel to Syria. Among other items the following were 
fo und in his possession: business card for ] | ( subject 

FI I 1 - " " - ' - - 



"I of the I slamic Center o f Passaic County 
j (subject c 



:losed [_ 



Secretary a^-n^-ral of t-h^ islamic Circle of North America (ISNA) 

supporting (qualifications to lead nonareaaH nnal nravfirs 

and teach the Quran: and the business card of 



bo 

b7C 

b7D 



[ 



was 



and others loyal to 



believed it 



BICE wnich predicated 



who pro vided the ne cessary information to the FBI and 



arrest . 




as the day to day leader of 
this group and began to frequent a mosoue located at 134 W. 4th 
Street, Bethlehem, Pennsylvania. | . "lis also hoi fling mppfinrr.s on 
Saturday evenings at his residence, 
Reliable source information advised[ 



bo 
b7C 



J arranges for young American 



males to travel to Syria and study. One such individual was 

S^^T/NOFORN 
4 



sljJfiH^T/NOFORN 



To: Pnnnf-ori-ormri gtyi Ejonm.: Philadelphia 

Re: C?0 09/09/2004 



b7E 



identified as 



an 18 year old, high 



school senior is preparing to travel to Syria upon completing his 
education in the U nited States. "A cooperating witness is also being 
groomed by | | to travel to Syria for religious training. 



b 

b 




S^aafi^T/NOFORN 



SSC^T/NOFORN 



To; Countp.rf.ftrrori .stti From.: Philadelphia 

( U ) Re: CSO 09/09/2004 



b7E 



.(SI 




(U) Summary of consensual recording bv CW f 
during which ther^ is nnnv^ rsati nn aboutJ__ 



Present were 



lwhn 



and CW. The conversation took place in 



vehicle during trip to /from New York City. 



what ever happened 
the , our 



bb 

b7C 

b7D 



brother? 



Yeah. 



Hp. i .g doing crnncl . He, ah, he has a, I think 



yeah. He is a good brother (ui) . 



Where is he living? 



Sfe^B^T/NOFORN 



IT/NOFORN 



(U) 



To : 
Re : 



Coun 

x 



m: Philadelphia 
J 09/09/2004 



b7E 



(U) 



In a, what you call, 

He ! s still living in 
right? 



Yeah 

Right (ui) . You talk to him at all? 

X haven't talked to him, hi i f. T talked. t t 
two month r a an, He tol 



? He was a funny brother, 



■ / but 
d me|_ 



o him probably 



He talks weird Arabic, right? This guy. 
Who him? 

Can you understand him? 

No, we have to a come in between, you know? 

Hard dialect? 

The dialect it is a .... 
Remember he used to 



be 

b7C 
b7D 



[ 



] Sounded weird, 



right? 
He is^ a funny brother. 
He is a real funny guy. 



J right? 



yeah. 

What does he do there? Does he work? 

. , he does 



Yeah, he is 
Spain befor£ 



YxT During consensual recordings with the CW, | | has 
explained at length his immlv^prih wihh f-i gh Hng as a mujahadeen in 



have relatives who live in 



tions in Afcrhanistan. 


claims to 




of Afghanistan which 



be 

b7C 
b7D 



^Q^T/NOFORN 

7 



1T/N0F0RN 



(U) 



To : 
Re: 



Counter terror ism 



sCount 



From ; Philadelphia 
09/09/2004 



b7E 



described as < 

otters n e is going to visit his family for a few weeks in the fall. 



]also states he h as to be careful getti ng in and out of 

Ihft will foe safe, 



Afghanistan, but once in 

one consensual recording with 



Purina 



■bo 

hlC 
b7D 



(U) 



Wi- 



lli) 



(U) 



(U) 



i L | during a consensual reca 

1 said there are. two ways to support Palestine. \ 



during a consensual record±n£L_biL 



he 

]b7C 

b7D 



transcribe this portion of the tape. 

M Al^o during 
conversation, I |_ 



Philadelphia was unable to 
consensual ly recorded 



states 



- tear 



| made consensual recording while with 

1 yp.hi.nl ft Wh^rd I flh.at-.fi^ Tip I 



explainedT 



be 

b7C 
b7D 



b6 

b7C 
b7D 



-M: 



then describes how Usama Bin Laden, 



Usama Bin Laden followers fought against and 

killed these Muslim s. Usama Bin Laden called this the Fatwa against 



the non-believers . 
have the training 
Palestine. (Note: 



went on to explain that Afghanistan was to 
prepare those who were going to fight in 
never states he met Usama Bin Laden) 



be 

b7C 

b7D 



M 



wars; regular war and irregular war 



continues on the recording discussing the two 



fare 



guerrilla w; 
experience 

1"h<a war in TV^rr I-^1Vq ^hnnf 



The i rrp.anl.ar war is like 
has military 



1 in th e context of the Pale"stinian struggle and 



be 

b7C 

b7D 



states the I 



1 during a consensual recording bvC 



their sins and rewarded by Allah. 



1 states tney will £>e rorcriven tor 



be 

b7C 

b7D 



goes on to say Muslims must 



SE^ET/NOFORN 

8 



SfeS^ET/NOFORN 



To : 
Re : 



ronnf-pri-pr-rnr-i qtd Tr-mm « Philadelphia 

09/09/2004 




b7E 



hold on to their religion because living in a country like America, 
dominated by non-believers, is difficult. 



)x( Later on same datd I explains to [ 



he first WQ^kedf 



1 . I 

I explains how 



^^)' Philadelphia opine s based on reviewing the several hours 
of consensual record ings between | " | that 



] are leading this group ._[ 



is ™ 



tious and 
and 



looks long term with regards to recruiting 
others) , but clearly does not back away from a subtle, yet consistent 
effort to influence others to remain loyal to the mujahadeen fighters 
who are against the U.S. Government. This technical cut is a prime 
example of the group's current level of careful conversation, yet 
willingness to act on instruction. 



Job 

hlC 

hlD 



bb 

b7C 

hlD 



During 



f3 



i i consensual recording | 

the ability to send money to Hamas through 
Islamic Relief. Phil adelphia believes this to be Islami c Relief 
Worldwide (subject of | | based on review of£ 



records which reveal telephonic contact with Islamic Relief iyiy 
Magnolia Blvd, Burbank, California) . 



and b6 

b7C 
b7D 

toll b7E 
"West 



discussion by[ 



)Also ^ring tfris g^nsenSUaX .recording there was 



regarding a place in 



Virginia which was searched by the FBI. The FBI shut th e location 
down, This was on the heals of I I describing how he f 



"they choose to fight, every Muslim." 



.bo 

b7C 

b7D 



describes how 



at 



^ Of interest is during a recent drive-by _ 

residenc e one vehicle at this l ocation was registered to 



a t one time resided wittf 

(former subject of FI 



~|was identified as[ 



in Florida. 

"I tor Usama Bin Laden 



l eft the U.S. for JordanT 



.rirrextefi on 12/29/99 



and was 



be 

b7C 
b7D 

b7E 



admitted tof 



/NOFORN 
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T/NOFORN 



To : 
Re: 



Counterterrorism £££ 

x 



m: Philadelphia 
J 09/09/2004 



b7E 



(S) 



has been emplovedf 



] 



has not identified! 



] exact duties 

as of this date. Philadelphia believes 



I Phi la del nhi a 



3' 



the prev iously descr ibed me etings held on Satur day evenings at 

I I currently resides at | 



residence. 



may attend 

13 



^ r 



made a consensual recording of this meeting. Upon arrival .at the 



apartment ,f 



"lrang the door buzzer and commented to 



that the 



as meaning | 

da LS concurred with 



J defined 



when referr ing to the subject 



the translation. 



S) E 



Investigation determined 



at one point explained 
f roml 
advis 



m | 

isecff 



was referring 
Rph) met 



to mean 



Brooklyn. New Yo^fkT 



o | j fchat | had mo yedl 
approximately one month ago. | | further 
Tcontinue to attend the Al Taawa Mas i id in 



dis cussed during tms meeting was tnat tact tnat 
with | 



be 

b7C 
b7D 



bl 

be 

b7C 
b7D 
b7E 



AlSO 

is associated 



MADBOMB LEAD CONNECTION TO THIS INVESTIGATION; 



bl 



S^&S^T/NOFORN 
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.&§«^/NOFORN 



To: 
Re: 



Count fir f, rori tm 




^nm; Philadelphia 
09/09/2004 



b7E 




bl 



(U) A listing was found in Khp 2 0fi4 Hi 11 -TVmn pl 1y Cross 
Reference Directory for telephone number which Indicat es 

t-h;=)f- f-h^ gnhgrrihpr -For- hhah number Was| | 



^ According to the Hi ll-Donnelly Cross 

Reference D irectory this was a new listing at the | I 



(U) Analyst Note: The information published in the above 
directory is data from the year 2003. 



ho 
hlC 



bl 



J#) A search of the 2003 - 200 4 Verizon SuoerPacre telephone 

c\i rfinhnrv r^v^l <^rl a ryiKl i gh^rl ir^nnirr\ of| | 



IS 



[ 



i with telephone number i i 

also li sted in the Lehigh University Telephone Directory for 2002 - 



_^ I address of 

with telephone number of 



bl 
b6 
b7C 



In the 2UUQ - 2 Ql L ehigh University Telephone Directory [ 



is 



shown as having lived at |_ 

----- -Tn: 

telephone number during that^_tijne_Lfame wasL 
Automated Case Support (ACS 



ig uvea at | 

Jon the naTTipn.q r>f T.^high Up i ^ -r.cn f-vT 



met with negative results. 



j A search of 



bl 



s; 



S^S^IT/NOFORN 
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S^PK^/NOFORN 

To: Couz ^Qrl-a-r-rn-r-i gm Frnm ; Philadelphia b7E 
Re: (X) I I 09/09/2004 



Accordin g to t he City Publishing Cr oss Reference Dir ectories for 2 002 

and 2001, | | had been a snh.gnHhp rl | since 200J A 

public records search conducted on 



indicates that 



is a 



student at Lehigh University located in Beth lehem, PA and currently 

resides at | , ■ I A nrftvimifl address alfin 

I so resided .at| | 



listed shows that 



during 2002. 



Uni versity Telephone Directory for 2002 - 2003 sc. 
thatl laddress at that time was listed as the 

] and had telephone number of 



A check of the Lehigh 
iiool year indicate? 



is listed in the Graduate Student section of the Lehigh 

Directory and the Graduate Teaching Assistant section o f the 

di rectory .1 iTiph] gh University office is located at|_ 

and lis ted h is office telephone number as 
rl Ime 



be - 

b7C 

hlE 



A sfiRrnh of APS rt) 

and telephone numbers 



joaet with negative results for 



and 



An ACS 



searc h" revealed three documents in which telephone number 



was used by the sponsoring professor at Lehigh University on 

documents sponsoring three students from China to undertake Graduate 
Studies at Lehigh University during mid to late 2003. A search of t he 



2000 



residing at[ 



9.0 01 T.^h-irrh TTni wrr.cn T^l pnhnrtP n-i rwt-nry lists 



nry 
Jwi 



as 



th telepnone numoef 



^I^^A search of the[ 



]for Pennsylva nia located an expired Pennsylvania 



drivers? lig^s^ in the name oq 

J I Tnformal-.inn nrmndfi^ 



Number ( SSN) ot 



has S 



phows that 



b6 
b7C 

b7E 



drivers license expired 



and a Date of Birth ( DOB) of 



(U) A check of NCIC re vealed that an 
with a nore of 



i 



has Mary land drivers license number 

and currently resides at | 



;=i 



jo 6 
b7C 



overseas 
positive 



(U) Also of 
travel f or f 
match 

n 



interest was a 



for 
born in 



search, of 

] 



conducted for 



This i nquiry resulted in a 

Iwhn wa.cj hr^vpl ing with I 

I Hi s address of destination 



when they arrived 

According to information provided^ 

planning a wedding date to be determ ined \ 
NCIC revealed that | | has SSN of[ 



E 



in t he 
lwas t raveling- withl 
"[back in the US, 



US 



DOB 
was 
as 



F 



J and Alien 



were 
A check 



of 



SJjSSK^T /NOFORN 
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b7C 

b7E 
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To : 
Re: 



^unterterrorism 



/NOFORN 



From: Philadelphia 
09/09/2004 



b6 

b7C 
b7E 



Registr ation Number (ARN) ofj 
[currently r esides at 



1 



According to the NCIC check. 



] nor 



1 This report indica tes however that[ 



records search for 

still associated with the, 



as the[ |search determined. A public 

lindinat^d that a.^of April, 2004 he was 

address listed above. ACS 
This information on 



] was born 



checks were negat ive f o , | . _ . . 

I I were previously provided to the Baltimore Division's 

JTTF. 

(U) Philadelphia has 
she attended Lehigh University. 



.bo 

ied | |was with| | while hie 

I may have knowledge of or was 



the recipient of the telephone contact (s) outlined in the MADBOMB 
lead. 



(U) A review of the 2004 - 2005 Lehigh Valley Verizon 
Super Pages and th^ 2004 - 700^ T.Phiah Valley VP.IInw Tronic rfiVP.sl^ a 
listing for 



(LOCATION WHERE [ 



]have BEEN SURVEILLED 



he 

hlC 
b7D 



TO AND MOSQUE THEY DISCUSS ON CONSENSUAL RECORDINGS). This location 
serves as a mosque which is frequently by most of the captioned 
Philadelphia subjects. 

(U) A search of the Hill-Donnelly, City Publishing and R. L. 
Polk Cross Refe rence Di rectories for* f-h<=> t--im^ r^-HnH nf t-Tim 2004 

resided at J 



did reveal that 



] and maintained telephone number 



The City" 
that 



In contrast, 



Publishing Cross Reference Directories also indicate 
been living at the above listed address since 1995. 
1997 R. L. Polk Bcaf. hl fahfim _ Easto n City Cross Reference Directory 
lists 



as residin g at | 

laddress accor ding- to the Pol k Di rfinf orv 



had 

the bi 

b6 
b7C 
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^Dgfi^T/NOFORN 



To : 
Re: 



\C ou nterterrorism Fron\ : Ph i 1 ade lph i a 

09/09/2004 




b6 

b7C 

b7E 



(U) A search of f 
License Number (QLN)I 



I in h hft. name of 



expired 04 





issued or 




and 



Pprmqvl v«=mi a D epartment of M otor Vehicles indicates that[ 



holds SSN of 



and has a DOB of 



is 



( U) A public re cords search was conducted on 
with SSN ofl I The following addresses have 

with 



, _ been associate* 

] and the above SSN through this public records search: 



3 



be 

b7C 



(U) 



is currently associated with telephone numhaji 



It is believed that the area code for this number 



that this is the area code 



umh£ 
is|_ 



be 
in.b7c 



(TJ) Public records also indicated that 




however the listed address 



14 



3 



To : 
Re: 



Cou nterterrorism From 



IT/NOFORN 



Philadelphia 
09/09/2004 



b7E 



. (U) A search of the 
references to the namg j ~ 

or sites r elated to the! 

address of was located as well as what appears to be 

several links to Yemeni internet sights and an employment site for 
people to get information regarding employment in the Middle East. 



nternet revealed that there are several 
.qftvpr^ l of which may include references he 
listed above. A possible e-mail 



b7C 



(U) A review of public records for 

found only limited information on a|^ 



-according ho tfcoge public records currently resides a-t[ 



1 who 



he 

hlC 



further information on[ 



A fur ther search of public records did not reveal any 



and drivers license information 



could not be obtained from Pennsylvania Bureau of Motor Vehicles 
through NCIC. 



(U) A search of NCIC documented that 



was bom in the 



States (US ) on 

and contlrms the 



DOB 



and entered the United 



address for[ 



has Alien Registration # of 
SSN mentioned above. The last known 



b6 
b7C 



Enforcement (ICE) is 
I 



] a ccording to the Immigration and Customs 



ACS was queried for anv recorrte relating 
iff listed as the contact fori „ 



This do cument which contains [ 



dated 
content Address a 



was obtained during a search o _ 
computer . Serial 33 is an extensive list ot Islamic Organizations 
from across the US. 



be 

b7C 
b7E 



is also listed in 



dated 07/09/2001. In this document source reporting indicated that 



i would be attending the 3rd Entrepreneur/ Investor b ^ 
meeting of the Islamic Chamber of Commerce and Industry (ICCI). being D/c 



held at the .WvnrlTifMt Hotel 

07/1&/2001. 



1300 Chesapeake Terrace, 
is listed as 



Sunnyvale 



CA on 



b7E 



.Oil 



was also present during the interview of 

In be 



1 dated 09/16/199sT 



m and SSN of | 

also provided his address~o f 



i is described as b ^ c 

] provided his DOB as b 7E 



] to the interviewing agents t [ 



anq telephone numberf 



I 



Istated that f 



J who does not 



T/NOFORN 
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(U) 




37N0F0RN 



TO: CQiinj-.p.-r^PT-rn-r-T Wirnm - Philadelphia 

: ^ | | 09/09/2004 



b7E 



Re 



bo Per FBI 
b7C 



speak or read English was interviewed re garding a wire fraud 
investigation in which| |had 



I whichf 



representations tol 

found to be untrueT~ | 

v-int-iTn nf f-inpnriai fraud or the theft 



T 



has 



lhad made m any 
]had 



come to believe that he is the 




^SS^ailT/NOFORN 
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^fi^ET/NOFORN 



To : 
Re: 



Cou nterterrorism Frop : Philadelphia 

09/09/2004 



count 



hlE 



Referral /Direct 



"b6 Per FBI" 

b7C 
b7E 



(U) A public records sea rch located 



with telephone number 



at 



A s earch of the Lehiah Vallev. PA YpHow Ronk for 2004- 20 05 rpypalpd 
thatl I al s o has Telephone numbers- of I k nd 




| According to the public record 

lis also associ ated with an address lo cated at| 



and telephone number of |_ 



search of the 2004 Hill-Donnelly Cross Reference Directory and the 
2QQ4 -2QQ5 Lehiah Valley, PA Yellow Boo k telephone rli p^hnrv mre** 1 p>H 
thatl 



is located at| 

ana xs aiso associated, with telephone .numbeicIL 



and fax number of 



~j in addition to 



| An advertisement in the yellow page sect ion of the ot the 

Yellow Book telephone directory states that|__|is involved in the 
Sales, Rental and Service of medical equipment such as wheelchairs, 
hospital beds, etc* bi 



S^SS^T/NOFORN 
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JSSRgf/NOFORN 



(U) 



(U) 



To : 
Re: 



. Coun hRrhfirrnri gin Fr-nTp ; Philadelphia 

09/09/2004 



Summary: 



bl 

he 

hlC 
hlE 



^?sf Philadelphia believes 
loyal to his radical views of Islam". . 
clearly discuss as described herein through CI ' s [ 



has in place a group 



the process of learning Islam and becoming a mujahadeen fightf^c- 
Phi ladelohia b elieves this group is likelv the Al Oaeda group 
•told he was here to form. 



] recordings 



process of becoming a mujahadeen {_ 



"I describes the " long,! long " 
J talk on 



consensual recordings of the mujahadeen fighting in Palestine, Iraq, 
Syria and Afghanistan. 



subjects o% 
Laden, I 



The foreign power is Al Qaeda as described in the 
Vordsin discussing the Taliban, A l Qaeda, Usama Bin 
"1 and their own offers to as I 



stated 



Syria who can get 



5 



b6 
b7C 
"b7D 



and 



in touch with the "right brothers" m 
into Palestine so "America guy to blow 



himself up would change everything for the better." 

Also the referenced communication regarding the Madrid 
bombing suspect and connections to Philadelphia Division subjects will 
be aggressively pursued to determine the full understanding of these 
r.onnp.nti on.q and if there exists any fhrpaf- to na±J-onaJ smud tv. bl 



S^KSBJIT/NOFORN 
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(U) 



T/NOFORN 



To: sCounterterrorism From: Philadelphia 
Re: \g) | | 09/09/2004 



b7E 



Investigative Plan 



The investigative plan includes the following: 



1) 
2) 
3) 

4) 
5) 



6) 



b7E 



T/NOFORN 
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To: Counterterrorism From: Philadelphia 
(U) Re: ^ I I 09/0 p^|^ 



LEAD(s) : 

Set Lead 1:° (Action) 

ALL RECEIVING OFFICES 

(U) Receiving offices are requested to review and provide 
feedback to Philadelphia Division, Allentown Resident as deemed 
appropriate . 

Set Lead 2 : (Action) 

BALTIMORE 

AT ELLICOT CITY, MARYLAND 

Philadelphia Division suggests Baltimore Division 
conduct an investigation of I 

to determine if a threat to 

national security exists. 
Set Lead 3: (Action) 

COUNTERTERRORI SM 



hi 



SETHuST /NOFORN 
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(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



(U) 

(U) 



Precedence : PRIORITY 
To; 



Date: 09/11/2004 



Savannah 
Rome 



Counterterrorism 

From: C!nimf.ftrhftrrnri am 



Attn: , 

Attn: ALAXl 
Attn: UC[7^ 

SSA 



bo 

hlC 

hlE 



Contact : 
Approved By: 
Drafted By: 
Case ID # : ^ 



b6 

b7C 

b7E 



DECLASSIFIED BY 60322 UC LP/PLJ/LCLJ 
UN 08-26-2011 



[ 



yt (Pending) 



Title: 



315N-NY-28801CK (Pending) 

(a? 




also known as (aka) , 



FPC - IT; 
00: ROME 

UNSUBS 



- Victim; 
- Victim; 
/ictim; 



be 

blC 
blD 
blE 



BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2004 
IT - UNKNOWN PERPETRATOR; 
OO: NEW YORK 



( T - T ) Synopsis: To request Savannah ITC inpu t names and 



telephones 
Spreadsheet . 

Reference: 



>ers provided 



into an Excel 



Derive^^Ps^m^/e- 3 
Dec 1 as s i f y^Jf>^X 1 

Serial 34 



i 

SE^ET 




•>Ui«U^ hi rn 


*® 2 1 2m 






(U). Re: 



To : Saya nnahf 



Sayan 



From: Counterterrorism 



] 09/11/2004 



b7E 



(U) 



Details* 



On ftnmist 24, 2004, 



[ 



| at FBI He adquarters 

provided a list ot telenhon* rnirnhfirsl 



was 



| provided Legat 

Rome with a. li-s-t of telephone numb ers identified during the 

GOliraft Of tVl^T -r a Tmrocf-irtaf W nfl 



^//LES)[ 

jd urincr the course of his arrest 



I advised that the telephone numbers 

were identified from: 

• Three (3) SIM cards that were seized 



From a planner seized during tne same operation; 

and, . 

From wire intercepts that were conducted 



i^//LES) Legat Rome provided the following 
translations for the attached text: 

The first page of the enclosure is translated as follows: 

"Telephone number that were, in the memory of the SIM Card, 



"A: Telephone numbers with complete International pe fixes 
(some are repeated because they were associated with different 
headings) " 

"Dictura" means "heading or wording" 
"Utenza" means "telephone number" 
"Nazione" means "Country" 

The third page of the enclosure is translated as follows: 

"B; Telephone numbers without international prefixes that seem 
to resolve either to Spain or to France, because the prefix 
"0, " that precedes the number "6" is indicative of French 
cellular telephone numbers (some numbers are repeated several 
times because they are annotated with different headings or 
wordings) " 



.bo 
hl'C 
b7D 
b7E 



b6 

b7C 

b7D 



b6 
b7C 



2 




From: Counterterrorism 
I 09/11/2004 



"Dictura" means "heading or wording 11 

"Utenza Transcritta" means "transcribed telephone number 11 
"Utenza Spagnola Presumibile" means "presumed to be Spanish 
telephone number" 

"Utenza Francese Presumibile" means "presumed to be French 
telephone number" 

The seventh page of the enclosure is translated as follows: 

"C: Telephone numbers not provided with international 
prefixes " 

The tenth page of the enclosure is translated as follows: 



"Foreign telenhnpa numbers documented during the course of I 

interception of telephone lines" I 



The last page of the enclosure is translated as follows: 

"Foreign telephone n umbers that were develop ed from the pre- 
paid telephone cards 



"Utenza" means "telephone number" 

"Nazione" mean "county" 

" Interlocutor e" means "between" 



The original lead from Legat Rome requested the 
Counterterrorism Division at FBI He adquarters exploit the 
telephone numbers I I. After conferring with the 



it was 

aeuermmea mat tne telephone numbe rs wer e "not in a searchable 
format. In order to help facilitate ! ~~[ they requested the 
information be provided in a Excel Spreadsheet, conducive to 
searching., 

(U) Questions or comments regarding this matter ca; 



(U) Questions or comments regarding this matter can 
be directed to O peration Specialist (OS) 




3 



(U) 



To: 
Re: 



Savannah 

K 



S^ET 

From; Counterterrorism 
09/11/2004 



LEAD (s) : 

Set Lead 1: (Action) 



b7E 



SAVANNAH 



(U) 



AT SAVANNAH, GA 



[ 



Savannah is requested to create an exnel 
PPreadshflftt in corpora Hria the informrifinn provided 



The 



b7D 



(U) 



sheet should be similar to the enclosure provided 

The spreadsheet should contain a column for the 

subscriber 1 s name, telephone number, country, and if provided 
the transcribed number, presumed Spanish number, and presumed 
French number. In addition, please add in the explanation for 
each series of numbers, such as "A; Telephone numbers with 
complete international pe fixes (some are repeated because they 
were associated with different headings)". 



r A Upon completion, Savannah is r equeste d to send 
the spreadsheet and disk to Counterterrorism ] | attention 



he 
hie 

hlE 



SSA 



for exploitation. 



Set Lead 2: (Info) 



ROME 



AT ROME, ITALY 
(U) For your information, 
Set Lead 3: (Action) 
COUNTERTERRORISM 



(U) 



AT 



Upon receipt of Excel Spreadsheet and disk from 
is requested to conduct traces on all numbers 



S avannah , 

referenced in the spreadsheet for connections to terrorism 



b7E 



SECRET 

4 



(Rej.0lB3t^8)03) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To : Counterterrorism 

Riyadh 
Paris 

Laboratory- 
New York- 

From: W ashington Field 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 



Date: 09/03/2004 



Attn: 



Attn: 
Attn: 
Attn: 

Attn: 



SSA 
IOS 
ALAT 



Legat 
Lat 
UC 



Latent Print Unit 
UC 




(Pending) 



b6 

b7C 

b7E 



ALL INFORMATION CONTAINED 
HERE IN 15 UNCLASSIFIED 

DATE 08-26-2011 BY 60322 UC LP/PLJ/LCU 



Title: UNSUB(S); 

KENNETH SCROGGS - VICTIM (DECEASED) ; 
PAUL JOHNSON, JR. - VICTIM (DECEASED); 
JUNE 12, 2004; 
RIYADH, SAUDI ARABIA 
FPC - IT 

Synopsis: Request laboratory examination of latent p rints 
gQllecftfiri .in Riyadh, Saudi Arabia and a/photograph of 
finger prints for comparison^ 



Reference : 



he 
hie 

hlE 



On 06/12/2004, Kenneth ^ gcroggs , an American citizen, 



Details ; 

was fatally shot in Riyadn and his co-worker, Paul Johnson, Jr . , 
also American, was abducted. -Twc# days later, "a proof -ojt -life 
vide.o of. Johnson appeared .on the/ internet . On 06/18/2^04, ■ 
beheading photographs of Johnson "appeared on the inte/net . 

During three searches of two Al-Qaeda safe houses and 
two vehicles linked to the murder of Paul Johnson, Jr., FBI 
agents retrieved the latent lifts identified below. 



1. 



contains five. latent lifts removed from a residence 



be 

b7C 
b7E 



linked to the house where Paul Johnson, Jr. was murdered. 



of 

AM-* 



SEARCHED. 
SERIALIZED, 




Re: 



Cn-nr)f.&-ri-(=>-r-rm~i pm From: Washington Field 

09/03/2004 



2. | |contains eight latent lifts removed from the residence 

where Paul Johnson, Jr. was murdered^ 



Icontains seven latent JAfts removed from the exterior of 

a Jeep Cherokee involved in th*e 06/18/2004 shootout that resulted 
in the death of ABDUL AZIZ fflf-MUQRIN. 



he 

hlC 
hlE 



4 



contains three latent lifts removed from the Nissan 



Safari belonging to ABDJffL AZIZ AL-MUQRIN. 

5. | I contains six latent prints removed from a residence 

linked to the house where Paul Johnson, Jr. was murdered. 

The Latent Print Unit is asked to conduct an IAFIS 
search against all prints of value. 



laboratory examination of the scanned prints for 



via referenced serial determined the pixel count is 
inadequate for comparison against the above latent prints. 
Therefore, Legat Paris is asked to obtain a photograph of the 
finger prints for i l and provide the results to 

WFO. The photograph will be delivered to the Latent Print Unit 
for comparison against all prints in this case including a 
request for an IAFIS search. 



b6 
hlC 



2 



•"So: Counterterroris m From: Washington Field 
Re: I I 09/03/2004 



b7E 



LEAD (s) : 

Set Lead 1: (Info) 

* COUNTERTERRORI SM 

AT WASHINGTON, DC 
Read and clear.. 
Set Lead 2: (Info) 
RIYADH 

AT RIYADH, SAUDI ARABIA 
Read and, clear. 
Set Lead 3 : (Action) 
LABORATORY 

AT OUANTICO, VA 

bo 

The Latent Print Unit is asked to conduct an IAFIS b7c 
search against all pri nts of va lue and provide the results of b7E 
their analysis to WFO , | | SA 



Set Lead 4: (Action) 

PARIS 

AT RABAT, MOROCCO 



Legat Paris ifi flfikfiri to obtain a photograph of the 



fin ger pri nts for I | and provide the results to 



WFO, | | SA 

Set Lead 2: (Info) 

NEW YORK 

AT NEW YORK 
Read and clear. 

♦♦js424703 .ec 



he 

hlC 
hlE 
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(Rev.t)8-28-!2000) 



x 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : PRIORITY 
To: Counter terror ism 



Attn: [ 



UC 



Date: 09/07/2004 
1 



1 



Attn: 



International Operations Attn: 



ssa[ 



Security 



New York 



Attn: Personnel Security Unit 



bl 
b6 
b7C 
b7E 



Attn: ADIC 

A/SACL 



A/ASAC 
SSA 



Rome 



From: New York 
Squad 



Approved By: 



Attn: LEGAT 
ALAT 
ALAT 



Drafted By: 
Case ID ft: (u) 
i TJ > Title: ( 




3 1 5N-NY- 288010 ( Pending ) 



ALL IHF0RMATIQN C OBTAINED 
HERE II IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE b€ 

b7C 
b7E 

DATE : 10-05-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCIJ 
REASON: 1.4 (c) 
DEC LASS IF/ ON: 10-05-2036 



- VICTIM; 
VICTIM; 



UPLCV jZD 

•WITH/TEXT^ 



CC\ec(carv:el.vpc^ 




SEARCHED. 
SERIALIZE^ 




-tS> 



(U) 



(U) 



(U) 



To : 
Re: 



Counter terror ism From: New York 
(U) 315N-NY-288010, 09/07/2004 



he 

hlC 



- VICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 



bl 



Synopsis: To request country clearance, 



Counterterrorism Division concurrence and ADIC authority for NYO 
personnel to travel to Milan, Italy in support of above- 
referenced investigation. 



Derived From 
Declassify On 




Details: As recipients are aware, at approximately 7:39 a.m. 

(Madrid time) on 03/11/2004, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 
(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1,800 injured. At this time, there are 
no Americans among the dead who were identified. Three US 
Citizens were injured and are identified as follows :f 




bo 
b7C 



identified [ 



of the 3/11 Madrid Bombings. 



J) On Tue sday, J un e 8, 2004, 
1 arrested 



] Egyptian, and[ 



Egyptian, for their roles in terrorist 
activities around the world. Bo th currently remain in Italian 
custody but are seeking the extradition of 



b6 

hlC 
b7D 



for his role in the March 11, 200 4 Madrid Bombings. 

has resided in France, 



Investigation has indicated that 
Spain, and It aly in the recent past. Information has also been 
received that attended an Al-Qaeda training camp in Saudi 



Arabia, and has traveled to Sudan and Afghanistan. 



2 



To: Counter terror ism From: New York 
Re: (U) 315N-NY-288010, 09/07/2004 



(U) 



(U) 



(UJ 



between 



— 7 s — V- 



An English translation of a conversation held 

on May 26, 2004, was received by FBI New 
It appea rs that this conversation was 
using m icrophone surveillance 
states the following to 



2004. 



York on Augu st 3, 
monitored by | 

(MISUR) . During the conversation 

i i 



"Do the American's think they can stop us? There are 
other ways, they 1 11 see. Do you remembe r that wo man I spoke to 

. I have bad 



you about, remember? What's her name., 
news, she was uncovered but I slam wil l prevail, sorry, there are 
other women but I'm sorry for | Do you know how MOUATTAF 

prepared her? He prepared her with many medicinal products. If 
they throw a "stik" (could, mean stick) a whole American 
neighborhood will be wiped out . . . (small part of the 
conversation is unintelligible) . . . peace upon him, peace upon 
his soul (editor's note — evidently MOUATTAF is dead) . . . but 
she's n ot the first and she won't be the last. There ' s | 
there's there's the Palestinian, the Chechenyan, the one 

from Afghanistan, Indonesia, Kashmir, Pakistan or the one from 
Malaysia. Just say it and they'll come. There 1 s | 
just ask... I'm sorry that the plan for t he fir st one didn't go 
well, that she was uncovered, now we have^ ' 
is great . . . " . 



] She's ready, God 



Addi-tipnal inform ation rece ived from Legat Rome, 



illustrates 



ability to falsify 



from MISUR of 

documents, alter his fingerprints, as well as his ability to 
speak several languages to include English, French, Ital ian, and 
Spanish. Th e contents of t he conv ersations clearly lead 
to believe that 



is the prominent figure of a 



terrorist organization. 

FBI New York is seeking to obtain as much 
information as possible about the above transcript concerning 
possible biological/chemical attack in the United States, to 
include all avai lable inf ormation that c oul d possib ly further 
identify!" 



MOUATTAF, 



and 



The above 



statement reters to | | being "uncovered" . Assuming this means 



b6 

b7C 
b7D 



be 

b7C 



b6 

b7C 
b7D 



b6 
b7C 



3 



To: Counter terror ism From: New York 
Re: (U) 315N-NY-288010, 09/07/2004 



(U) 



(U) 



she was arrested, can it be determined who arrested her and can 
the FBI get access to her.' 



(U) 



Q New York requests the aforementioned travel 
authorities for the purpose of facilitating additional 
inves tigation and sharing of intelligence in this matter with | | 



T 



New York notes the outstanding liaison being conducted by 



Legat Rome, but believes that additional avenues of investigation 
may be f acilitated through exchange o f information between New 
York and | 



The information of primary interest to New York at 
this time includes the following: 

1) A ll telephone numbers associated with the subjects 
of the investigation. 

2) All toll records associated with the telephone 
numbers associated with the subjects of this invest igation . 

The results of any traces conducted by 



3) 



based on the telephone 



numbers and toll records associated with the subjects of this 
investigation . 

4) Any electronic-mail addresses and accounts 
associated with the subjects, and any trace information developed 
therefrom. 

5) Any financial accounts associated with the subjects, 
and, any trace information developed therefrom. 

6) Any availa ble information that COUld PQSSikly 



further identify 
the above translation. 



MOUATTAF, 



from 



I 



NYO personnel would be able to provide 
with valuable analysis concerning any telephone numbers provided 
to FBI New York related to th e Investigatio n. NYO personnel 
would also be able to discuss the possible and 

likely connection between the 03/11 Madrid Bombings and the 



and the Casablanca, Morocco 



Bombings on 05/16/2003. 



b6 

b7C 

b7D 



b6 

b7C 

b7D 



he 

hlC 
hlD 
hlE 
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To: Counter terror ism From: New York 
Re: (U) 315N-NY-288010, 09/07/2004 



(U) 



-J* 



SA 



conversations with Rome ALAT 
regarding this matter. B oth 
for FBI New York to speak|~~ 
investigation . ALA T| 
2004 r _as_dates that I 
ALAT also identified 



ha s had several te 1 ephoni c 

and ALAT 



ALATs beli eve it wo uld be beneficial 

I regarding and his 

has identified September 22 and 23, 
would be available for discussion. 
S£ 



a level 4 Italian 
speaker who will be TDY to Rome during the month of September, as 
one who will be able to act as FBI New York's translator. FBI 
New York would plan on traveling to Milan on Monday, September 
20, 2004 and returning to New York on Friday, September 24, 2004. 



(U) 



The New Yorlc JTTF personnel requested to travel 



bo 

b7C 

b7D 



are : 



Name : SA 
SSAN: 
DOB: 
POB: 

Official Passport 
Security Clearance: 



(FBI) 



Expires 



Top Secret 



PET 



I 



Name : 
SSAN: 
DOB: 
POB: 

Official Passport 
Security Clearance? 



(NYPD, Assigned JTTF) 



Expires 
Top secret 



bb 
b7C 



b6 
b7C 



sip 
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To: Counter-terrorism From: New York 
Re: (U) 315N-NY-288010, 09/07/2004 



LEAD (s): 

Set Lead 1: (Action) 

COUNTERTERRORISM 



AT WASHINGTON, DC 



Please obtain country clearance, Counter terror ism 

for NYO JTTF 



i| g Division concurrence and provid^ 

members to travel to Milan, Italy. 



bl 



Set Lead 2: (Action) 
ROME 



(U) 



personnel 



AT ROME, ITALY 

) Please obtain country clearance for travel of NYO 



Set Lead 3: (Action) 

SECURITY DIVISION 



WASHINGTON , D.C. 




b7C 

Provi de Legat Rome with Security Clearan ces for ^ E 
and JTTF Det . 



6 



FD-772 (Rev. 5-5-98) 



REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 



Date: 



09/09/2004 



Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . AH questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officer. 



Official ftnrpmi "NJn 



mj3 



Travel Status 

Official □ Unofficial 



2. EOD Date 



3. Title/Grade 
Special Agent 



4. Division 
New York 



5 . Primary Job Responsibility 
Special Agent ■ 



T. Family Members/Uthers Traveling with you (Indicate it any are foreign nationals) 



6. SCI Access 



Name 



NYPDDet 



Relationship 
JTTFmembei 



Place of Birth 



8. Proposed Itinerary (Use separate sheet if necessary) 



Cities/Countries to be Visited 
Milan, Italy 



Date 

09/20/2004-09/24/2004 



Mode of Travel 
Airplane 



9. Reasons for travel (Indicate frequency) 
Official Business 



10. Will you be traveling with a tour group? 
□ Yes No 



11. Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 



Name 



Phone Number 



SA 



Address 
ALAT Milan 



Briefing Date: 



Debriefing Date: 



security uincers signature 



1 - Employee's Security Subfile (67- 



SubS) 



ALL INF0EMAII0I CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 08-26-2011 BY 60322 UC LP/PLJ/LCW 



^^^^ 



FD-772 (Rev. 5-5-98) 



REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

09/09/2004 



Date: 



Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officer. % 



2. EOD Date 



. Official Bureau Name 



3. Title/Grade 
Detective 



4. Division 
New York 



Travel Status 

Official □ Unofficial 



5. Primary Job Responsibility 
Terrorism Investigations 



6. _Rf!T Access 



T. family Members/Others Traveling with you (Indicate if any are loreign nationals) 



Name 



SA 



Relationship 



Place of Birth 



8. Proposed Itinerary (Use separate sheet if necessary) 



Cities/Countries to be Visited 



Milan, Italy 



9. Reasons for travel (Indicate frequency) 
Official 



Date 



9/20/04-9/24/04 



Mode of Travel 



Airplane 



10. Will you be traveling with a tour group? 
□ Yes No 



1 1 . Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 



Nai 



Briefing Date: 



Address 



Debriefing Date: 



Security Officer's Signature 



Phone Number 



- Employee's Security Subfile (67- 



SubS) 



ALL DIF0PJIATI0N C 0NTAI NED 
HERE IN IS UNCLASSIFIED 

DATE 08-26-2011 BY 60322 UC LP/PLJ/LCU 



4 ih ' 



(Rev. 08-28-20,00) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : IMMEDIATE 
To : Counterterrorism 

DATE: 08-26-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LC1 
PEAS ON: 1.4 (c) 
DECLASSIFY ON: 08-26-2036 



(U) 



Security- 



New York 



Rome 



From: New York 
Squad [ 



Contact: SA 
Approved By- 



Drafted By: 
Case ID #: (U) 

K 



Date: 09/16/2004 



Attn: 



Attn: 



ucT 

SSA 







SSA 





International Operations Attn: 



] 



Lang uage Services Sect ion, 



LSTC- 



Attn: Personnel Secu rity Unit 



Attn: ADIC 
SAC 
ASACJ 
SSA 



Attn: LEGATl 

ALAT 
ALAT 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



315N-NY-288010 (Pending) 



Title: 



VICTIM; 
VICTIM; 
VICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 



0^ -7* 





bl 
h6 
hlC 
hlE 



h& 

hlC 

hlE 



SEARCHED A 


S /) INDEXED h/f / 


SERIALIZED U 






, SEE 


1 1 7 MM 









To: Count erterrorism From: New York 
Re: (U) 315N-NY-288010, 09/16/2004 



IT - AL QAEDA 



(U) 



(U) 



(U) 



(U) 



Synopsis : 



To request country clearance, 



Counterter rorism Division co ncurrence and ADIC authority for NYO 
translator! |to travel to Milan, Italy in support 



of above -referenced investigation 



Derived Frbm^f G-3 
Declassifyy<^XXl 



Details : 



) NOTE: An identical EC dated 09/07/2004 was issued 

and JTTF NYPD 



requesting approval for the travel of SA 

to Milan, Italy in support of 



Detective 
Captioned Investigation, 
advised by Milan ALAT 



On Septem ber 16, 2004, New York was 
and Rome ALAT 



that it wo uld be a "tremendou s" he lp if N ew York Office 
translator 



could travel with the 



Squad 

New York contingent and act as the translator. 

As recipients are aware, at approximately 7:39 
a.m. (Madrid time) on 03/11/2004, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 
(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1,800 injured. At this time, there are 
no Americans among the dead who were identified. Three US 

Citizens were injured and are identified as follows;! I 



three were treated and released. During the investigat ion^ 
I 1 also kno wn as [ 1 

identified ! ' 



All 



]of the 3/11 Madrid Bombings 



was 



arrested 



On Tue sday, J un e 8, 2004 J 



Egyptian, ana [ 



activities around the world, 
custod y but 



Egyptian, for their roles in terrorist 



Both currently remain in Italian 
are seeking the extradition of 



i f or his role in the March 11, 200 4 Madrid Bombings. 

Investigation has indicated that | | has resided in France, 



Spain, and Tt-alv m 
received that 



the recent past. Information has also been 
attended an Al-Qaeda training camp in Saudi 



Arabia, and has traveled to Sudan and Afghanistan. 



bl 

he 

hlC 



he 

hlC 
hlE 



he 

hlC 



b6 

b7C 

b7D 



2 



<U) 



(U) 



(U) 



(U) 



To: 
Re: 



Counterterrorism From: New York 
(U) 315N-NY-288010, 09/16/2004 



between £ 



Ml 



An English translation of a conversation held 

I on May 26, 2004, was received by FBI New 

York on August 3. 2004. Tt annp^r.g that this conversation was 



monitored by 

(MISUR) . During the conversation! 



using m icrophone surveillance 



1: 



states the following to 



"Do the Americans think they can stop us? There are 
other ways, they'll see. Do you remembe r that wo man I spoke to- 
you about , remember? What ' s her name . . . | 1 . . I have bad 

news, she was uncovered but I slam wi ll prevail, sorry, there are 



Do you know how MOUATTAF 



other women but I'm sorry for 

prepared her? He prepared her with many medicinal products. If 
they throw a "stik" (could mean stick) a whole American 
neighborhood will be wiped out . . . (small part of the 
conversation is unintelligible) . . . peace upon him, peace upon 
his soul (editor's note-- evidently MOUATTAF is dead) . . . but 



she's n ot the first and she won't be the last. There 1 s | | 
there ' s | j there ' s the Palestinian, the Chechenyan, the one 

from Afghanistan, Indonesia, Kashmir, Pakistan or the one from 
Malaysia. Just say it and they'll come. There 's | 1 
just ask... I'm sorry that the plan for th£_fLLc:st one didn't go 
well, that she was uncovered, now we have | | She's ready, God 

is great . . . " . 

^ Addit ional inform ation rec eived from Legat Rome, 
from MISUR of | \ illustrates I l ability to falsify 

documents, alter his fingerprints, as well as his ability to 
speak several languages to include English, French, Ital ian, and 

Spanish. Th e contents of t he conv ersations clearly lead 

]to believe that | | is the prominent figure of a 



terrorist organization . 

FBI New York is seeking to obtain as much 
information as possible about the above transcript concerning a 
possible biological/chemical attack in the United States, to 
include all available inf ormation that could possi bly further 
identify l | MOU ATTAF, I | The above 

statement refers to | I being "uncovered". Assuming this means 

she was arrested, can it be determined who arrested her and can 
the FBI get access to her. 



'lties fc 



New York requests the aforementioned travel 
authorities for the purpose of facilitating additional 
inves tigation and sharing of intelligence in this matter [ 



New York notes the outstanding liaison being conducted by 



he 

hlC 
hlD 



b6 
hlC 



ho 
b7C 



b6 
b7C 



b7D 



3 



To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 09/16/2004 



(U) 



(U) 



(U) 



(U) 



Legat Rome, but believes that additional avenues of investigation 
may be f acilitated through excha nge of information between New 
York and 



The information of primary interest to New York at 
this time includes the following: 

D All telephone numbers associated with the subjects 



of the 



i investigation. 

2) All toll records associated with the telephone 
numbers associated with the subjects of this invest igation. 

3) The results of any traces c onducted by 

I I based on the telephone 

numbers and toll records associated with the subjects of this 
investigation . 

4) Any electronic -mail addresses and accounts 
associated with the subjects, and any trace information developed 
therefrom. 

5) Any financial accounts associated with the subjects, 
and any trace information developed therefrom. 

6) Any availa ble inform ation that could possibly 



further identify[ 



the above translation. 



MOUATTAF, 



from 



NYO personnel would be able to provide the 
with valuable analysis concerning any telephone numbers provided 
to FBI New York related to the Investigatio n. NYO personnel 
would also be able to discuss I I the possible and 

likely connection between the 03/n Mari-H ttomh-i rirr.Q anH 



Bombings on 05/16/2003. 



"h ana tne Casablanca, Morocco 



> sa[ 



conversations with Rome ALAT[ 



] ha s* had several te lephonic 



for FBI New York to speak wi th[ 



investigation . ALATQ 

2 004, as dates that the[ 



j 



and ALAT 



regarding this matter. Both A LATs beli eve it wo uld be beneficial 



regarding 



] and his 



has identified September 22 and 23, 
would be available for discussion. 
FBI New York would plan on traveling to Milan on Monday, 
September 20, 2 004 and returning to New York on Friday, September 
24, 2004. 



are : 



The New York JTTF personnel requested to travel 



B7D 



b6 
b7C 

b7D 



bb 
b7C 
b7D 
b7E 



b6 

b7C 

b7D 



Name : 



To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 09/16/2004 



SSAN: 
DOB: 
POB: 

Official _______ 

Security Clearance: Top Secret 



Passport \ 



he 

hlC 



] (Diplomatic Passport) 



Sj5€3|ET 

5 



To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 09/16/2004 



LEAD (s) : 

Set Lead 1: (Action) 

COUNTERTERRORISM 

/ AT WASHINGTON , DC 

t ■■■■■■■■■■■■■•■^^^-......-..Blease obtain co- 

Division concurrence and provide 
to travel to Milan, Italy. 



(U) 



(U) 



mtfv nl ftarannft. Counterterrorism bi 

for NYO member 



Set Lead 2 : (Action) 

ROME 

AT ROME, ITALY 

\)^) Please obtain country clearance for travel of NYO 
personnel . ' ^ 

Set Lead 3 : (Action) 

SECURITY DIVISION 

WASHINGTON, D.C. 



V P-rnvi^^ T.^cr^t PnmFj with Security Clearances for 
FBI Translator 



be 

b7C 
b7E 
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FB-772 (Rev! 5-5-98) 



ALL INFORMATION CONTAINED 
HERE IN 15 UNCLASSIFIED 

DATE 08-26-2011 BY 60322 UC LF/PLJ/LCW 



REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

Date: 09/16/2004 



Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officer. 



1 . Official Bureau Name 



Travel Status 

Official □ Unofficial 



2. EOD Date 



3. Title/Grade 
LS 



4. Division 
Intelligence 



5. Primary Job Responsibility 
Interpreting/trasiating/liaison 



6 SP.T Ar.nftss 



T. Family Members/Others Traveling with you (Indicate if any are foreign nationals) 



Name 



N/A 



Relationship 
N/A 



Place of Birth 
N/A 



8. Proposed Itinerary (Use separate sheet if necessary) 



Cities/Countries to be Visited 



Milan 



9. Reasons for travel (Indicate frequency) 

Official meeting | ""fr d ' not 



Date 
9/20/04 



Mode of Travel 
Air 



1 0. Will you be traveling with a tour group? 
□ Yes No 



1 1. Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 




1 - Employee's Security Subfile (67- 



SubS) 



1MR * 

(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : PRIORITY 

To: International Operations Attn: 

i Attn: 



New York 



Date: 09/15/2004 



SSA| 

LA 



Squad L 



be 

b7C 
b7E 



From: 



Rome 

Contact : 



Approved By: 
Drafted By: 
(TJ) Case ID #: 



(U) 



(U) 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
01 08-26-2011 



Title; 



315N-NY-2 88010«-£TZ 7 



-VICTIM; 

|- VICTIM; 

JVICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2 004, 
IT-AL QAEDA 

Synopsis: (U) To advise country clearance has been granted. 




Derived F 
Declassify 




, TT . Details: pscT Pursuant to request in New York's E.C. dated 
' ' 09/07/2004 , Itegat Rome has rece ived co untry clearance for the 



travel of SA|_ 



]and Det[_ 



JTTF, 



to Milan, Italy, for the period of September 20, 2004, to 
September 24, 2004. Purpose of travel is in conjunction with 
referenced subject matter. 



be 

b7C 



(U) Legat Rome considers lead covered. 





SEARCHED INDEXED 
SERIALIZED FILED 

NOV 4 - 2004 









b6 
b7C 



(U) 



To: International Operations From: Rome 
Re: 315N-NY-288010, 09/15/2004 



LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(-U-) For i-n-£ormation... PJease read and clear. 



SE^ET 

2 



FD-36 (Re v ; 1-3 1-2003) 



(S) 



;(S) 

(S) 



(S) 



(U) 



(U) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 



TRANSMIT VIA: 



PRECEDENCE: 

□ IMMEDIATE 

□ PRIORITY 
[X) ROUTINE 



Date _09/17/200£ 
PAGE 1 OF 2 

FM DIRECTOR FBI 
TO 



(315N -NY-2880101 

J routine/ 



CLASSIFICATION: 

□ TOP SECRET 
[X| SECRET 

□ CONFIDENTIAL 

□ UNCLASEFTO 

□ UNCLAS 

ALL I I FORMAT! OH CONTAINED 
HERE II IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



INFO FBI NEW YORK/ROUTINE/ 
LEGAT ROME/ROUTINE/ 
BT 



PASS: 




DIVISION;! 


Ifor 1 


AND 




LEGAT ROME 


FORI 


J AND ALAT 






1 NEW YORK FOP DET . |_ 


Iand SA 





SUBJECT : 
CONDUCT 



OF TRAVEL TO MILAN, ITALY TO 
NTERVIEWS IN SUPPORT OF NEW YORK'S INVESTIGATION INTO 



MADRID BOMBINGS. 



SEPTEMBER 16, 2004, FBI HEADQUARTERS REQUESTED 

FOR TWO MEMBERS OF THE NEW YORK JTTF TO TRAVEL T O 

MILAN, ITALY TO meet I I 
REGARDING A CONVERSATION I 

INDIVIDUAL ASSOCI ATED WIT H THE MADRID BOM BING 
AND 



] BETWEEN AN 



HIS ASSOCIATE 
IN FAVOR OF FRT 
REGARDING 



ALAT 



AND 



WAMF.H 



ARE BOTH 



3 



W YORK TRAVELING TO SPEAK WITH THE 
AND HIS INVESTIGATION. 



\ 



ALAT [ 

RF. A" "TREM ENDOUS" 



SEPTEM BER 16, 2004, NEW YORK WAS 
AND ROME ALAT I 
HELP IF NEW YORK OFFICE 



SQUAD 



COULD TRAVEL 
THE TRANSLATOR 



AD VISED BY MILAN 
I THAT TT WOULD 

TRANSLATOR| 

WITH THE NEW YORK 



CONTINGENT AND ACT AS 

THE NEW YORK JTTF TRANSLATOR REQUESTED TO TRAVEL IS: 
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b7E 



hi 
bo 
b7C 
hlE 



hi 

he 

hlC 
hlD 
hlE 



h6 

hlC 

blE 



E T 
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filename: 
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POB: 

OFFICIAL PASSPORT: 



(DIPLOMATIC PASSPORT) 



SECURITY CLEARANCE: TOP SECRET 
TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 
RETURN TO NEW YORK ON SEPTEMBER 24, 2004 



be 

b7C 



POINT O F CONTACT ON THIS MATTER IS 

DRV FM:^G^»^^25X1 
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TRANSMIT VTA; 



PRECEDENCE: 

□ IMMEDIATE 

□ PRIORITY 
ROUTINE 



Date_09/16/2001 
PAGE 1 OF 2 



FM DTRFfTOR frt 
TC 



_L3J_5N-NY-288010) 
ROUTINE/ 



INJ-'O FBI NEW YORK/ ROUTINE/ 
LEGAT ROME/ROUTINE/ 

S ^^ C^S^E T 

CITE:! 



CLASSIFICATION: 

□ TOP SECRET b7E 
E SECRET 

□ CONFIDENTIAL 

□ UNCLASEFTO 

□ UNCLAS ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 09-07-2011 

CLASSIFIED BY 60322 UC LF7PLJ/LCV 
REASON: 1.4 (c) 
DECLASSIFY ON: 09-07-2036 



D3EEL" 



I DIVISION; 
LEGAT ROME F OR ALAT1 



YORK FOR DET. 



AND ALAj£ 
AND SA 



AND 



SUBJECT 
CONDUCT 
THE MADRID 



EKV1EWS IN 
BOMBINGS. • 



OF TRAVEL TO MILAN f ITALY TO 

SUPPORT OF NEW YORK'S INVESTIGATION INTO 




AS RECIPIENTS ARE AWARE, AT APPROXIMATELY 7:39 A.M. 
(MADRID TIME) ON 03/11/2004, THE FIRST OF A SERIES OF 10 
EXPLOSIONS AT FOUR SITES OCCURRED AT THE ATOCHA TRAIN STATION 
(THE MAIN TRAIN STATION IN MADRID) . THE DEATH COUNT EXCEEDED 
200 AND OVER 1,800 WERE INJURED. NO AMERICANS WERE KILLED IN 

THE BOMBINGS. THREE US CITIZENS WERE INJURED AND ARE 

IDENTIFIED AS FOLLOWS :l 



"I ANP[ 



ALL THREE WERE TREATED AND 



RELEASED. DU RING THE INVESTIGATION, 
ALSO KNOWN AS [ 



WAS IDENTIFIED AS A 



OF THE 3/11 MADRID BOMBINGS . 
ON TUESDAY, JUNE 8, 2004, THE 



1 ARRF.fiTF.nT 



\ ]A[ i—v — I 

J EGYPTIAN, FOR THEIR ROLES IN TERRORIST 



] EGYPTIAN, AND |_ 



ACTIVITIES fiRnnwn thf. WQRT.n. 
CUSTODY BUT 



_BQTH CURRENTLY REMAIN IN ITALIAN 
ARE SEEKING THE EXTRADITION OF 



bl 

be 

b7C 
b7E 




( 3 } oved by 



Case H) #/SeriaI: ^ 



/I Original Filename: 




Milan. wpd. II 


******* 




OPERATIONS USE ONLY 


******* 



hi 
b7E 



Time Received 



Time of Transmission 




filename: 



MRI/JUL/ISN 
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FOR HIS ROLE IN THE MARCH 11. 200 4 MADRID BOMBINGS 



INVESTIGATION HAS INDICATED THAT 
SPAIN, AND ITALY IN_THE_RECENT PAST. INFORMATION HAS ALSO 



]HAS RESIDED IN FRANCE , 



bo 
b7C 



BEEN RECEIVED THAT 



ATTENDED AN AL-QAEDA TRAINING CAMP IN 



SAUDI ARABIA, AND HAS TRAVELED TO SUDAN AND AFGHANISTAN. 



BETW 




AN F.NGT.TSH T 



SLAT ION 
ON MAY 



OF A CONVERSATION HELD 

WA S RECEIVED BY 



FBI 



NEW 


YORK ON AUGUST 3. 2004. 


TT APPEARS THAT 1 






STATES 


THE 


FOLLOWING TO 







b6 
b7C 

b7D 



bb 

b7C 

b7D 



(U) 



ADDITIONAL INFORMATION RECEIVED FROM LEGAT ROME, 
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.bo 








AND 


b7C 


1 THP r-nNTBNTfi 


OF THE CONVERSATIONS CLEAFT.yI 




b7D 




TO BELIEVE 


that| 


A 





TERRORIST ORGANIZATION 



(U) 




(U) 



J&J NEW YORK REQUESTS THE AFOREMENTIONED TRAVEL 
NOTIFICATION FOR THE PURPOSE OF FACILITATING ADDITIONAL 
JLffiZESIIGAIION AND SHARIN G OF INTELLIGENCE IN THIS MATTER 
|NEW YORK NOTES I I 



(U) 



THE INFORMATION OF PRIMARY INTEREST TO NEW YORK AT 
THIS TIME INCLUDES THE FOLLOWING: • 

1) AL L TELEPHONE NUMBERS ASSOCIATED WITH THE SUBJECTS OF 



THE 



1 INVESTIGATION. 

2) ALL TOLL RECORDS ASSOCIATED WITH THE TELEPHONE NUMBERS 
ASSOCIATED WITH THE SUBJECTS OF THIS INVESTIG ATION. 

3) THE RESULTS OF ANY TRACES CONDUC TED BY[ 



BASED ON THE TELEPHONE 



b6 

hlC 

b7D 



b6 
hlC 
b7D 
b7E 



b6 

b7C 

b7D 




L 
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(U) 



(U) 



NUMBERS AND TOLL RECORDS ASSOCIATED WITH THE SUBJECTS OF THIS 
INVESTIGATION. 

4) ANY ELECTRONIC-MAIL ADDRESSES AND ACCOUNTS ASSOCIATED 
WITH THE SUBJECTS, AND ANY TRACE INFORMATION DEVELOPED 
THEREFROM. 

AND 



]ASSOCIATED WITH THE SUBJECTS, 



DEVELOPED THEREFROM. 



6) ANY AVAI LABLE INF ORMATION THAT COULD POSSI BLY FURTHER 



IDENTIFY 

ABOVE TRANSLATION 



ILABLE INFQ 
] MOUATTAF, [ 



FROM THE 



WITH 



i&J NYO PERSONNEL WOULD BE ABLE TO PROVIDE TH Ej 
VALUABLE ANALYSIS CONCERNING ANY TELEPHONE NUMBERS PROVIDED TO 
FBI NEW YORK RELATED TO THE INVEST IGATION. NYO PERSONNEL 
WOULD ALSO BE ABLE TO DISCUSS WITH I I POSSIBLE AND 

LIKELY CONNECTION BETWEEN THE 03/11 MADRID BOMBINGS AND THE 



MOROCCO BOMBINGS' ON Ub/lfe/20U3. 



AND THE CASABLANCA, 



HAS 



SA 

WITH ROME ALAT I 
THIS MATTER. BOTH ALATS BELXEiiK 
FBI NEW YORK TO SPEAK WITH I 



HAD S EVERAL T ELEPHONIC 
[ AND ALAT[ 



INVESTIGATION. 
23, 2004, AS DATE S THAT 
DISCUSSION. ALAT I 



_LT WOULD BE 
REGARDING[ 



conv ersations 
I regarding 
benefi cial for 

l AND HIS 
SEPTEMBER 22 



I HAS IDENTIFIED 

| WOULD BE AV AILABLE FOR 
lALSO IDENTIFIED SA[ 



AND 



A 

DURING THE 

MONTH OF SEPTEMBER, AS ONE WHO WILL BE ABLE TO ACT AS FBI NEW 
YORK'S TRANSLATOR. 



bo 

b7C 

b7E 



bo 
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b7D 
b7E 
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THE NEW YORK JTTF PERSONNEL REQUESTED TO TRAVEL ARE: 



NAME: SA 
SSAN 
DOB: 
p OB: , 

OFFICIAL PASSPORT.:[ 



(FBI) 



EXPIRES NOVEMBER 2005 



SECURITY CLEARANCE: TOP SECRET 

TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 
RETURN TO NEW YORK ON SEPTEMBER 24, 2004. 



DET. 



(NYPD, ASSIGNED JTTF) 



NAME 
SSAN 
DOB: 

POB : 

OFFICIAL PASSPORT 

SECURITY CLEARANCE: TOP SECRET 
TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 
RETURN TO NEW YORK ON SEPTEMBER 24, 2004. 



1 



EXPIRES 10/27/2007 



POT NT pF CONTACT ON THIS MATTER IS 

5X1 



DRV FM: G-3 




BT 
//// 
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Precedence: ROUTINE 
To: Counterterrorism 



Attn: 



Date: 09/08/2004 
I 



International Operations Attn: 



ssaI 



I 



b6 

b7C 

b7E 



LA 



Paris 
From: Ne w York 



Attn: LEGAT 



JJTTF 

Contact: Sa|_! 



Det. 



bo 

hlC 

hlE 



Approved By: 
Drafted By: 
Case ID #: 



ALL IIJF0PI1ATI0N CONTAINED 
HEEEII IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 



315N-NY-288010 (Pending) 

(Pending) 
(Pending) 



Title: ( 



x 



- VICTIM; 
VICTIM; 
VICTIM; 

BOMBIMOy m MADklD, a Aim 

ON MARCH 11, 2004; 
IT - AL QAEDA; 




AOT - IT - VC; 
00:NY; 



DATE: 01-06-2012 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 
PEAS ON: 1.4 (b,c) 
DECLASSIFY 01: 01-06-2037 



OU:HC); 

Synopsis: £§0 To res pond to lead set by Paris requesting 
additional anformation [ 



with Madrid bombing suspeuusr 

(U) X } 



b7E 



Derived ^roed : G-3 
Declassif\/On: XI 




b6 
b7C 



To: 
Re: 



,ET 



Counter terror ism From: New York 
ipO 315N-NY-288010, 09/08/2004 



Reference: 



315N-NY-288010 Serial 519 
315N-NY-288010 Serial 569 



(U) New York request that the following 



(U) 



To: 
Re : 



Counterterrorism From: New York 
() 315N-NY-288010, 09/08/2004 



(S) 



bl 



b7E 



ET 



To: Counterterrorism From: New York 
(IT) Re: 315N-NY-288010, 09/08/2004 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 



(U) 



For information only. 
Set Lead 2: (Info) 

INTERNATIONAL OPERATIONS 



b7E 



'' T - T '' Jps^ For information only. 

Set Lead 3 : (Action) 

PARIS 

AT PARIS , FRANCE 



£^ Please provide attached tearline to 
for investigation. 



b7D 



SE^ET 

4 
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New York 

Count ert error ism 



Date: 



09/16/2004 



Attn: 
Attn: 
Attn: 



ALAT 
ALAT 



sa[ 



Det 
SSA 
SSA 



be 

b7C 



(U) 



(U) 



(U) 



(u> 



From : Co untert error ism 

[ 



Contact : 



Approved By: 



Drafted By: 
Case ID M : 




be 

DECLASSIFIED BY 60322 UC LP/PL J/LCTjJb7C 
ON 09-07-2011 b7E 



315N-NY-288010"#/«Pending) 



Title: 



X 



- VICTIM; 
- VICTIM; 
VICTIM; 



he 

hlC 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 

Synopsis: /{^) Electronic Communication in support of New 
York's request for Country Notification for individuals to 
travel to Milan, Italy in support of their investigation into 
the Madrid bombings . 



Deriv^iFr^m : G-3 
Decla^sofy.On : XI 



Details: As recipients are aware, at approximately 7:39 
a.m. (Madrid time) on 03/11/2004, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 



S^MIT 




he 

hlC 




(U) 




ome From: Countert error ism 
315N-NY-288010, 09/16/2004 



(U) 



(U) 



(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1, 800 injured. The death count 
exceeded 200 and over 1,800 were injured. No Americans were 
killed in the bombings. Three US Citizens were injured and 

are identified as follows ;l l_ 





All 


three were treated and 


released. Durincr the 


invest icrat ion, 




also known asl 


was identified as a 



of the 3/11 Madrid Bombings, 



On Tuesday, 



larrested 



Jun e 8, 2004, th el 

H a I I Egyptian, and 



for their roles in terrorist 



i Egyptian, 

activities ground the world. Bo th currently remain in Italian 



custod y but 



are seeking the extradition of 



lfor his roie m me marcn 11, 200 4 Madrid Bombings. 



investigation has indicated that 
Spain, and Italy -i p 1-hg rpr.^nt past 
been received that 



has resided in France, 
Information has also 



attended an Al-Qaeda training camp in 



Saudi Arabia, and has traveled to Sudan and Afghanistan. 



An 
and 



between 

New York- on Angnpi- 3 
was monitored by 
surveillance (MI 
the following to 



English 



translation of a conversation held 



TTrT 



Jon May 26, 2004, was received by FBI 

9004- Tt annfip ra that this conversation 
using mic rophone 



states 



"Do the Americans think they can stop us? ■ There are 
other ways, they 1 11 see. Do you remember thai- woman I spoke 

to you about, remember? What's her name...| |.. I have 

bad news, she was uncovered but Islam w ill pre vail, sorry, 
there are other women but I'm sorry for i I Do you know 

how MOUATTAF prepared her? He prepared her with many 
medicinal products. If they throw a "stik" (could mean stick) 
a whole American neighborhood will be wiped out . . . (small 
part of the conversation is unintelligible) . . . peace" upon 
him, peace, upon his soul (editor's note — evidently MOUATTAF 



is dea d) . . . 
There ' s[ 



but she's n ot the first and she won't be the last, 

there's the Palestinian, the 



3 



there ' s 



Chechenyan, the one from Afghanistan, Indonesia, Kashmir, 
Pakistan or t he one from Mal aysia. Just say it and they'll 

I'm sorry that the 



come . There ' ^ 



]just ask. 



be 

b7C 



be 

b7C 
b7D 



b6 

b7C 

b7D 



bo 
b7C 
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(U) To: Rome From: Counterterrorism 

Re: X) 315N-NY-288010, 09/16/2004 



(U) 



(U) 



(U) 



(U) 



plan for th^_JLbis± one didn't go well, that she was uncovered, 



now we have 



She's ready, God is great, 



Additional 1 
from'MlSUR of 



formation 
llustrates 



from Legat 
ability to 



Rome , 

falsify documents, alter his fingerprints, as well as his 
ability to speak several languages to include English, French, 
Italian, and Spanish. The conten ts of the conversations 

j to believe that£ 



clearly lead 



_s the 



prominent figure of a terrorist organization, 

FBI New York is seeking to obtain as much 
information as possible about the above transcript concerning 
a possible biological/chemical attack in the United States, to 
include rjH Available inf ormation that could possi bly further 
identify 



MOUATTAF 



statement refers tc 



if 



The above 



being "uncovered" . Assuming this 
means she was arrested, can it be determined who arrested her 
and can the FBI get access to her. 



the purpose o 




New York requests the aforementioned travel for 
facilitating additional investigation and 

2 New York 



sharing of intelligence in this matter 

notes the outstanding liaison being conducted by Legat Rome, 
but believes that additional avenues of investigation may be 
fac ilitated through exchange of information between New York 
andl 



]pZ>i The information of primary interest to New York 
at this time includes the following: 

1) Al l telep hone numbers associated with the 
subjects of the | | investigation. 

2) All toll records associated with the telephone 
numbers associated with the subjects of this invest j na-h -i on 
3) The results of anv traces c onducted by 



1 based on the teiepnone 

numbers and toll records associated with the subjects of this 
investigation. 

4) Any electronic-mail addresses and accounts 
associated with the subjects, and any trace information 
developed therefrom. 

5) Any financial accounts associated with the 
subjects, and any trace information developed therefrom. 

6) Any availab le information that could possibly 



further identify 
the above translation. 



MOUATTAF 



Ttlc 

'I 



from 




be 

b7C 



b6 

b7C 

b7D 



b6 
b7C 



be 

b7C 
b7D 



bo 

b7C 

b7D 



(U) 





SE. 



e From: Counterterrorism ■ 
315N-NY-288010, 09/16/2004 



(U) 



]valuaM^ 



NYO personnel would be able to provide 



analysis concerning any telephone numbers 

provided to FBI New York related to the Investigation . NYO 
personnel would also be able to discuss 
possible and lik ely connection between 
Bombings and the \ ~ 



the 

.he 03/11 Ma"^id 



ana rne casaDlanca, Morocco Bombings on 0b/lb/ZUU3, 



(U) 



SA 



ha s had several te lephonic' 

with Rome ALAT I l and ALAT [ 



] 



convers ation 

| regarding this matter. Both ALATs believe it would be 
benefi cial for FBI New York to spe ak I [ regarding 
I l and his investigation. "^ ml I , — _i 



ALAT 

September 22 and 23, 2004, as d^t££ 
available for dismsslnn. ALAT 



tha t | | would be 



i also identified SA 

a level 4 Italian speaker who will be TDY to 



Kome auring rne month of September, as one who will be able to 
act as FBI New York's translator. FBI New York would plan on 
traveling to Milan on Monday, September 20, 2004 and returning 
to New York on Friday, September 24, 2004. 



saT 



Name: 
SSAN: 
DOB: 
POB: 

Official Passport 
Security Clearance: Top Secret 



Name : 

JTTF) 

SSAN: 

DOB: 

POB: 



(FBI) 



Expires November 2005 



Official Passport : 
Security Clearance 




(NYPD, Assigned 



Expires 10/27/2007 



(U) 



Top Secret 

Questions or comments regarding this matter can 
be directed t^ Operations Specialist (OS) 



b6 
b7C 
b7D 
hl'E 



ho 
b7C 

b7D 



h6 
hlC 



he 

hlC 





SE. 



(U) To: Rome From: Counterterrorism 

Re: T#) 315N-NY-288010, 09/16/2004 



LEAD (s) : 

Set Lead 1: (Info) 

ROME 

AT ROME, ITALY 
(U) For your information. 
Set Lead 2: (Info) 
NEW YORK 

AT NEW YORK, NEW YORK 
(U) For your information. 
Set Lead 3: (Info) 

COUNTERTERRORISM 



(U) For your information. 
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Title: , UNSUBS ; 
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Legat 



b6 Per FBI 

b7C 

b7E 




VICTIM; 



ET AL; 

BOMBINGS IN MADRID, SPAIN, 

03/11/2004; 

IT - UNK 



Synopsis : 



Details : 





Referral/ Consult 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-07-2011 BY 60322 UC LP/PLJ/LC1 



It sho uld be noted that pri or to the Olympic Games in 
Athens ,| |had previously advised | 



To: Internationa^^)perations From: Bern 
Re: 315N-NY-288010, 09/28/2 004 



Referral/ Consult 



This information is being furnis hed to addressees in an 
attempt to determine if the aforementioned 
has surfaced in captioned investigation. 
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'* To: InternationaJ^)perations From: Bern 
Re: 315N-NY-288010, 09/28/2004 



LEAD ( s ) : 

Set Lead 1: (Action) 

Referral/ Consult 

ALL RECEIVING OFFICES 



Addressees are requested to advise if 



furnished in the "Details" paragraph has surfaced in 



captioned investigation. 



3 



From: 
Sent: 
To: 
Cc: 

Subject: 



Wednesday. September 29 ?nfU 11-34 PM 



Madrid Bombing: 



'ArguelloLF@state.gpv 1 



] concerning our I ~| request- in the 
If we don't provide the requested additional information, \_ 



We received the attached reminder! 
Madrid bombings 

advise that they will -close- out and -return- our request. What do you Want to do? 



be 

b7C 
b7E 



he 

hlC 
b7D 
b7E 



Thanks, 



U.S. Department of Justice 
Of-frnfi of Inter national Affairs 



202-514-0080 (Fax) 

202-514-5000 (24-Hour /Emergency) 



ALL FBI I1F0PHATI0M COMTAIHED 
HEBE IN IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 
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- VICTIM; 

„ VICTIM; 

^VICTIM; 



BOMBINGS IN MADRID, SPAIN 

ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATOR 

Synopsis: To advise of notification 



.b6 

b7C 
b7D 



Details : On 9/29/2004, 

| notified the Consul General, U.S. Embas sy, Ma drid, T5y" 
letter/ that he had not received a more focused l I request from 

the U.S. authorities as had been stated in his letter o*f 
5/21/2 004 and d iscussed during the me etings with U. S. authorities 

The letter 
U.S. 



be 

b7C 
b7D 



(Legat[ 



]and DO J Trial Attorney 



advises that unlps£_Ji£ receives a response trom tne 
authorities, the 
returned without 



TurE 



will be considered withdrawn and will be 
ler action. 



The above information was telephonically relayed to[ 
Ion 9/29/04 and SSAl Ion 9/30/04. J^^rZ^/Qj 




be 

b7C 



To: InternationaD^uperations From: Madrid 
Re: 315N-NY-288010, 09/30/2004 



LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 
For information. 
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New York 
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iaJZ 



ssa[ 
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Contact: 
Approved By: 



Drafted By: 
Case ID #: 

Title: 
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w — 

Q 315T^NY^288010^ .(Pending) 

L (Pending) 

■ VICTIM; 
VICTIM; 
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BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; • 
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DATE : 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 
PEAS ON: 1.4 (c) 



■DECLASSIFY OH: 09-15-203£ 



Synopsis i 



OOrPBIHQ 
ftfl I 



ALL INFORMATION CONTAINED 
HEKEII IS UNCLASSIFIED EXCEPT 
WHERE SHOTM OTHERWISE 



b6 

b7C 
b7E 



bl 



iVJZtO_ 



Li.iL 



WoV 18 *oc4 



b6 
b7C 



S^E 



(U) 



To; 
Re: 



ET 



general Counsel From: Count erterrorism 
315T-NY-288010, 09/27/2004 



(U) (K^ 

jjy } Reference: 315T-NY-288010, Serial 586 



(S) 



Derived 
Declassi 




G-3 
Xl-25 



Enclosure (s) : (U) Enclosed for the San Franm'flnn EH <=>1 H of f -i 
is an original and a cor>vl 



Details: -£s^ A full international terrorism investigation of 
multiple unknown subjects, non-U. S. persons, was authorized in 
March of 2004 in accordance with the Attorney General 
Guidelines due to the terrorist attack at the Atocha Train 
Station in Madrid, Spain. On March 11, 2004, 13 explosions at 

four sites occurred at the AtQgha train station resulting in 

anproxi m^telv 200 deaths J | 



Informati on obtained from 
iiiLeiiiiitiiKitt auttrmiHM .inflicate that ! I aka 



was arrested 



1 nprm * r 



who 

during an 

early mrvrp-ir>rr raiH •Fo.r- hi g nil crroH losing rnlo -i -n l-V,^ M^A^l r 

bombings , 



ot their involvement in this IT investigation. 



] and the scope 



bl 



bl 
h'o 
hie 
blE 
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bl 



JJJSfeS^ET 
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SEbfi&! 



(U) 



To: 
Re: 



General Counsel From: /tlounterterrorism 
Jg{ 315T-NY-288010, 09/27/2004 



(S) 



(TT) Anv rniPRl-inn s regarding the above ran he cii rer.t.eri to 

sba I . | and 



FBlj_ 

os[ 



1 



J Should the institution be 



unable to fully comply with this request due to lack of 
specificity or should the institution require more detailed 
information to locate such records, t he San Fr ancis cpo Field 
Office should immediately contact SSA | | or OS 

for additional information. 



b6 

b7C 

b7E 
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s 



(U) 



To: 
Re: 



General Counsel From: Counterterrorism 
j£S^ 315T-NY-288010, 09/27/2004 



LEAD(s): 

Set Lead 1: (Action) 

SAN FRANCISCO 

AT SAN FRANCISCO , CA 
Hand deliver 

to OS I 



Upon receipt of requested record 



P 



as indicated above, 
immediately submit results 
Counterterrorism Division, 



bl 
b6 
b7C 
hlE 



Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON , DC 



| is requested to record the appropriate 
information needed to ful fill the Congressional reporting 
requirements 



Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) 



and clear. 



For information only. Read 



bl 
b7E 



b7E 



Set Lead 4: (Info) 

NEW YORK 

AT NEW YORK, NEW YORK 
(U) 



clear. 



For information only. Read and 



b7E 
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U.S. Department of Justice 



Federal Bureau of Investigation 



■(S) 



bl 



ALL IMFOPIIATIOH COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 

TJHEPE SHOOT OTHERWISE 



DATE : 09-15-2011 
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DECLASSIFY ON: 09-15-2036 
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FEDERAL BUREAU OF INVESTIGATION 



(U) 
(U) 



Precedence : ROUTINE 
To : Count ert error ism 



Date: 10/01/2004 



Attn: [ 



ssaL 

OSl 

Attn: [ ~~H 



1 



International Operations 

Bern 

Madrid. 

Rome 



Attn 
Attn 
Attn 
Attn 




b6 

b7C 

b7E 



From: Ne\ | York S 



Contact! 
Approved By: 
Drafted By: 



SA 



Case ID #: 315N-NY-288010 ( Pending ) 

^ I I - VICTIM; 




b6 

blC 

b7E 



Title: 



ET AL; 

BOMBINGS IN MADRID, SPAIN 

03/11/2004; 

IT - AL QAEDA; 



DECLASSIFIED BY 60322 UC LP/PLJ/'LCF 
ON 09-15-2011 



Synopsis: (U ) To request thatl Iperform appropriate 



To request that LEGAT Bern perform any additional ' ' 
investigation possible to ascertain more details regarding the 
information passed to New York on 09/28/2004. 



Reference: (U) 315N-NY-288010 Serial 617 



b6 

b7C 

b7D 



details: (U) On 09/28/2004, LEGAT Bern arivi Flfiri FRTHO , Madrid 
1 and New York of information provided by| 



SEC^T 




(U) 



To: 
Re: 



^opnterterro^5m Frpm: .New York 
315N-NY-288010, '10/01/2004 



(U) 



(U) 



(U) 



( 






- / 








nun r\nr a m^r mcf 

1 Np.w Yofrk was advised bv 


1-hafl 


linvf sfi nation of 







Italy, 

financial support from 
Arabia . 



maintaine d telephonic cp ntacg with and received 

an individual based in Saudi 



(U) 



is a 



z 



believed to have 



] connect ed, to the international iihadist network. He is 



J1 



was arre 



stedT 



Italian CTfitodv pending extradition t o Spain 

J | have -idfi-nti fiedf 



]on nfi/0R/20n4 and rfimainfi^n 



Due to the independent identification of a 
specific Saudi source of f inanc ing for Madrid bombing operatives 
by both the Legat Bern and | ~ information, New York will pursue 
this avenue of investigation further. 
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b7C 

b7D 
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b7C 
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b7D 



b6 
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b7D 



b7D 




SECRET 
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To: Count erterroSsm Frpm: JJew York 
Re: J§<^ 315N-NY-288010, '10/01/2004 



(U) 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 



AT 



For information only. 
Set Lead 2 : (Action) 

COUNTERTERRORI SM 



AT 



(U) Please perfo rm appropriate investigation to 
determine i f account numberl 



in the name |can be determined to have any 

connection to the Madrid bombing suspects. % In addition, please 
attempt to ascertain any connections betw een this account and the 
individual identified as 



Set Lead 3 



(Info) 



AT 



For information only. 
Set Lead 4: (Action) 

BERN 

AT BERN, GERMANY 



(U) Please recruest thatl 


1 






Please advise New York of any further information 



b7E 



.bo 
b7C 



b7D 
b7E 



Set Lead 5: (Info) 

MADRID 

AT MADRID, SPAIN 



SE^ET 

3 



To: Count ert err o:fl^m Frpm: jSFew York 
Re: ^ 315N-NY-288010, '10/01/2004 

^23^ For information only. 

Set Lead 6: (Info) 

ROME 



AT MILAN, ITALY 



) Please arhH s^d of ongoing* investigation based 



^ -|^J *** V ^ * W ^) W »— •» *J-t 'W ^ ^ Vfc f*-' w 

Shoul d sol id information be 



on information provided 

developed- that may be of assistance to the I "[ investigation, New 
York will disseminate in a suitable format. 



SECRET 



(ReV. 08-28-5000) 




FEDERAL BUREAU OF INVESTIGATION 

Date: 10/04/2004 

Attn: 



Precedence : ROUTINE 
To : Counterterrorism 



ssa[ 

OS [_ 



International Operations 
Madrid 

New York 



Attn: 



he 

hlC 
hlE 



Attn: Legat 
ALAT 



Attn: SAC 

ASAC| 

SSA 

SSA 



Rome 



From: New York 



Attn: Legat 
ALAT 



Contact: SA 

SA 
Def 



Approved By: 
Drafted By: 
Case ID #: (U) 
Title: 



315N-NY-288010 (Pending) 



• VICTIM; 
VICTIM; 
VICTIM; 



b6 
b7C 
b7E 

DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 
PEAS ON: 1.4 (c) 
DECLASSIFY 01: 09-15-2036 



b6 
b7C 



(U) 



(U) 



ALL IZJF0PJ1ATI0N C OBTAINED 
HEEEII IS UNCLASSIFIED EXCEPT 

WHERE SH0UN OTHERWISE 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 

Synopsis z_ To document results of meetings between the NYO 

JTTF and 



hlD 
hlE 



Deriuod JIjluui . Li- 3 



UPLOADED 




SEARCHED />f \lNnFXr0 m*^! ' 
SERIALIZED, FJLED , .\ 

W qct o s mk ^ ) 




To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 10/04/2004 



(U) 



Details; 



TaTtaTT 



Declassify oBTT^Kl^ 

On Tue sday, 
arrested 



June 8, 2004, 



aka[] 



-| | also knowti 

I Egyptian, and 



their par ticipatio n in a terrorist orga nization 
remain in[ 



custody pt tb-i.cj time 

for his role in the 



tefiri d 

5 C_ 



seeking the extradition of 

2004 Majirid Romhinnfl Tnvp.qt-iaaHn 

reside 



Egyptian, for 
Both curren tly 
are 



Ma 



i has indicated that 
in the renenf na.sf 



has 



Information has also been received that I 



(U) 



(U) 



III) 



M 



On September 20, 20Oi^_SA 



Police Dep artment (NYPD) Det ective 



transla tor \ 
up on a 



In^w. York City 
J and FBI 



of- material seized during the 



traveled to Milan, Italy, to follow 

reque st for copie s 



3' 



invest igatiooJ 



Also requested, was the opportunity to question 
potential threats to U.S. interests 



regarding 



Upon arrival in Mil an on 9/21 /04, ALAT 
advised the, contingent that 
I b ut had not 



magistrate. ALATf 
discussions I 



had been received, by 
yeu Deeri assigned to a 



going to be denied. 



lalso advis ed, based on in formal 
] that access to [ 



was 



^ 09/22/2004 the FBI New York cont ingent, along 

with AT.ATi land TPY/.S.SAl , I m et withl I 



investigation |_ 



and 



and 

to discuss the 



I 



] The meeting lasted several hours , with 



invest igators from both sides exchanging information regarding 
I land hi & nntprif ial connections to international terrorism. 

and his team provided the following information: 



4^4 



Towards the end of Marc 



I ' " I provided | 

telephone number which was being used by[_ 
Milan, Italy. T?n-r hh^ next two months the 



2004, 
w ith anT 



surveillance on 



^ i cellular 

while residing in 
initiated 24 hour 
06/08/2004. 



un til he w as arrested on 

During the investigation j T was seen as a radical extremist 

who spoke about jihad, crusades against America, a martyr 



To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 10/04/2004 



(U) 



fUJ- 



dl)- 



(U) 



program 
internet 

that 



Tri 



, recruiting , and spreading propaganda th rough t he 
t. At one point during the investigation! | st 

hat | fiHd tl 



stated tjsf 
that his' 



// 



who grained in Afghanistan were killed in the a ttacks^ 
telephone number was fou nd in the po ssession of 



who was ararested [ 

laifso es tablished theft 



r his role Jffi tne 
was 

for his role 



3/11 Bombijigs. [ 

associate/ with T I arrested [ . 

in the 3/11 attacks, an£ SARHANE BEN ABDBtjMAiIID FAKHET , aka The 
TUNISIAN, who was killed during cne suic;i'de bombing of the 
Leganes apartment in- Spain on 04/03/20(^4. 



the f 



I 



1 belie ves that prior to 1998 £ 



was a 



member of 

training. _ 

J attempted to travel to France but was deported back to 



where h e receive d explosives 

arrived m Germany | ~| During this time 



Germany and spent one year in jail. 



stayed in Germany 



France 
Spain unt 



, whe n it is believed that he traveled to Spain. 

] li ved in Spain I "1 when he traveled to 



tTT[ 



|traveled back to 

when he arrived in Milan, Italy. 



was 



^) During the ir investigation 

an affffnnial-.P of I 



[ 



conversation with 
suicide bombers going 
they are "ready to go 



determined that 

Jfrom Belgium. During a 

was overheard saying that "the 

Iraq wi ll be ready' in 90 days" and that 
was arretted in Belgium, I I 



06/08/2004 . 



on 



his mone y/ funding r 

"I name was round. in[ 



was also overheard saying that he received 

] from Saudi Arabia. 



J£2 an. 



77 



"Jtgenda book after his arrest. 



translation of a conversation held 

between | |on May 26, 2004, was received by FBI New 

York on A ugust 3, 2004. It ^appea rs that this conversation was 



monitored 

(MISUR) . During tne conversation! 



using m icrophone surveillance 
] states the following to 



"Do the Americans think they can stop us? There are 
other ways, they'll see. Do you remembe r that wom an I spoke to 
you about, remember? What's her name... I "I . . I have bad 

news, she was uncovered but I slam wil l prevail, sorry { there are 
other women but I'm sorry for' ' 



] Do you know how 



Jo 6 

b7C 

hlD 



ho 

hlC 

hlD 



b6 

hlC 

b7D 



b6 

hlC 



b6 
b7C 

b7D 



he 

hlC 



3 



TO; 
Re; 



Counterterrorism From: New York 
(U) 315N-NY-288010, 10/04/2004 



(U) 



(U) 



(U) 



(U) 



prepared her? He prepared her with many medicinal products. If 
they throw a "stik" (could mean stick) a whole American 
neighborhood will be wiped out . . . (small part of the 
conversation is unintelligible) . . . peace upon him, peace upon 
his soul (editor's note-- evidently MOUATTAF is dead) . . . but 
she's n ot the first and she won't be the last. There ' s | 
there 's | | there ' s the Palestinian, the Chechenyan, the one 

from Afghanistan, Indonesia, Kashmir, Pakistan or the one from 

There ' s I 

e £jj2g .t one didn ' t go 



Malaysia, 
just ask. . 
well, that 
is great . . 



Just say it and they'll come 
. I'm sorry that the plan .for 
she was uncovered, now we have| 



She's ready, God 



In regards 



to th -i.q conversation^ 
| stated that thev be lieve the 



conversation was hypothet ical in nature and | | was using 

psychological training on | l and trying to convey the idea 

that their Jihad is so strong that they can do anything. The 



had not uncovered any information regarding possible associates 
mentioned during the translated converaatJ on raf ^-r^nnpH above and 
do not know of any other contacts of 



r 



jX^ I I invest igat ion revealed that I showed 



a modified software program where one signal could be sent to 
multiple cellular telephones simultaneously (which could be used 
for simultaneous d etona tions) . This s oftware program was 

arrest and was determined 



ror simultaneous d etona tions) . 
confiscated by the | I duringE 
to be commercially available. 



believe 



to be a low level gopher and 



do not believe tnat ne has any real information or contacts,. 



will not be deporte d to Spain and is currently not 
cooperating |_ 



provided the FBI contingent with two e- 



( S ) mail addresses of importance to their j nvestiaation 



[ 



]al 



m so 

provided^ multiple pages o£ telephone numbers that were discovered 
as a result of their investigation. FBI New York is currently 
working with FBI HQ to nhha-in i nfnrmpf i nn on these accounts that 
could be disseminated 



At the conclusion of the meeting, | 
sugg ested that the NYQ representat ives meet the f ollowing day 
with | l assigned to the | | 

investigation. 



he 
hie 



he 
hie 

hlD 



he 

hlC 
hlD 
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(U) 



(U) 



To: Count erterrorism From: New York 
Re: (U) 315N-NY-288010, 10/04/2004 



3 



in 09/23/2011^ 
met withl 



fhfi FRT Hplpgai-inn. alnnrr with 



]was brie f edT 



regarding the meeti ng the previous d ay. [ 



that t he U.S. 
I I mTaq .going to 'be assigned tof 



Jpertaining to the T 



advised 



E 



\ investigation of 

ir 



jhave set aside 



also advised that he and 
October 18th and 19th to address the U.S. government's 
request . On 10/18/04, NYO personnel will be given the 
opportunity, I to question [ 

As stipulat ed 



] 



Jwith NYO personnel in the room. 



all cruestion s will be asked thro ugh 



requested that a list of topics be provided prior to zae 

interrogation. On 10/19/04 all material requested in 

will be turned over to FBI New York and representatives of the 
Department of Justice (DOJ) . 



( 

Attorney 1 s^O 




The NYO is currently working with the U.S. 
ice, SDNY and Department of Justice, 



Counterterrorism Secti on (CTS) , regarding amending 
also request access to 



to 



(U) New Yor ^ will continue to nn nrr3inai-.fi with FttTf TO 

regarding ana lysis of materials turned over 



ho 
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b7D 
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To: Count erterrorism From: New York 
Re: (U) 315N-NY-288010, 10/04/2004 

LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For informational purposes. 
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. 01-^1-2003) 



f 

t en 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To: New York 

From: Bern 

Contact 

Approved By 

Dr,af .ted By: 

Case ID #: 2- NY -288010 
Title: 



Attn: 



SA 



Date: 10/06/2004 
I 




(Pending) 

IVICTIM; 



ET AL; 

BOMBINGS IN MADRID, SPAIN; 

03/11/2004; 

IT - AL QAEDA 



Legat 



Synopsis: Per telcall and e-mail contact with SA| 

Bern considers lead set in Ser 624 to be covered pending NY 
having specific follow-up questions to information furnished by 
Bern in Ser 617 and further corroboration be developed by 



Reference: 2-NY-288010 Serial 617 
Details: None. 



bo 

b7C 

b7E 



b6 

hlC 

blE 



ALL INFORMATION CONTAINED 
HE EE II IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LC1 



<To: New York Fr<W: Bern 
Re: 2-NY-288010, 10/06/2004 



LEAD ( s ) : 

Set Lead 1: (Action) 

NEW YORK 

AT NEW YORK 
Read and clear. 



ROUTING DOCUMENT 



TO: SSA| 
FROM: 



SA 



DATE: 9/22/04 



b6 
blC 



SUBJECT: IMMEDIATE - FINANCIAL DATA ON POSSIBLE MADBOMB LEAD - 
TERRORISM 



FILE #: 



ALL INFQKHATIOH COBTAIHED 
HEKEIH IS OTCLASSIFIEP EXCEPT 
WHERE SHOOTJ OTHERWISE 



(S) 



ACTION REQUESTED: NONE 
SPECIAL HANDLING INSTRUCTIONS: 



DATE: 10-12-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 
PEAS ON; 1.4 (c) 
DECLASSIFY 01: 10-12-2036 



(S) 



On 2/4/74, the Bureau directed the field to provide the Bureau with copies 



(S) 
(S) 



(S) 



In the past, the responsibility to com ply with th e above 1974 Bureau instruction 
rested with the operational squad receiving^ 



Reporting requirements, h 



owever, 
is 

incorporated into routine reporting sent to the Bureau by the NYO. We advised tha 



have evolved considerably since 1 974, and information obtainec 



Bureau UACB in January of 1997 th at the NYO will only prov ide the Bureau with 
g j ACTION REQUESTS that go beyonq lAnv doc umentation 

regarding action beyond "information only' } 
(S) responsibility of the operational squad. -(8) 



is the 



■<£) 
•(SJ- 



Our office has experienced a considerable increase in communication 

~|Th e Intelligence Analyst coordinating t he information flow will now forward the 
"Sunder this cover in the original fo rmat ] \ In the past, I-24 

I but due to the increased information flow the 



attempted to reformaC 



time it took to do this was unacceptable. We determined it was better to get the 
information to you in a raw format quickly, than to provide a polished communication in 
days, or in some cases, weeks later. (@) 



If a respo nse is requested, simply e-mail th e following to l/^ 

,| g j j junder an e-mail ti 



format an EC for you, suitable for uploading, and will return it to you. 



will 



(S) 



FILE #: (we need to have the correct file # and title so the EC can be properly 

formatted.) 

TITLE: 

CASE AGENT/SQUAD: 

TEXT: (response to reguest - this will go into the DE TAILS section of the EC and the 



bl 



bl 



bl 



bl 
.b6 
b7C 



Classification 



Autho 



Composed: 01:10 PM Today 



bl 

be 

b7C 



snhmr* IMMEDIATE - FINANCIAL DATA ON POSSIBLE MADBOMB LEAD 



Country/Issue: TERRORISM 



Ref: NONE 



ALL INFORMATION CONTAINED 
HEKEII IS UNCLASSIFIED EXCEPT 
IiJHEPE SHOTM OTHERWISE 

DATE : 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCF 
PEAS ON: 1.4 (c) 
DECLASSIFY ON: 09-15-2036 
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bl 
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DATE : 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LC1 

PEA SON: 1.4 (c) 

DEC LASS IF/ ON: 09-15-2036 



FM DIRECTOR Fffl ^ifiM-NY-9RRnim 

TO ZEN/1 17PLA | 

INFO FBI NEW YORK/ROUTINE/ 

LEGAT ROME/ROUTINE/ 

BT 



J//ROUTINE/ 




DIVISION 
LEGAT ROME FO R ALAT 



ALL INF0RHATI0H CONTAINED 
HERE in IS UNCLASSIFIED EXCEF 
IiJHEPE SHOOT OTHERWISE 



YORK FOR DET 



ANDALAi 



Tanr 



bl 
b6 
b7C 
b7E 



SUBJECT: 
CONDUC TTTTT 



t)F TRAVEL TO MILAN, ITALY TO 
IbKV I bVVb IN bUP PORT OF NEW YORK'S INVESTIGATION INTO 

MADRID BOMBINGS. 

. ^SibLLSEEIEMBER 16, 2004, FBI HEADQUARTERS REQUESTED l I 

I x x FOR TWO MEMBERS QF THE NEW YORK JTTF TQ TRAVEL TO 



milan, italy to meet with| 
regarding a conversati 
individual associ ated wit 
and his associate 
in favor o f fbi ne t 
regarding[^^ 



OR 



JMONITORED BET] 

. MADRID BOM BIN^ NAMF 



H THE MADRID BOM BING 
] ALAT l I aND[ 



m york traveling to speak wltff 
_ _ H and his investigation. 

fefoN SEPTFMRFR 16, 2004, NEW Y ORK WAS ADVISED B \ 
-AT I l AND ROME ALAT l I fi 



BOTH 



J 



ALA" 

BE A "TREMENDOUS" H 



Y MILAN 
mat 'Twni m n 




LP IF NEW YORK OFFICE TRANSLATOI 
COULD TRAVEL WITH THE NEW YORK 



ALLD 



hi 

he 

hlC 
b7D 
hlE 



INGENT AND ACT AS THE TRANSLATOR. 

NFW YORK JTTF TRANSLATOR REQUESTED TO TRAVEL IS: 




PAGE TWC 



OFFICIAL PASSPORT:|_ 
SECURITY CLEARANCEL 



J 



TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 

RETURN TO NEW YORK ON SEPTEMB ER 24, 2004 

POINT OF CONTACT ON THIS MATTER ISl 

I I * 1 

urv fm . o-iiraeL gS* 4- 



BT 

#0072 



NNNN 



V9&(ReV. ^1-97) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 

'PA GE » S^E^^E T 

DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
ON 09-15-2011 



ROUTING SLIP 



DATE: 9/21/04 



TO: 



FROM: 



FBINY 



Clearance, Access, D ata Man agement Unit 
Room 4256, Extension | | FBI HQ 



Subject: PASSING CLEARANCE REQUEST 

The clearance for the below-listed individual (s) 
was passed by teletype on 9/7/04 to the 

AMEMBASSY ROME/LEGAT ROME/AMCONSUL MILAN, as requested in 
your written communication, received 9/7/04. 



b6 
b7C 



You should advise your point-of-contact at 

the agency being visited to contact that agency's 

Security Office for verification. 

The individual (s) is as follows: 



be 

b7C 



DATE (S) OF VISIT" COMMENCED: 9/20/04 - 9/24/04 




* 

"0-93b (Rev. ^1-97) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 



a FALtE 4 S E C R E T 



DECLASSIFIED BY 80322 UC LP/PLJ/LCTJ 
ON 09-15-2011 



ROUTING SLIP 



DATE: 9/21/04 



TO-: 



FROM: 



FBINY 



b6 
hi 



Clearance, Access, Data Man agement Unit 
Room 4256, ExtensioH I FBI HQ 



Subject: PASSING CLEARANCE REQUEST 



The clearance for the below-listed individual (s) 
was passed by teletype on 9/21/04 to the 

AMEMBASSY ROME/LEGAT ROME / AMCONSUL MILAN, as requested in 
your written communication, received 9/7/04. 

You should advise your point-of -contact at 

the agency being visited to contact that agency's 

Security Office for verification. 

The individual (s) is as follows: 



DATE(S) OF VISIT COMMENCED: 9/20/04 - 9/24/04 



-93b(Rev.?-l-97) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 

ALL INFORMATION C OHTAIHED 

v BAGE-4 UNCLAS E F T FOUO herein is unclassified 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 



ROUTING SLIP 

DATE: 9/17/04 



TO: 
FROM: 





FBINY 









Clearance, Access, D ata Man agement Unit 
Room 4256, Extension | | FBIHQ 

Subject: PASSING CLEARANCE/ACCESSES REQUEST 

The clearance and accesses for the below-listed individual (s) 
were passed by teletype on 9/17/04 to the DOS for 
AMEMBASSY/LEGAT ROME, as requested in your written 
communication, dated 9/16/04. 

You should advise your point-of-contact at 

the agency being visited to contact that agency's 

Security Office for verification. 

The individual (s) is as follows: 

he 

hlC 



DATE (S) OF VISIT: 9/20/04 - 9/24/04 



4 

FD-542 (Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



(U) 
(U) 



(U) 



(U) 



(U) 



(S) 



Precedence : PRIORITY 
To: New York 

Count ert error i sm 



Date: 



Attn: SSA 



Detective 



10/06/2004 
I 



From-: S aip-^Ei^nc 1 s co 

San/ Jose^RS.. 



contac 
Approved By: 
Drafted By: 
Case ID #: 



IA 



315T-NY-288010 ( Pending) 

(Pending) ^ 



Title 





no 




- VICTIM; 
- VICTIM; 
VICTIM; 

BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11 2004; DATE : 09-15-2011 

IT AL QAEDA CLASSIFIED BY 60322 UC LP/PLJ/LCT-J 

REAS0H: 1.4 (c) 
DECLASSIFY ON: 09-15-2036 



IT - AL QAEDA 



Synopsis: 



Reference : 



Derived Froirxfl^ 
Declassify Oii^Sh^ 

315T-NY-288010 Serials 586 and 623 



Ib6 
b7C 



b7E 



b6 

b7C 
b7E 



bl 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



Enclosure (s) : Enclosed for New York are the following items: 



1) 
2) 



[ 



invoiceT 



] dated 10/ 0b/2004,[ 



] 



bl 

b6 

b7C 

b7E 



tor expenses incurred in processing y ^zXX* 

"... , / , rrxF 



SE 




COT | ^ 



i 



(U) To: New York From: San Francisco 
Re: 315T-NY-288010, 10/06/2004 



(S) 



(S) 



(S) 
(S) 



(S) 



3) 
4) 



enclosed request 



Details: t&f On 10/04/2004, at approximately 8 



above 




kg) On 10/05/200 4, at approximately 10: 20AM PPT, IA 



lfor the above mentioned! 



On 10/05/2004, at approximately 10 :45AM PDT, IA 
Iretrieved the results |_ 



^described as follows 



mentioned 
Review of data provided indicates 



bl 

be 

hlC 



bl 

b6 
hlC 



(S) 



bl 



2 



(U) 




ew York From: San Francisco 
315T-NY-288010, 10/06/2004 



bl 



IS) 



On 10/05/2004 a± UL^AUm PFlT 

e-mailed the results found 
vi ft thp FRT 1 r , internal system, E6|_ 



New York with a courtesy copy to 



Counterterrorism Division. 



623 and 169 is 



Lead with regard t 
considered covered 



y San 



bl 
b6 
b7C 
b7E 



contained 
Francisco. 



in serials 



3 



i 



To: 
Re: 



New York From: San Francisco 
J^1315T-NY-288010 / 10/06/2004 



Accomplishment Information : 

Nnmhp -r; 1 

Type: 



(S) ITU: 

' - Claimed By 
SSN: 
Name : 
Squad 



bl 

.bo 

hlC 

hlE 



# 




(U) 



To: New York From: San Francisco 
Re: 315T- NY -288010, 10/06/2004 



LEAD ( s ) : 

Set Lead 1: (Action) 

NEW YORK 

AT NEW YORK, NY 
. Please process enclosed, inyoi.ce for payment to 



Set Lead 2: (Info) 

COUNTERTERRORI SM 



AT WASHINGTON, DC 



(U) For informational purposes only. No paper to 



follow. 



5 



(Rev. 01-31-2003) 



S^iK^T/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 



(U) 
(U) 



(U) 



(U) 

(U) 

(U) 



Precedence : ROUTINE 
To: Counterterrorism 



Date: 10/13/2004 



Attn 



= [ 



Attn: C 



ssa|_ 



International Operations Attn: [ 



SSA 

iaE 



b6 

b7C 

b7E 



Brussels 


Attn: 


LEGAT 








ALiAT 




Madrid 


Attn: 


LEGAT 








ALAT 





From: 



Ne w York / 
I 



SA 



Contact 
Approved By: 
Drafted By: 
Case ID l r ^ 3 1 5N-NY- 2 88010 ( Pending) 



Title: 



■ VICTIM; 
VICTIM; 
JVTCTIM; 




b6 

hlC 

hlE 



BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 
IT - AL QAEDA; 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
01 09-15-2011 



Synopsis: (X) To advise rega rding recent .information r eceived 
from Legat Bruss els concerning! 



bombing suspectsQ 

x 



Madrid 



b6 
b7C 

b7D 




Derive 
Declassif 



Reference: -)*() 315N-NY-288010 Serial 1 

u 



Administrative: 
I land SAf 

ATiATl I 



and SA 



Reference telcall between DET. SGT. ( i 

bn 09/2 0/2004 and e-mails between 

laud SAL 



md , 

_|on 09/30/2004 
SEb^ET/NOPORN 



tn 09/23/2 004 and LEGAT 



A3TM/TEXT 

^K/CUTTEXT 



— 'AUZLD, UUk FILED 

c:i \ i m 



he 

hlC 
b7D 




(U) 



T/NOFORN 



To: Counterterrorism From: New York 
Re: j)^) 315N-NY-288010, 10/13/2004 



(U) 



(U) 



Details: fi^ On 09/23 /2004 , DET . SGT . f 



contacted SA|_ 

t FBI /NY9 / JTT F) telepho nical ly . DET . 

]currently^ 7 had [ 



that[ 



SGT.f 



ladvised SA 



"I These individuals are believed to have 



been involved with the g?oup responsible for the 3,/ 1.1 Madrid 
train bombing s and the 4 1 / 11 suicide bombing in Leganes, Spain. 
Recent r ^ investigation developed r^l -i abl ^ information that 

these thr ee indivi duals were currently hiding [ 



] requested any disseminable locational data that 



DET. SGT . 

the FBI had in its possession on these individuals. 



Aftfi-r non cm! ting with LEGAT 



ALAT . 
information: 



and 



New York learned the following 



targeting 



(U) On 08/18/2004, in connection with the o peration 



arrested: 



rai 



Lded[ 



and the following- 1 individuals were 




(U) I I f u-^ther advised that the arrest ed 

individuals identified apl 



be[ 



] of the wanted 



IqRRp iRd to 

The 



other arrested persons were released or handed over to the 
immigration service. 



New York remains very interested in the | 
investigation and seeks to assist in any way possible. New York 
yequegtS thatl I review any information developed on 



to date which may be helpful in 
identifying sources ot retuge and financing or other locational 
data for the fugitives. New York further requests that Legat 



Spfef^T/NOFORN 



h6 

hlC 

hlD 



he 

hlC 



he 

hlC 
b7D 



b6 
hlC 



h6 

hlC 

hlD 



he 

hlC 
hlD 
hlE 



2 



S£feR^T/NOFORN 

To: Count ert error ism From: New York 
Re: ^ 315N-NY-288010, 10/13/2004 



Brussels continue to keep New York informed of ongoing 
developments in this investigation. 



SEXffiET/NOFORN 



Sjfe^ET/NOFOEN 



(U) To: QoLmterterrorism From: New York 

Re: {&( 315N-NY-288010, 10/13/2004 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 
AT 




(U) """"""""^^S^ For information only.. 

Set Lead 2 : (Action) 

COUNTERTERRORI SM b7E 



AT TFOS 

(U) 



(U) 



Pleas e review all information developed on 
l and | [ to date which may be helpful in ident 

sources of refuge, financing or other locational data. 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 

Mil | 

For information only. 
Set Lead 4: (Action) 

BRUSSELS 

AT BRUSSELS , BELGIUM 



be 

b7C 



(U) 



Plea se con tinue to advise New York of any 



developments in the| [investigation 



b7D 



Set Lead 5: (Info) 

MADRID 



AT MADRID, SPAIN 

J^} For information only. 



S^^T/NOFORN 

4 



DATE: 01-06-2012 

CLASSIFIED BY 60322 UC LP/PLJ/LCW 

PEAS ON; 1.4 (b,c) 

DEC LAS SIFT OH: 01-06-2037 



ILL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



14 October 2004 



bl 



This time is most likely Eastern Standard Time (EST) and will need to be adjusted for 
local time in France. 



The 



the 



provided a 



list of telephon e numbers identified in the b cou rse of their 
investigation of] 



and 



^dvised that the tele phone number s were 
identified from (3) SIM cards that were seized ? I last 

June 7 during the course of his arre st, and from a planner seize d 
during the same operation, including 



REQUEST OF YOUR SERVICE: The FBI requests that subscriber 

information for these | 

iat^6n of investigative value be provided. 



inf ormati 



be 

b7C 
b7D 



■63J 



Ts (315T-NY-288010, ref serials 599; 615) 

SE^JKET 



and any additional 



This document contains neither recommendations noramclusions of the FBI. It is the property of the FBI and is 
loaned to your agency; it and its contents are not to be distributed outside your agency. 



(Rev. 01-31-2003) 



BUREAU OF INVESTIGATION 



(U) 



(U) 



Precedence : IMMEDIATE 

To: International Operations 

Counterterrorism 
Security- 
New York 



Date: 10/14/2004 



Attn: 



Attn: 



SS. 
LS 



Attn: Pers onnel Security Uni t 
Attn: ADIC 



SAC 
ASAfrf 

sa[ 



b6 

b7C 

b7E 



3^ 



SA 



From: Rome 

Contact ; 



Approved By: 
Drafted By: 




DECLASSIFIED BY 60322 UC LP/PL J/LCTJ 
01 09-15-2011 



Case ID #: 



31 .^N-NY-2S8PlQ^(Pending) 




bending) 
pendi ng) 

Pending) 




b6 

b7C 

b7E 



■ VICTIM 
VICTIM 
VICTIM 



be 

b7C 



BOMBING IN MADRID, SPAIN 
ON MARCH 11, 2004; 
IT - AL QAEDA 



Synopsis : \s) To provide country clearance for travel to Milan 
Italy. 




Derived Fr< 
Declassify Q, 

Details: Reference is made to NY Immediate EC dated 

10/12/04, e-mailed to Legat Rome on 10/13/04, requesting country 
clearance for travel to Milan, Italy from 10/17/04 - 10 21/04. 





(U) 




To : 
Re : 



International Operations From: Rome 
315N-NY-288010, 10/14/2004 



X 



(U) 



~P^) Country clearance in granted 



and FBI Translator 



for SA 
to travel to Milan, 



Italy on above dates, for reasons set tortn in referenced EC. 



b6 

b7C 




2 



(U) To: International Operations From: Rome 
Re: ^ 315N-NY-288010, 10/14/2004 



LEAD ( s ) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) Read and clear. 




» 1 



(Rev. 08-28-2000) 



FEDERAL BUREAU OF INVESTIGATION 

Date: 10/12/2004 

Attn: 



Precedence : IMMEDIATE 
To : Counterterrorism 



x 



Attn: 

International Operations Attn: 
Security Attn: 

New York Attn: 



A/Ud 
SSAr 



□ 







ADIC 




SAC 




1 



bl 

he 

hlC 
hlE 



Madrid 
Rome 



ASACJ 
SSA, 
Attn : LEGAT 
Attn : LEGAI 
ALAT 
ALAT 



From: M^y? Ynrlr J 







Contact: SA 





JVpproved By: 

Drafted By: 
Case ID #: 
Title: ( 




✓ 



he 
hie 

hlE 



(U) 315N-NY-288010 (Pending)- 



■ VICTIM; 
VICTIM; 
VICTIM;, 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA; 

Reference: (U) 315N-NY-288010 Serial 628 



ALL IIF0PEATI01 CONTAINED 
HEPEII 15 UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

b6 
b7C 



DATE: 10-05-2011 

CLASSIFIED BY 60322 UC LP/PL J/LCIT 
PEAS ON: 1.4 (c) 

DEC LASS IF/ OH: 10-05-2036 



WITH/TEXT 



WITH/OUTTEXT 



be 

hlC 



JH 



urn 



To: Counterterrorisra From: New York 
Re: (U) 315N-NY-288010, 10/12/2004 



(U) 



(U) 



(U) 



(U) 



(U) 



Synopsis : To request country clearance, 

Counterterrorism Division concurrence and ADIC authority for NYO 
personnel to travel to Milan, Italy in support of above- 
referenced investigation. 

Derived From 
Declassify Q 

Details: ^) As recipients are aware, at approximately 7:39 
a.m. (Madrid t±me| on 0"3/H/"2d04, the first of a series of 10 




explosions at four sites occurred at the Atocha train station 
(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1, 800 injured. At this time, there are 
no Americans among the dead who were identified. Th ree US 
Citizens were in j ure d and are identified as fol low s:! 



dpob[ 



1 



of 



of 



3 born 



i-h-r^^ w^T-f^ txeaii^d and released. 

I also known as 



identified 



Dn-r-i nrr f-ht* inviaflhiffaHnnj 

was 



of the 3/11 Madrid Bombings, 



1 ATT 



On Tuesday, J 
arrested 



'un e 8, 2004, f 
]a | I year old Egyptian, 



and 



year old Egyptian, for their roles in terrorTaE 



activities around the world. 



custody but[ 



Both currently remain in 
~] are seeking the extradition of 



. for his role in the March 11, 200 4 Madrid Bombings 
vpqfinrit-inri ha-s indicated that l I has resided 

I -in th<=> rprftTit-. nash. Tnfnrmah.inn hax ^ [ fln hf>f>n 



received 



thatf 



Knalia h translation of a conversation held 

on May 26, 2004, was received by FBI New 
Tt annfia r.q that this conversation was 
using m i c r ophone surve ill anc e 



oetween 

York on augu st 2^ 2 04 

monitored by 

(MISUR) . During the conversation! 



J clearly discusses 



terrorist planning and identifies the United States as the 
primary target . 

^) Additi onal inform ation rec eived from Legat Rome, 



illustrates 



from MISUR of|_ 

documents, alter his f ingerprintd, well as his ability to 



ability to falsify 



bl 



h'& 
hlC 



h6 

hlC 

b7D 



bo 

hlC 

b7D 



2 



To: Counter terror ism From: New York 
Re: (U) 315N-NY-288010, 10/12/2004 



(U) 



(U) 



(U) 



(U) 



1 Th fi nnntfintff nt thp nnmrpr.gal-.i on.g nlfiarly Iftad 



to believe that 



terrorist organization 



is the prominent figure or a 



Referenced seri al is an EC su mmarizing the results 
of FBI New York's recent visit | | regarding the above. 

In September 2004, F BI New York tra veled to Milan, Italy to me et 
with renrfififint-.at-.ivpfi I I and I I 

regarding the | [ investigation . The 

results- of the meeting were very successful with _thel | 



on 



granting FBI New York an opportunity to question 

lHZl^/2004 and 10/19/2004 and other FBI requests pursuant to the 
being satisfied at that t ime. On 10/18/04, NYO personne l 



will be cH-^n t-lno opportunity, 

question |_ 

be asked] 



to 

all question s will 



As stipulat ed] ^ 

| with NYO personnel in the room. i 

Requested that a list of topics be provided pr ior to 

the interrogation. On 10/19/04 all material requested in[_ 



will be turned over to FBI New York and representatives of the 
Department of Justice (DOJ) . 



Q The NYO is currently working with the U.S. 

Attorney 1 s / Off ice, SDNY and Department of Justice, . 

Counterterrorism Secti on (CTS) , regard ing amending 
also request access to 



to 



authoritie 



\) New York requests the aforementione d trav el 
lor the purpose of satisfying the TT. fi . I _ leanest 



to interview 
investigat 




and obtain documents relating to the|_ 



FBI New York h as had several t elephonic 



convers ations with Rome Legat 
I H reaarding this matter. 



and ALAT[ 



Both hp>] i f>w -i t- ynnl H be 



beneficial for FBI New York to satisfy 
dates identified by 

Dnt^^-r | Q [ 2004, 

J who acted as the translator for the first trip from 



agreement on the 

or 6ctober 18 and 

It is requested that FBI translator ! I 



September 2 - 24, 2 004, again be allowed to. 
^-rans-l a fcor for this current mission. ALAt| 



that- [ 



]will 



art" as the 

was notified by 



be able t o translate what 



3 



e an Arabic translator that will 
says from Arabic to Italian. 

< will then be able to translate from Italian to English 

£or the FBI . FBI New York would plan on arriving in Milan on 
Sunday, October 17, 2004 and return to New York on Thursday, 



b6 

b7C 

b7D 



b6 
b7C 

b7D 



h6 
hlC 



be 

b7C 

b7D 



b6 
b7C 

b7D 



3 



To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 10/12/2004 



(U) 









from the £ 



are : 



from Washington, D.C. and AUSA 



The New York JTTF personnel requested to travel 

saI 



Name : 
SSAN: 
DOB: 

-PGB-: 

Official Passport : 



Name : 
SSAN: 
DOB: 

POB: , 

Official Passport {_ 



(FBI) 



(FBI Translator) 



(Diplomatic Passport) 



b6 
b7C 



h6 
hlC 



4 

4 



IS) 



(U) 



(U) 



To: Counter terror ism From: New York 
Re: (U) 315N-NY-288010, 10/12/2004 



LEAD (s) : 

Set Lead 1: (Action) 

COUNTERTERRORI SM 



AT WASHINGTON , DC 



J^Q Please ob tain c n untrv clearance. C ount e r t e r r or i s m 



Division concurrence and provide 
members to travel to Milan, Italy 



for NYO JTTF 



Set Lead 2 : (Action) 

ROME 

AT ROME, ITALY 

CgJ Please obtain country clearance for travel of NYO 
personnel . ' ^ 

Set Lead 3: (Action) 

SECURITY DIVISION 

AT WASHINGTON , D.C. 



SA 



-^rK Proy -i d<=> Le crat Rome with Securi ty Clearances for 



and LS 



1 



bl 



bo 

hlC 

hlE 



5 



FD-772 (Rev. 5-5-98) 



REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

Date: 10/07/2004 



Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy U) your Division Security Officer. 



1 . ( ) ITicial Bureau Name 



Travel Status 

Official □ Unofficial 



2. 1 -OH Date 



3. Title/Grade 



5. Primary Job Responsibility 
Special Agent 



4. Division 
New York 



7 . Fami ly Members/Others Traveling with you (Indicate i 


'any are foreign nationals) 


Name 

N/A 


Relationship 


Place of Birth 


8. Proposed Itinerary (Use separate sheet if necessary) 



Cities/Countries to be Visited 



Italy 



Date 

10/16/2004- 10/21/2004 



Mode of Travel 
Air 



9. Reasons for travel (Indicate frequency) 
Official business (investigative interview) 



10. Will you be traveling with a tour group? 
□ Yes No 



1 1 . Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 



Name 



Address 



Phone Number 



Briefing 



g Date: /<? ~. 7 ~& V 



Debriefing Date: 



b6 

b7C 



1 - employee's Security Subfile (67- 



SubS) 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PL J./LCDJ 



FD-772 (Rev. 5-5-98) 



REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

Date: 10/07/2004 



Please Read Carefully 

Note; Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officac 



1 . Official Bureau Name 



2. EOD Date 



3. Title/Grade 



5. Primary Job Responsibility 
Interpreting/translating /liaison 



4. Division 
Intelligence 



Travel Status 

Official □ Unofficial 



hlC 
hlD 



T. Family Members/Others Traveling with you (Indicate if any are foreign nationals) 



Name 



N/A 



Relationship 



Place of Birth 



8. Proposed Itinerary (Use separate sheet if necessary) 



Cities/Countries to be Visited 
Milan, Italy 



9. Reasons for travel (Indicate frequency) 



Date 
10/16/04 



Mode of Travel 
Airplane 



10. Will you be traveling with a tour group? 
□ Yes No 



1 L Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 



Name 



N/A 



Address 



Phone Number 



Briefing Date: 



Debriefing Date: 



-b6 

b7C 



1 - Employee's Security Subfile (67- 



Sub S) 



ALL BJFOPllATION C 0HTAIHED 

HERE III IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 



se^m^t 




Embassy of the United States of America 

Office of the Legal Attache 
ViaVeneto, 119/a 
00187 ROMA 

19 October 2004 



ALL ICTFOEHATION COHTAIHED 
HERE III IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



ATTN: 



DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCW 
PEAS ON: 1.4 (c) 
DECLASSIFY 01: 09-15-2036 



Deai 



RE: 



Our file: 315N-NY-288010 gg 



b6 
hlC 
hlD 
hlE 




This communication is classified u SB^SH n - ki ita entire ty. 

The information in this document is classifie d SEC RET . The below information is for 

intelligence and lead purposes only . The information below may not 

be used in any legal proceeding or disseminated to any other agency within your government 
without the advanced authorization of the Federal Bureau of Investigation (FBI). Please be 
advised: _ _ t _ 



New York 



1-HQ 
1 - Rome 
BEFrbef 
(4) 



SECRET 
Deri^tt-om* G-3 
Declassft^u: XI 



ORIGINAL SERIAL 



This document contains neither recommendations nor conclusions of the FBI. It is the property of 
the FBI and is loaned to your agency; it and its contents are not to be distributed outside your 
agency . 



b7D 



o 

hlC 
b7D 



4i V 



b7D 
b7E 



315N-NY-288010 



OCTOBER 19, 2004 



bl 



Thank you for your assistance on this important matter. If you ha ve anv questions 
concerning this communication, please telephone Assistant Legal Attache at, 
Please accept my wannest regards. 



Sincerely, 



Acting Legal Attache' 



be 

b7C 



(Rev. 08-28-2000) 



(U) 



(U) 



(U) 



SE^ET 



FEDERAL BUREAU OF INVESTIGATION 

Date: 10/20/2004 



Precedence : ROUTINE 
To : Counterterrorism 



Attn: 



SSA 
SSA 



Attn: | I 



SSA 



he 

hlC 
hlE 



Madrid 
Rome 
From: New York 



Attn: Legat 
Attn: ALAT 







Contact: SA 

SA 





Approved By: 
Drafted By: 
Case ID #: (U) 315N-NY-288010 (Pending) 
Title: 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 

01 09-15-2011 



b6 

b7C 

b7E 



■ VICTIM; 
VICTIM; 
VICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 



Synopsis: (X) Re-assign Captioned Investigation to 



York 



in New 



) Derived 
Declassi 




(U) 



UPLO^ 

WITH/TEXT L 



secret 



Non-USPER Group 



WITH/aU7>TEXT_ 





b6 
hlC 



SEQRET 

To: Counterterrorism From: New York 
Re: (U) 315N-NY-288010, 10/20/2004 



(U) 



Details: Effective October 1, 2004, the FBI New York 

International Terrorism Branch re-organized which changed the 
investigative responsibilities of the squads falling under the 
International Terrorism Branch. As a result of this re - orcrani z at io n , 
Captioned Investigation wijl no Inna^.r worked ofrf of I | and 



of 



SA 



will now be worked off 

longer th^ Ha.qfi ^ gp.nt for Captioned Investigation. 



matter . 



will no 



3 gent for Captioned Investigation. SA| 
will be the sole Case Agent regarding this 



.bo 

hlC 

hlE 



2 




SEQRET 



To: Counter terror ism From: New York 
Re: (U) 315N-NY-288010, 10/20/2004 



Set Lead 1: (INFO) 

ALL RECEIVING OFFICES 



(U) For Informational purposes. Please direct all future 
communication s regarding Captioned Investigation to FBI New York, 



b7E 



3 



lev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 

To : Rome 

International Operations 

Count ert error ism 
New York 



Attn: 
Attn: [ 



Date: 
ALATl 



10/21/2004 



Attn; 
Attn: 



[ 



ssaT 



SSA 



he 

hlC 
b7E 



From: 



Paris 

Contact: TDY SA[ 




Approved By: 
Drafted By: 
Case ID f:^ 3 1 5N-NY- 2 88010 
Title: J^<^ , TTKLSTTRS ■ 



DECLASSIFIED BY 60322 UC LP/PL J/LCTJ 
ON 09-15-2011 



- VICTIM; 
- VICTIM; 
VICTIM; 




BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2 
IT - UNKNOWN PERPETRATOR 

Synopsis: (U) Request status of Rome lead 571.2. 



Reference: 



]^ Derived Fro^^N > / 

Declassify 0^t\X5 

(W 315N-NY-288010 Serial 507 
(A 315N-NY-288010 Serial 571 



Details: (U) In referenced communication #50 7, dated 



06/15/200 4, Rome advised that on June 6 , 2004, 

| | and f _ Iwere arre sted in Milan 



The translated document I 



states that "Both 
have been positively implicated, along with o ther foreign 
citizens living in Belgium, France, and Spain 



SEARCHED^ 
SERIALIZED 



INDEXED 
"FILED 



DEC 7-2004 



b6 

b7C 



bo 

b7C 

b7D 



bb 
b7C 



s 



(U) 




n^ernational Operations From: 
315N-NY-288010, 10/21/2004 



Paris 



(U) 



(U) 



J^) Referenced communication #507 also advised that 
during the searches, computer materials and telephone numbers 
linked to France (among other places) were recovered. 



In referenced communication #571, dated 07/29/2004, 
Paris se t a PR IORITY lead for Rome, requesting that Rome liaise 
with the | ~| a nd attempt to identif y the French nationals 



implicated with 



and 



status of Rome ' s response. 



Paris is now requesting the 



he 
hie 

hlD 




2 



(TJ) To: International Operations From: 
Re: J&) 3 1 5N -NY -288010, 10/21/2004 



Paris 



LEAD ( s ) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information. 
Set Lead 2 : (Action) 
ROME 

AT ROME 



b6 

b7C 
b7D 



(U) 



Rome is requested to provide a response to 
nrfivi^ iifll V set: lead 571.2: Rome is requested to liaise with the 

and attempt to identify the French nationals and the French . 

^Ifinh nnp mimhfirs ^ ssnri ai-.^d with the arrest and searches of| | 

and 



3 



(S) 
(S) 



0004 MRI 00915/280 
PP FBINY 



ZNY SSSSS 
P061331ZOCT04 

FM DIRECTOR FBI (315N-NY-28801Q^ 
TO ZEN/1 1 7Plt \ 

INFO FBI NEW YURK7PRIURTT77 

BT 



b7E 



ALL I1F0PEATI01 C0HTAIHED 
HEPEII 15 UNCLASSIFIED EXCEPT 

IiJHEKE SHOOT OTHERWISE 



]//PRIORlTY/ 



CITE: 
PASS 



SlffiJHTTf 



t}- at IP 
rFRiHrT 



ntion[ 



rfqufstH" 



j 



OF THE FBTCEf)l IFftTft THAT 31 
FOLLOWlNGl 



\ 



(S) 

(S) ; 



]BE CONDUCTED ON THE DKYE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCW 
PEAS ON: 1.4 (c) 
DECLASSIFY 01: 09-15-2036 

bl 

bb 
b7C 
b7E 



AS BbINU 

CONNbOl bD WITH TWO OF TH£ SUBJECTS OF THE MADRID BOMBINGS 





VviTrl/lEXT 



W!TH/CUTTEXT„ 



OA PEL 




bo 

b7C 

b7E 



(3) 



PAGE TWO DE RUCNFB 0004 S*6*E3" 



(Si I 



INVESTIGATION 



I 



nmrl Irf^i irstr thatT 



] PQC FOR THIS REQUEST IS SS/T 



DERIVED FROM: G=5T PECLA^If= 1 i r ON. X- i 



J" 



bl 

be 

hlC 
hlE 



BT 

#0004 



NNNN 



(Rev. 08-28-2000) 



(U) 



SE^ET 



4 



FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/28/2004 

Attn: I I 



To: New York 



SA 



From: New York 



b6 

hlC 

hlE 



Contact: SA 

SA 



Approved By: 
Drafted By: 



DECLASSIFIED BY 60322 UC LP/PLJ/LCU 
ON 09-15-2011 



Case ID #: (U) 315N-NY-288010 (Pending) 
Title: (X) 



b6 

b7C 



- VICTIM; 
- VICTIM; 
VICTIM; 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA 

Synopsis: (U) To submit a video of the 03/11 Madrid Bombings 
aired on CBS news . 



•X) 



Derived 
Declassi 




Enclosure (s) : (U) Enclosed for the file is a 1A envelope 
containing a video tape. 

(U) Details: p^j A video of the 03/11/2004 Madrid Bombings was 
aired on CBS news on 10/19/2004. A copy of that video is 
enclosed for the file. 



SEtSRET 






0-93b(Rev/9-f-97) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 



DECLASSIFIED BY 60322 UC LP/PL J/LCI.J 
ON 09-15-2011 



ROUTING SLIP 



DATE: 10/13/04 



TO: 



FROM: 



New York Field Office 



Clearance, Access, Data Man agement Unit 



Room 4256 , 



FBIHQ 



Subject: PASSING CLEARANCE REQUEST 



The clearance for the below-listed individual (s) 
was passed by teletype on 10/13/04 to the 

AMEMBAS S Y / LEGAT ROME / AMCON S UL MILAN, as requested in 
your written communication , dated 10/12/04. 

You should advise your point-of-contact at 

the agency being visited to contact that agency f s 

Security Office for verification. 



he 
hie 



The individual (s) are as follows: 



b6 

b7C 

b7E 



DATE (S) OF VISIT: 10/17/04 - 10/21/04 



Vw.Tri/lIXT- 
WifH/OUTTE%T„ 

FY__— 



OCT 29 

FBI - NFW Y, 



b6 

b7C 



SEJS^ET 

Working Copy Page 



Precedence : IMMEDIATE 

To: International Operations 

Counterterrorism 

Security 

New York 



Date: 10/14/2004 



Attn: 

Attn 
Attn 
Attn 



SSA 
LS 



i 



Pers onnel Security Unit 

ADI Cl 

SAC 

AS AC1 



_SAl 



I 



.b6 

b7C 

b7E 



sa[ 



From : Rome 

Contact : 



be 

b7C 



Approved By: 
Drafted By: 



DECLASSIFIED BY 80322 UC LF./PL J/LCTJ 
ON 09-15-2011 



Case ID #: \(S) 



(U) 



315N-NY-288010 (Pending) 

(Pending) 
Pend ing) 

(Pending) 



b6 

b7C 

b7E 



Title 



(U) 



■ x» 



- VICTIM 
- VICTIM 
VICTIM 



BOMBING IN MADRID, SPAIN 
ON MARCH 11, 2 004; 
IT - AL QAEDA 



Synopsis: ()&) To provide country clearance for travel to Milan 
Italy. /x 



(U) 



(U) 



(U) 




Derived 
Declassify^ 

Details: Reference is made to NY Immediate EC dated 

10/12/04, e-mailed to Legat Rome on 10/13/04, requesting country 
clearance for travel to Milan, Italy from 10/17/04 - 10 21/04. 



^) Country clea rance is granted f or SA 
]and FBI Translator [ 



to travel to Milan, 



Italy on above dates, for reasons set forth in referenced EC, 
LEAD ( s ) : 



be 

b7C 
b7E 



Case ID 



2-NY-288010 



Serial 



SE&^f 



640 
47 
644 
123 



Working Copy Page 



Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) Read and clear. 



4 




P£>-36(R<5v. 1-31-2003) 



T NOFORN 



X 



(S) 

<£> 
(S) 



(S) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 



TPANSMTTVTA. 



PRECEDENCE: 

□ IMMEDIATE 
PRIORITY 

□ ROUTINE 



CLASSIFICATION: 
TOP SECRET 



TW» 10/05/2004 
PAGE 1 OF 3 



□ 
□ 



FM 
TO 



DTI? TIPTOP T?PtT L3X5N-NY-288010)- 

J PRIORITY/ 



INFO FBI NEW YORK/ PRIORITY/ 
BT 

Tli 11 ,1" I MQEQEN 

CITE: 



PASS: 



b7E 



CONFIDENTIAL 
UNCLASEFTO 
UNCLAS 

DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 

PEAS ON: 1.4 [c) 

DEC LASS IF/ ON; 09-15-2036 

bl 

ALL INFORMATION CONTAINED b6 
HEKEIN IS UNCLASSIFIED EXCEPT 7 C 
IiJHEPE SHOOT OTHERWISE b7E 



- ATTENTION 



^TTRiTOCT « 



PTHnTTPClTg 



f<S/NP) 




A.K 



^/NF) BY WAY OF BACKGEpUNPj 
A.\ HAS 



BEEN -TDEN3IXEIED *v Tire 

, AS ONE OJ 

OF THE 3/11 /04 MADRID TRATn"BOMBINGS . | |lS C URRENTLY IN 

THE CUSTODY [ I AND IS 



AWAITING EXTRADITION TO SPAIN, 
ftra.g ttj rvwpar^ tattt'et mv-rn dppptu™ , c | t^t7\tvt^'t?\j j SUPPORT FROM A 



OPERATIONS USE ONLY 



******* 



Time Received 



Time of Transmission 



filename: JWS001S0 . 279 



MRI/JUL/ISN _ 
DTG 



bl 
b7E 



bl 

b6 

b7C 

b7D 

b7E 



4 5 







\Jp&*BZgJX NOFORN 


Approved bv. 


g0j£ . : 

1 * Case ID #/SeriaI: 


Original Filename: mad . nb . wpd 



b7E 



FD-36a(Ffev. 1-31-2003) 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 



'PAGE 2 OF 3 S ^en^S^ NOFORN 



(S) 



IS) 

(S) 



CONNECTED WITH ™n m? ttjt? ■Cttr.tthpt'.q m? tehe wanPTn pnMRTTT^.d 
TN^rR.STTGATTDTsT I 



(S) 



fs/NF) [ [requests thatT 



JctdJ 



1 POP FOP TfTTfl PBOTTBST Tfl fififtT 



( S ) DERIVED FROM r DiUJLAQQIFY ON. K-l 



bl 
b6 
b7C 
b7E 



BT 

//// 



Sr«C| T NOFORN 



FD-36a(Rfev. 1-31-2003) 



PAGE 3 OF 3' 
DRAFTED BY; 



DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 



NOFORN 



Jo6 
b7C 



S E^SJMETT NOFORN 



(Rev. 01 -i\ -2003) 



(U) 

(U) 



(U) 



(U) 



^SjBRfiJ/ORCON 

FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To : Counter terror ism 



International Operations 
Madrid 

Rome- 



'Date: 10/13/2004 



Attn: 



Attn 
Attn 
Attn 
Attn 



From: New York 



ssa| 




OS 
CXf 




1 1 




LEGAI 

ALAT 

ALAT 





b6 

hlC 
hlE 



"SA 



Contact 
Approved By 
Drafted By: 
Case ID #: 3 15N-NY- 288010 

Title: 



bb 

V ALL INFOPIIATIUIJ COMTAIMED ; b7c 
HEREIN IS UNCLASSIFIED EXCEF b7E 
WHERE SHOOT OTHERWISE 



( Pending )-> 



n 



- VICTIM; 
- VICTIM; 

VICTIM; DATE : 09-15-2011 
BOMBINGS IN MADRID, SPAIN, CLASSIFIED BY 60322 UC LP/FLJ/LCF 

ON MARCH 11, 2004; . PEAS ON: 1.4 (c) 

IT - AL QAEDA; DEC LASS IF/ 01: 09-15-2036 



.bo 
b7C 



Synopsis: To request that 

of the enclosedl 



conduct appropriate analysi s 



J aka 



3/11 Madrid bombings 



connected to 



Jof the 



bl 

be 

b7C 
b7E 



Reference: 




Derived 
Declass 



315N-NY-288010 Serial 586 
315N-NY-288010 Serial 623 
315N-NY-288010 Serial 637 



'/ORCON 



WITH/TEXT . V~ 

WITH/OUTTEXT. 



'IT — ~ 



OCT 1 3 2004 



bo 
b7C 



Z3BC9SC70HC0N 

(Uj To: Counterterrorism From: New York 

Re: Jg£ 315N-NY-288010, 10/13/2004 



(S) 



(U) 



(S) 



.(SI 



Administrative : (<g) New York requests that the enclosed 

be returned to New York for maintenance in the case file upon 
completion of the requested analysis. 




Dfit.rH "I -a-; 



44- 



(aka) T 



•On Tues day, 

iJZZ 



June 8, 2 0"04, 



aka 



i ni nai-.i 



|also know: 

lal . lypar oicL Egyptian, and 

1*1 I: 



^2. 



year old Egyptian, for 

3ii in a terrorist orga nization. Both curren tly 
custody at this time . V I are 



their par 

remain in (custody at tms 

seeking the extradition of I I for his role in the Ma rch 11, 

2 04 Madricj Bombings, Investigation has indicated that l l has 



resided in 
Information has also been received 



in the recent past . 
thatl 



] The | 1 provided the FBI with two 



e-mail addresses of importance to their investigatio n: 

These e-mail 



accounts were passed dire ctly to FBI New York personnel during 
meet i'na.g hfthwftftn hhp I land FRT N^w York in Milan -in September 1 
2004 . 



investigation on the enclosed 
rega rding 
that 



New York r^gnfi .qt.q t hat | | perform any additional 

I bhat may provide intelligence 

J. New York further requests 



investigation n ecess 
coordinate with 
disseminated to 



coordinate with N ew Yor k to conduct any additional 

for | | to complete their analysis and 



legepsa 

£5 



ry 

in order to develop a product which can be 

] Finally, New York requests that 



Legat Madrid and Legat Rome ascertain the level of dissemination 

^SjJSK^/ORCON 



bl 



bl 



b6 

b7C 

b7D 



bl 
b7E 



bl 
b7E 



gECftSl/ ORCON 

To: Counterterrorism From: New York 
Re: p3Q 31 5N-NY -288010, 10/13/2004 



of the information contained herein. New York wishes to 
disseminate the information to whomever it may benefit but 
remains sensitive to third party information concerns. 



JEdsrSj/orcon 



(IN- 



TO: 
Re: 



JpSDS^ET/ORCON 

Counterterrorism From: New York 
315N-NY-288010, 10/13/2004 



(S) 
(S) 



(S) 

.(SI- 
(SJ 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 



AT 



Please coordinate results ofl 



] analysis with 



New York with respect follow- up investigation necessary to 
complete analysis , including the! 



| Please attempt to prepare a product 
suitable for dissemination to Madrid and Rome. 



Set Lead 2 : (Action) 

COUNTERTERRORI SM 
AT 



L&f Please conduct appropriate analysis of the 

I Please set 

leads for | | and New York to conduct a ny further investigat ion 

required to complete analysis , including 



etc. Please advise lr any or cne 



resulting mrormation is ai 
Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 
AT 



sseminable to Madrid and Rome. 



(U) 



(U) 



j£g^ For information only. 
Set Lead 4: (Info) * 
MADRID 

AT MADRID, SPAIN 

■^3&C Please coordinate with Legat Rom e to ascertain 



whether 



have provided 



with the 



bl 
b7E 



bl 
b7E 



b7E 



b7D 



iET/QRCON 
4 



^^^ET/ORCON 

(U) To: Counterterrorism From: New York 
Re: (X) 315N-NY-288010, 10/13/2004 



information regarding these e-mail accounts and if so whether 
further investigative results can be shared with| 



Set Lead 5: (Info) 

ROME 



AT MILAN, ITALY 



{$) Please ascertain whether 
( S ) identified the [ 



have. 
]tot 



If so, please advise whether the results of FBI 



investigation can be disseminated 



bl 



IT/ORCON 



5 



FD-542 (Rev. 01-31-2003) 



f 



FEDERAL BUREAU OF INVESTIGATION 



(U) 



(U) 

(U) 
<U) 



Precedence : ROUTINE 
To: New York 
From: New York 



Date: 10/27/2004 



Attn: SSA 



Contact: SA 
Approved By: 
Drafted By: 
Case ID #: (U) 315N-NY-28801Q (Pe nding) 



b6 

hlC 

hlE 



DECLASSIFIED BY 60322 UC LP/PLJ/LCI-J 
ON 09-15-2011 



(U) 



Title: 



(Pending) 

VICTIM; 
- VICTIM; 
VICTIM; 



b6 
hlC 



Synopsis : 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 
IT - AL QAEDA; 

Claim statistical accomplishments, 

•3 




Derived From 
Declassify On 

Details: j£\ Positive intelligence was disseminated outside the 
FBI relating to Captioned Investigation on 08/04/2004. 




.TEXT 





SECRET 




INDEXED. 
FILED. 



0C? 2 7 2004 




b7E 



# 



SECRET 

To: New York From: New York 

Re: (U) 315N-NY-288010, 10/27/2004 



Accomplishment Information: 



Number : 3 

Type: POSITIVE INTELLIGENCE (DISSEMINATED OUTSIDE FBI) 
ITU: LIAISON WITH OTHER AGENCY 
Claimed By^ 

SSN: 

Name.: 

Squad 



be 

b7C 
b7E 



SEj£&ET 

2 



(Rev. 0,1-31-2003) 



S^RET 

FEDERAL BUREAU OF INVESTIGATION 

Date: 11/03/2004 



Precedence : ROUTINE 

To: Los Angeles 
New York 

Madrid 



From: CountftrtftTn-rvH cm 



At t n : Cyb er Unit 
Attn: SS AI 
SA | 

Attn: Legat 



b6 
b7C 



DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
ON 09-15-2011 



(U) 



Contact : OS 
Approved By: 
Drafted By: 



Case ID #; 

(U) ■■■■Tttler-------^) 









(Pending) 



be 

hlC 
b7E 



00: FBIHQ 
) Unsubs ; 



• Victim 
- Victim 

i yictim 

Bombings in Madrid, Spain 
March 11, 2004 
IT - Al Qaeda 



b6 
b7C 



(U) 









wen page 




rrom tne 



regarding a request to remove t he 



b7D 
b7E 



iU) 



Derived FroirKt/G-3 
Declassify j0nr\Xl 



(U) 



Enclosure (s) : Enclosed for Legat Madrid are Spanish language 



documents 

abovement ionecL matter. 



regarding the 



b7D 




SECRET 



Nsv 1 5 2004- 




b7C 



s 



To J £os Anaeles From: 

Re: V) I 



f 



lounter terror ism 
11/03/2004 



(U) Details: X> [ 



provided the FBI 



with .documents m tne spamsn language troij 

| regarding a request to remove the web page) 

from the server at] | The following is cne Engiisn 



translation of said documents: 



[official seal]. 



loitlclal seal J 



FAX 



FROM: 






TO: 






TELEPHONE FAX DESTINATION: 







SUBJECT: Transmission of judicial order 

YOUR REF. OUR REF. 

DATE: October 22 , 2004 

NO, OF PAGES, INCLUDING COVER PAGE: 2 



b6 
b7C 
b7D 
b7E 



b6 

b7C 

b7D 



For the intents and purposes of removing the web page 
J from the Internet, as well as for the purpose of 



saving it for a possible police investigation in order to identic 

the PerflOnfl rftgnnng-ihlp -For* t-h-i g t*t/^H narro a rt-i al wA^r I 



is enciosea. 



[official seal] 



h6 
hlC 
b7D 
b7E 




2 



(U) 



To: 
Ret 



sLos, Angeles From: 



,ET 

Count erterrori sm 
11/03/2004 



LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 




For your information. 



SECRET 

6 



Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 

To: International Operations Attn: 

Counterterrorism Attn: 

New York Attn: 



From: Madrid 

Contact : 



uc[ 



Date: 11/04/2004 
I UC 



SSA. 
LA 



SSA 
SSA 
SA 
SA 



I 



.b6 

b7C 

b7E 



Approved By: 
Drafted By: 




ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCN 



Case ID #: 315T-NY-288010 (Pending) - (tf^Tk 



Title: 



TTWSTmfi : 



- VICTIM; 

|- VICTIM; 

^VICTIM; 



BOMBINGS IN MADRID, SPAIN 

ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATOR 



Synopsis: Report identification of 



regarding captioned matter. 



Details: On 10/28/04, 
reported the following: 



SUMMARY BACKGROUND INFORMATION 



z 




be 

b7C 
b7D 



/fe9 

jo- 



b7C 



To: InternationaSBperations jFrom: Madrid 
Re: 315T-NY-288010, 11/04/2004 



b6 

b7C 

b7D 



2 



To: Internationa^lperations .From: Madrid 
Re: 315T-NY-288010, 11/04/2004 



LEAD ( s ) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 



For information. 



3 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 

To: New York 

From: Co unt ert err or i sm 



Date: 11/10/2004 



Attn: SA 



Contact: 
Approved By: 
Drafted By: 
Case ID #: 



SA 



bo 

b7C 

b7E 



(Pending) 



ALL DJFOFHATTOM C OHTAIUED 
HEREIN IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LC1 



Title: 



315T-NY-288010v (Pending) 

TERRORISM WATCH LIST (TWL) VIOLENT GANG AND TERRORIST 
ORGANIZATION FILE (VGTOF) NOTIFICATIONS 



Synopsis: To provide possible VGTOF, 



Inf ormation. 



Administrative: Reference e-m aJJ -Fy^m gaT 
Count erterrpyism Division (CTD)I 



York Division, on 11/09/2004 

Enclosure (s) : Original NCIC 
11/09/2004. 



J to SA 



printout dated 



Staff received a 



-Details: ^ On 11/09/2004, _ ^ 

I 1 notification that a law enforcement agency queried the 

following individual in NCIC: 

Name: 
DOB: 
Date 

of Inquiry: 
Agency ORI: 




The above individual is pos sibly identical to the 



following subject your office entered 
NCIC: 



Name: 
DOB: 



New 




bo 

b7C 

b7E 




b7E 



b6 
b7C 



bo 

b7C 

b7E 



NOV 1§ 



To: 
Re: 



New York Fr< 




Counterterrorism 




b7E 



11/10/2004 



LEAD (s) : 

Set Lead 1: (Discretionary) 

New York 

AT New York, NY 

Further investigative action or contact with the agency 
which- conducted the inquiry is left to the discretion of the 
New York Division. 



2 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 



Precedence: ROUTINE 
To: New York 



Date: 11/13/2004 



Attn: SA 



b6 


Contact: TIS 


hlC 


Approved By: 


^jt^ ALL II-JFOPIIATIOH C 0HTAIHED 

HJTPFTW TS TTIJr T. £. fl ?! T FT FT) 



Drafted By: 
Case ID #: 



DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 



315T-NY-288010 



(Pending) jjf/ 



Title: TERRORISM WATCH LIST (TWL) VIOLENT GANG AND TERRORIST 
ORGANIZATION PILE (VGTOF) NOTIFICATION 



Synopsis: To provide possible VGTOF/ 



Information, 



Administr ative t Reference telephone ca ll from TIS I 

Counterterrorism Division, to | | New 



York Field Office on 11/12/2004, 



Enclosure (s) : Original NCIC 
11/12/2004. 



printout dated 



Details: On 11/12/2004, the TWL staff" received a 

Notification that a law enf or cement y agency queried the 
following individual in NCIC: 

Name: 
DOB: 

Agency ORI: 




The above individual is identical to the following 
subject your office entered as a I I in NCIC: 



Name: 
DOB: 




h6 

hlC 

hlE 




To : New York From: C ount erterror ism 
Re: I I 11/13/2004 



Further investigative action or contact with the 
agency which conducted the inquiry is left to the discretion 
of the New York Field Office. 

LEAD (s) : 

Set Lead 1: (Info) 

NEW YORK 

AT NEW YORK? -NY 

For any further action deemed appropriate. 



4 ± CRjv. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : IMMEDIATE 
To: New York 
From: Ne w YnrV 

Approved By: 
Drafted By: 

Case ID #: 315N-NY-288010 
Title: 



Attn: 



Date: 11/16/2004 
Each SAC, ASAC, PM and SSA 




JiUMblNG IN MADRID SPAIN; 2004 
- I-T - AL-- QAEDA- - - - 

00: NY 

cH^rch : ll By , o ol . °L b ^ r ?^ d L, aft ? r the Madrid trJin Losing 
f^T^tlh I T ' t hp ^ h -i stakenly identified the, 



..av 

released af ter!" 
to those of 



I J a s matching those found 

^^^^ I on a ipag connected to the bombinq.l — 

aneHLea on May g, 20(14 on a mahnHni.^f ..„._."?'L 



witness warrant, was 
matched the fingerprints 



the ^HfirntHp n, investigation, detention and releaS of 9 ° 



i^Lel-lal- mcl udes buTis not limited to all iSernS and 
external communications, e-mails that an employee hS regained 

SSTteiSS^SiiJ or in ? ard copy ' p---rLd a LSwS?ten 

aSdio S e ™S 1 r5iS^. CaleI,darl, ' ^^raphs, and 

be not^'^SJ?^ of a^cu^m 

as handwritten notes) is not clearly and obvSus?y LdSatij on 
its face, please indicate the date and author. indlcate d °* 



be 

b7C 



ALL lUFOPHATICr: CONTAINED 

HERE III IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 



.3l5U-i0H-XS^P»O 

SERIALIZED. 




b6 
hlC 



To: New York F^n: New York 
Re: 315N-NY-288010, 11/16/2004 



LEAD ( s ) : 

Set Lead 1: (Action) 

NEW YORK 



canv^c, hha4r n All supervisory personnel are requested to 
nanvflR ^mr nrW oy ees for and collect all material delated to 

J m connection w-it-h +-Vi^ m-^-^-j^ * j „ i . 



1 in connection with the Madrid train hnmhinn 

ajove^ify LTgal Section point of contact ADC | 



r" ' y ^. gai bectlon Point of contact ADC 



b6 
b7 



2 



(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



Precedence : IMMEDIATE 
To: New York 
From: Ne w York 



Attn: 



Date: 11/16/2004 
Each SAC, ASAC, PM and SSA 



Contact: ADC 






Approved By: 
Drafted By: 




b7C 

ALL INFORMATION C 0NTAINED b7E 
HEREIN IS UNCLASSIFIED 



Case ID #: 315N-NY-2880 
Title: 



10 T: 



Pending) 



DATE 09-15-2011 BY 60322 UC LP/PL J./LCLJ 



BOMBING IN MADRID SPAIN; 2004 

IT-AL-QAEDA 

OO: NY 

Synopsis: By way of background, after the Madrid train bombing 

on March 11, 20 04, the FBI Lab mi stakenly identified the 

fingerprints ofl l as matching those found 

on a bag connected to the bombing. [_ 



arrested on Ma y 6, 
released af terT 
to those 



b6 

b7C 

b7D 



Of 



2 004 on a material witness warrant, was 



Jmatched the fingerprints 



All supervisory personnel are being requested to canvas 
employees assigned to their sections for any material relating to 
the i dent i f i pr1~ i <pn, investigation, detention and release of 

in connection with the Madrid train bombing. 



"Material" includes but is not limited to all internal and 
external communications, e-mails that an employee has retained 
either electronically or in hard copy, personal and handwritten 
notes (personal planners, calendars, etc.), photographs, and 
audio or video recordings . 

The employee from whom any material is obtained should 
be noted. Where the date and author of a particular item (such 
as handwritten notes) is not clearly and obviously indicated on 
its face, please indicate the date and author. 



b6 
b7C 




he 

hlC 



To: New York From: New York 
'Re:* 315N-NY-288010, 11/16/2004 



LEAD ( s ) : 

Set Lead 1: (Action) 

NEW YORK 

All supervisory personnel are requested to 
canvas their empl oyees for and collect all material related to 

I in connection with the Madrid t-.ra-in bnmbina a.g 



a&o ye; -not ary Legal Section point of contact ADC 
Ext | I immediately if any material is located'; responses, .musr 

be received no later than COB 11/18/2004; only positive responses 
are required. 



h6 
b7C 
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(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



(U) 



(U) 



tin- 



ts) 



(U) 



(U) 



Precedence : PRIORITY 

To : Counterterrorism 

International Operations 
Brussels 

Madrid 

Rabat 

>/New York 

From: 



Date: 11/16/2004 



Attn: 
Attn: 





osl 




Legat 






ALAT 






Legat 






ALAT 






Legat 







AI 

Attn: s/S& 



b6 

hlC 

hlE 



Cou nterterrorism 

[ 



Contact: 
Approved By 
Drafted By: 
Case ID #: 





DATE: 10-12-2011 

CLASSIFIED BY 60322 UC LP/FLJ/LCU 
PEA 3 OM: 1.4 (c,d) 
DECLASSIFY 01: 10-12-2036 



Title 



315N-]TC-2Ba010-*'/(Pendingl 



(Pending) 



VICTIM; 

h VICTIM; 

J- VICTIM; 




b6 
b7C 
7E 



BOMBINGS IN MADRID, SPAIN; 
ON MARCH 11, 2004; 
IT-AL QAEDA 



ALL INFORMATION CONTAINED 

HERE II IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



-■Xk) 



AL QAEDA 



INVESTIGATIONS 



Synopsis: ^s() To cover lead 638.2, file number 315N-NY- 
288010 , and to provide T.HM fnr ^semination to the 



appropriate authorities 



X 

Reference: ( 



bl 



Derived Fronrx/ G-3 
Declassify QalfNsXl 

315N-NY-288010 Serial 638 




~lil'lll I', Ill llllj llnl 1 1 1 _l I ^ 

(U) To: ^Counter terror ism From: Counterterrorism 
Re: 315N-NY-288010, 11/16/2004 



(U) 



(U) 



Enclosure ( s) : (X) Enclosed for New York is an 
containing | | results; Enclosed for Legat Rabat is an LHM 

titled Bombings xn Madrid. 

Details: In response to the above captio ned lead, the 

X ~~1 rnndnrf-pd 



on 



information. 



„ to iden tify a ny relevant, 

Investigation at I "l identif ied one Intell igence Community 

-r^-rtor-h nont-aininff now i nrmatrnw .rarra-rrlrnrr I I 



(U) 



anotner suPiect ot tne Magna pomp ings 
investigation. This same report indica ted that 



were negative. 




/OC/NF) With regards to 
determine^ that Oli 6/18/Q3 J _ 



it was 



(U) 



, X r 

determined that I 



b3 

he 

hlC 

hlE 



b3 
b6 
b7C 
b7E 



b3 
b6 
b7C 
b7E 




b3 
b6 

b7C 
b7E 



b3 
b6 
b7C 
b7E 



"hi III ■■ " 1 1 1 1 l.i inn inn 



(U) To: Counterterrorism From: Counterterrorism 
Re: As) 315N-NY-288010, 11/16/2004 



.provided a positive 

response for searches | I reviewed the 

results and determined that they did not appear to be related 
to New York's subject. The search results are enclosed for 
additional review by the New York Office. 



£fr) The following information h as been approved 



-IS) 



(u) 

appropriate . 



Investigation at 



»ij iff n: 
I I 



continues . 



b3 
b6 

b7C 
b7E 



hi 
hlE 



h3 
b6 
b7C 
b7E 



"di^iiii i, im TM/pirrrrrTTTu 

3 





IJi-rinnvoiLuuii/iiujiuiLii 

(U) To: Counter terror ism From: Counterterrorism 
Re: £g£ 315N-NY-288010, 11/16/2004 

LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) Read and clear. 
Set Lead 2-: (Action) 



(S) 



RABAT 



AT RABAT. MOROCCO 



.<£) 



JElease disseminate the enrln.qprl TiHM rprmp.qHntt 
to the appropriate 



bl 
b7E 



Tuciiii'iyoi i niij iiiii niTr 

4 



U.S. Department of Justice 



Federal Bureau of Investigation 



Washington, D. C. 20535-0001 

all information c ontained November 17 2004 

HEREIN 15 UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PL J./LCF 




BOMBINGS IN MADRID SPAIN 
INTERNATIONAL TERRORISM 



On March 11, 2004 the Atocha train station in Madrid, 
Spain was attacked by a series of ten simultaneous bombings conducted 
by Al-Qaeda linked terrorists. These attacks killed over 200 people, 
including several United States citizens, and injured approximately 
1500 people As part of tthe frt 1 a Investigation into the Madrid 



Bombings , 
several Moroccan based 



has identified 



individuals who have been implicated in the a ttacks, 
is requested that vour agency obtain I Irecords 



that are associated with 

Accordingly, 
tQ inglude 



it 



b7E 



1 



related to the following 



1. 



2. 



b3 
bo 
b7C 
b7E 



Your assistance with this high priority international 
terrorism investigation is greatly appreciated. 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI 
and is loaned to your agency; it and its contents are not to be distributed outside your agency. 



1 4 



(Reffc$J-31-2003) 



t//noforn/orcon£ 



ASC/i 



FEDERAL BUREAU OF INVESTIGATION 



b7E 



Precedence : PRIORITY 
To : .Counterterrorisra 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOIW OTHERWISE 

Madrid 
New York 

Portland 

Seattle 



Date: 05/16/2004 



Attn: 



Attn: 



Attn: 



^>SA 
Attn: SA 



Attn: 




(U) 



From: 



Portlan 
JTTF 



Contact: 



Approved By: 



Drafted By: 



Case ID #: ( 
Title: 



SA 
SA 



]32 



DATE: 09-21-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCU 
PEAS ON: 1.4 (c,d) 

DEC LASS IF/ 01: 09-21-2036 



b6 

b7C 

b7E 



Pending) 



IT - AL QAEDA 



(U) GRAND JURY MATERIAL - DISSEMINATE PURSUANT TOjRULE 6(e) |^ 

VNOFORN/ORCO ^ | 3/5 Af- i^H-XgtOlO 



® 



be 

b7C 



E-BE6EET7 /NOFORN/ORCON 



b7E 



(U) 




(U) 



(U) 



(U) 



(U) 



ounterterrorism 



'From: Portland 
"I 05/16/2004 



Synopsis: To provide enclosed graphs for intelligence and 

lead purposes in captioned investigation. 




Derived From 
Declassify 0: 




Administrative: (U) Writers are assigned to the 
Count erterrorism Division Operational Response Section, 
temporarily assigned to FBI -Portland. Responses to this 
nnmnnim nation should be directed -to- Portland Case Agents 



bb 
b7C 



Enclosure (s) : Enclosed for receiving offices are two link 

charts depicting the information described in detail in this 
communication. " *g 

Details: (LES) At approximately . 7 : 39 local time on 03/11/2004, 
the first of a series of ten explosions at four sites occurred at 
the Atocha train station in Madrid, Spain. Recent reports 

indicate that 2 02 persons were killed and more than L Rnn wptp 

■in-hired in the attacks. In the course of cooperating ! 

on the Investigation of these bombings, 



the FBI Laboratory processed a number of latent fingerprints 
recovered from the inside of a vehicle found abandoned following 
the attacks. On 03/19/2004^ the FBI Laboratory confirmed that 
latent fingerprint #17, which ' was lifted from a plastic bag 
containing blasting caps found under the passenger side front 
seat of the abandoned vehicle, is a match to {the fingerprint of 



bl 

he 

hlC 
b7D 
b7E 



(LES/Grand Jury) On 05/06/2004, Portland JTTF arrested 
on a Material Witness warrant and conducted physical 



searches of his residence and business. 

(LES) It should be noted that, due to several 
information leaks to the press, Judge Robert Jones issued a Gag 
Order on captioned case. . r 



//NOFORN/ORCON^ 



b7E 



(U) 




To: 
Re: 



Coynterterrorism 




T//NOFORN/ ORCON 



From: Portland 
05/16/2004 



1 



hlE 



(U) 



) Portland JTTF investigation 



has revealed several telephonic and personal contacts 

with subjects of FBI i-firrnrlam investigations. In preparation 



for a possible interview of 



as early as 05/18/2004, 



writers conducted additional database searches regarding the 
associates E 



] Of particular interest to Portland JTTF 
, ^ -1*1 ^ *l l to the 



are the indirect and direct connections of| 

following subjects of FB^ Seattle investigations: C 



I 



and 



A common linK"betwe*e J rf l 

m^nv of h'Ke"~af or em eriti oned^Seattle subjects is through 

who is not currently the subject of an FBI 
investigation./' FBI Portland provides the following information 
and link charts regarding|__ 



] and Seattle 



subjects for the review of FBI Seattle. FBI Portland also 
recommends that FBI Sea ttle consider opening an inte rnational 
terrorism investigation 



D/POB: 



U.S.A. 



(U) X//NF/0C) 

^id-SfrPt^tub ^r 2003, at which timef 



was t aken into US custody in 

Iwas temporarily assigned as 



At the time of his detention, 



had classified 



bo 

hlC 

hlE 



documents in his possession. 

In an E-mail communication dated 



.(U) V//NF/OC) 
', 03/Ql/2003fl3 



]described h<*ig>wi arhH.qpd 



just returned from Morocco and that 



be 

b7C 

b7E 

b6 
b7C 



b6 
b7C 



bl 



NO CURRENT INVESTIGATION , l 
D/POB: I IU.S~Ta7 



b6 
b7C 



b7E 



3 



(U) 



To: 
Re: 



vCou nterterrorism F rom : 



T//NOFORN/ORCON, 

Portland 
05/16/2004 



b7E 



(U) On 09/15/^003, 
interviewed regarding I 



has known for approximately 2 H years J 



first became acquainted while attending [ 



l^came friend s' 
| respective 



E 



tec 



lwas[ 



vehicles 



family T 



1 



pOn" 



was 



Iwh o 



land 



] While 



resided with 



maintai ned the 



occasion, 



were in E-mail and telephonic contact regarding personal 



bo 

b7C 

b7E 



and 



matters such as health, living accommodations, etc. 



(S) 



bl 



D/POB: 



(S) 



bl 
.bo 
b7C 
b7E 



SECJB^T/ /NOFORN/ ORCONy 

4 



b7E 



\ 



//NOFORN/ORCON 



3 



b7E 



To: 
Re: 



Counf' Q ' r ^ ar ' rnr "i cm 



Counf 



-Srom: Portland 
J 05/16/2004 



bl 



(U) A coop erating witness , who is in a position to 



testify, advised that | "[ met with[ 



Iwho was recently ch arge d with crimes related 

] and I I the 

ed to | I 
] spoke of the need 



] 



to his actionsl , , 

subject of a Seattle Full Investigatio n relate d to 



"| At this meeting, 



he 

hlC 



(S) 



bl 



D/POB: 



(U) 



According to FBI Seattle 
\ aka the|_ 



I came toithe 

attention of X the FBI reg arding his association withl 



Following the. first World Trade 



JSlgZgftf/ /NOFORN/ORCON, 



b6 
b7C 



b7E 



(U) 



To: 
Re: 



^SS«EBi//NOFORN/ORCON > ^ | 

Count erterrorism 



b7E 



From: Portland 
05/16/2004 



(U) 



ID) 



(U) 



(U) 



Center bombing, | | traveled 

where he stayed at the residence of I 

According to a reliab le source,! 



Ifor a ppro ximately one" 



week. 



] while he was staying L 



intervi ewed following the visit of 
lhad staved with him during 



Kamaaan . 



^ave 



an 



HL 



I was 

1 stated that 



] 



Jvisited several mosques m tne seattle/Tacoma area. 



I stated that 



FBI Seattle investigation of 
was born inn I and came to the United States 



revealed that 'h e 



condemns ^ni^nrp in i-hp US but not outsi de the US. Accordin g to 



a reliable source, 
in the 



attempted to 



1 



was identified as i 

TTJTJTTs, specifically rfeveaimg tnat ne 



~H ,q re portedly the primary assistant for 
in Olympia, Washington. 



wa s described as a 

brother of I I 



by 



Ireveals that he and his 




investigations/ including 



has b een linked with several* su bjects of FRT 



subject 



addre ss and phone nu mber were found in an abandonee 

house | I 

1 . v 



Hwhose 



safe 




Connection to 



known associate of| 



relationship with 
know n associat e of 
with 



Unknown;[ 



Jtlirough 



I who bears ap indirect 



is a 



] [ 



is a 



through E-mail, 

D/POB 



who bears a direct relationship 
telephonic, and personal contact. 
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~Sj»RS£//NOFORN/ORCON 
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(U) 



To: 
Re: 



Co 




T//NOFORN/ORCON, 



-fa-ri-p.-r-rr.-ri am ^rom: Portland 

05/16/2004 



b7E 



bl 



(S) 



D/POB: 



(S) 



bl 

he 

hlC 
hlE 



7/NOFORN/ORCON, 

7 



b7E 



SEfWJBT/ /noforn/orcon 



(U) 



To; 
Re: 



finnnfftrfPrrnri ?rom : Port 1 and 

05/16/2004 



Count* 



b7E 



(S) 



(S) 




bl 
b6 

b7C 
b7E 



§JSSR|T/ /NOFORN/ORCONy 
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b7E 



(U) 



To: 
Re: 



5S5ftfiS//N0F0RN/0RC0N ( 

Counterterrorism From: Portland 
| | 05/16/2004 



b7E 



LEAD ( s ) : 

Set Lead 1: (Discretionary) 

ALL RECEIVING OFFICES 



(U) For action deemed appropriate by receiving 
offices. Portland recommends that FBI Seattle considers the 
initiation of an internat; ional terrorism investigation regarding 



be 

b7C 



JpjBRfiSi/ /NOFORN/ORCON, 

9 



b7E 



^ev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 



(U) 



(U) 



(U) 



Precedence : PRIORITY 
To : Counterterrorism 




Philadelphia 
Paris 

From: Newark 



Contact : ^ 



Approved By: 
Drafted By? 
Case ID #: 



Title: >^ 



Date: 06/29/2004 



Attn: 



ssa[ 




Attn: < ^SA 
SA 

Attn: SA 

IT Supervisor 
Attn: LEGAT 
TDY S£ 





DECLASSIFIED BY 60322 UC 
0W 09-15-2011 






(Pending) ~tQ° 
(Pending) - O 
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IT-UBL / AL-QAEDA 



IT-UBL / AL-QAEDA 
Synopsis: To set leads for recipients. 



(U) 



HI! 



Derived itoti^ G-3 
Declassifying XI 
^ 




T 



To; 

(U) Re: 



Pm inf- <=>irt ^-rr-niH .gm From ; Newark 

| 06/29/2004 



b7E 



(U) 



(U) 



(U) 



(U) 



Details: BACKGROUND OF NEWARK CASE 



i^r: Nfwaxk .Initiated ? 



subj ect | 

connections between s ubiectT 
has been implicated i: 
the Madrid bombings o 



land 



1 b^sed on probable 
[who 



on 



03/11/2004, 



and most recently 



During several intervi ews- of subjec t [ 



in February and March of 2004, 



East Orange, NJ, admitted that 
on two visits to the U S in 1997 an d 1998 , 
admitted he introduced! I to I 



1 



a resident of 
"I staved with him 
lalso 



] 



arrangements for 



who provided tempo rary employment and living 











has been 



previous ECs as having been the recipient of significant 
telephone contacts. Among these are over ten contacts generated 
by individuals and/or circumstances unique to the terrorist 
network. 

... Seven contacts we re received on May 19, 2002, fro m 

telephone numbers registered to I I 

I of the El Tawh eed Islam ic 
las well . | 
and was 



Center, where 

I | was a 

convicted in federal court in July, 2003, for Money Smuggling and 
related charges, and was sentenced to five years confinement 



(X) Another phone contact to 



1 who, in July, 1997 called 



i and asked if| 

had arrived, to which the reply was in the affirmative. 



The remaining two significant contacts were both 
phone calls' from the Days Inn Hotel, Newark, NJ, on 09/09/2001. 
As noted in previous communications, 09/09/2001, was the day 



Jo 6 

hlC 

hlE 



be 
hlC 



h'6 

hlC 

hlE 
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(U) 



To: 
Re: 



qrom : Newark 
J 06/29/2004 



b7E 



(U) 



(U) 



checked into this particular 



September 11th hijacker _ 
Days Inn Hotel in Newark 

(U) Newark's review of existing files and documents 

provided by the Days Inn Hotel has disclosed the phone calls of 
09/ 09/2001 d id not come from either of the two rooms rented by 
| (Rooms 725 and 727) . Rather, Newark has dp. t-.erTni n^d 
_ the phone calls came from Room 627. which was rented to 



$4 



According to records of the Days Inn Hotel, 
checked in at approximately 3:10 a.m. on the 



"morning of" September 9, 2001 with another adult, and checked out 
at approximately 1:12 p.m. on th e same day - approximately 40 
minutes prior to the check- in of I 



Q Current intelligence indicates is a truck 

driver possessing a Commercial Drivers license with the following 
endorsements : 



b6 
hlC 



h6 
hlC 



he 

hlC 



(U) 



(Ui 



(U) 



(U) 



X - TANK/ hazardous matl. 

T- DOUBLE /TRIPLE TRL . 



previously used 
residence . 



currently resides in Pennsvl v^ni a f and 

as his 



-X 



Further review of Days Inn files by Newark 
indicate a total of four noteworthy phone calls mad e from Room 
627 on 9/9/2001, to include the two calls placed to 



All four calls were placed between 9:20 a.m. and 9:50 a.m. 
Additionally, there were four calls made from this room between 
10:36 and 10:47 a.m., three to auto rental agencies and one to 
PNC bank. The . significance of these calls is being investigated. 



the £gu^ ^gteworthy calls, the two calls that 



Of 

were not placed to 

Newark has learned tins numtaer was registered"^ 



were placed to 



suJoject phone calls, 



ed to 



tne time or tne 



_£k( Newark notes that 
J used by both 



Jas resident addresses, 



is in very close proximity to the Islamic Center of America 
(ICOA) . The rear entrance of the ICOA is located on North Munn 
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(U) 



To: 
Re: 



Coun 



prhprrnri am 



_Ejrom : Newark 
. 06/29/2004 



b7E 



(U) 



(U) 



(U) 



less than one te nth of a mi 
also notes that|_ 



]and re ferenced in previous c ases including I 



it ified bvf 



] as being a[ 

]was also employed 



_| for at least one 



year, and through his own statement s to Newark agent s , indicated 



it was the location at which he met 



on many 



occasions, including their initial introduction to each other. 



believed to be curre ntly residing at[ 



is 



a property owned by he and 

according to | 

records also indica t e "[ resided at | | 

I I at some point between October , 1989, and 



n 



December, 



convicted under I 
landmarks 



2001 . The phone number assigned to this address was 
cnih.cin-r-ihpri t-n in the past bv l I 



in 1995 for plotting to bomb New York 



ecords indicate 



~[ but specifics are not immediat ely retrievable 

is beiiev^q tfris reference is attributable td _ 



m 



It 



NFI 



Newark is providing this information to 





may be considered. 




As a final point regarding 




it 


must be noted that 1 


are 


and they have 


who, according to current mrormation, resides at | 





On January 8, 1999, LA Agents interviewed 
detained by INS at the time for' 



entering the US with fraudulent documents J 
"T stat ed he obtained his fraudulentf 



from an individual he identified asl 



^Passport 



] 



further stated that prior to his travel into the US, he 
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(U) 




To: Counterterrorism From: Newark 
Re: | [ 06/29/2004 



b7E 



(U) 



(U) 



(U) 



wa.g -i nfnrmpH by 



telephone number 



;ie could contact 
who would as 



in getting settled. Note that this phone number is the 
code nrfidfinpffflg r of the current number for 

(pursuant to ^rfia rnd<=> nh^ngpff in 



im 
re a 



note that th e name given bv[ 
identical to I 



IMf) . — Also 
I- is almos t 



Newark has learned thatf 
the US on December 5, 1998 
which is only on£_di3±L_di 
Passport used by 



"lenter ed 



nerenu rrom une actmiuuecuy rrauauieht 

in his attempt to enter the US 

approximately otir mnn irh later. Newark is in the process of 

determining] [immigration status and ascertaining the 

legitimacy ot the passport he used for his December 5, 1998 
entry. 

It is the opinion of Newark that a potential 
terrorist support network is being exposed, and Newark 
appreciates consideration of Philadelphia and New York Field 
Offices in opening Pis on aforementioned individuals. Newark 
believes any substantive information acquired regarding said 
individuals, will bolster efforts to further expose the support 
network . 



For information of recipients, following will 



reiQrirdintt snhiprt.sl 
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(U) 



Descriptive Data: 



Main Subject 
Name - 
Last : 
First : 
Middle: 
Race : 
Sex: 
DOB 
POB 
DLN 
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SEQRET 



To : Count ert error ism From : Newark 



PNO: 
SOC: 

Alias (es) - 

Last : 
First : 

Address (es) - 

House # : 

Pre Direction-:- 

Street Name : 

Street Suffix: 

City: 

State/Postal Code: 
Postal Code : 
Phone #: 

j£g^ Main Subject 
Name - 

Last : 

First : 

Middle : 
Race : 
Sex: 
DOB: 
POB: 
PNO: 
SOC: 

Address (es) - 
House #: 
Street Name : 
Street Suffix: 
City: 
• State : 
Postal Code: 
Phone# : 




06/29/2004 



Descriptive Date 



continued: 



s; 




IT 



ET 



To : v Couu 
Re: 



b7E 



LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON , DC 
(U) Read and clear. 



(U) 



(U) 



Set Lead 2: (Info) 

PARIS 

AT PARIS, FRANCE 
(U) Read and clear. 
Set Lead 3 : (Action) 
NEW YORK 

AT KINGS PARK, NY 

Consider initiatin g | on subject 
Set Lead 4 : (Action) 
PHILADELPHIA 

AT WILKES BARRE . PA 

(X{ Consider initiating PI on subject 
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FEDERAL BUREAU OF INVESTIGATION 
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Precedence : ROUTINE 



Date: 09/22/2004 



Office of Intelligence 


Attn: 


Europe 




International Operations 


Attn: 


Europe 


ALL INFORMATION C0NTAIHED 


Count er intel 1 igence 


Attn: 


Spain 




HERE I I IS UNCLASSIFIED EXCEPT 


Count erterrorism 


Attn: 


Spain 




WHERE SHOOT OTHERWISE 


LEGAT 


Attn: 


Madrid 




^Jew York 


Attn: 
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DATE: 


09-15-2011 








CLASSIFIED BY 60322 UC LP/PL J/LP1T 



From-: New York 



REASON: 1.4 (b,c,d) 

DECLASSIFY ON: 09-15-2036 



Contact: SA 
Approved By: 
Drafted By: 



Case ID #: J&T 




(Pending) -^2*^ 



Title: 



OPERATIONAL/ AUMlNiyTKATiVE MATTERS ; 
OO : NY 




Synopsis: (#) To report contact witl 




Derive 
Declassi 



|i « 1| -Details: {&) For information, on 08/30/2004, NYO | 1sa| 
1 1 | ladvised the writer that she had been contacted by| T 

(S) 




bl 
b6 
b7C 
b7E 



SA 



Present at the meeting from the NYO were X 



WITH J L 
E 



NYPD JTTF Sergeant [ 
and the writer. 



\ 



bl 
bo 
b7C 
b7E 



NYO 




.ATTRiayfisoNiY 

1 rr:.:. '<7«4 



i.o£XED_ 
FILE0_ 
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To: Off ice of Intelligence From: New York 
) Re: <Jg) | [ NEW, 09/22/2004 



) 



situation in New York. SSA[ 



3 



t#) J the current terrorism threat 

answered that the threat level 

is high, referencing the Repub lican N ational Convention that was 
recently held in the city. SSA l I said that since 9-11 New 

York City has been considered a major terrorism target. 



|in matters that are directly related, to the New 

York metropolitan area; other issues are to be handled through 
LEGAT Madrid and FBIHQ. 



The NYQ reps provided business cards| 



To: 
Re: 



Offi ce r\f Tnt ca l 1 -irr mice From: New York 



09/22/2004 



bl 



(S) 



hi 
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To: Off ice of Intelligence From: New York 



urri 

,| g J Re: k£) [_ [NEW , 09/22/2004 



LEAD ( s ) : 

Set Lead 1: (Info) 

OFFICE OF INTELLIGENCE 
AT WASHINGTON, DC 
(U) Read and clear. 
Set Lead 2: (Info) 



AT WASHINGTON, DC 
(U) Read and clear. 
Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) Read and clear. 
Set Lead 4: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 
(U) Read and clear. 
Set Lead 5: (Info) 
MADRID 

AT MADRID 

(U) Read and clear. 

4 



LEG-Ila(Rev. y-24-2000) 



Fax Transmission 




Office of Legal Attache 
United States Embassy 
Brussels, Belgium 
Telephone#: 011-32-2-512-5519 
Fax #: 011-32-2-512-9941 



To: 

Fax#: 

Voice #: 

From: 

Subject: 

Case ID: 



Office of Legal Attache 
Madrid Bombings 

NY-288010 



Date: 



November 19, 2004 



Pages: 2, including this cover sheet. 



ALL IIJFOPIIATION COHTAIHED 

HEREIN IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 
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hlD 



Comments: 



Helk 



WeVejust receivec 
As of March 20o4 



As of April 2002 



As of June 2003 



information from the FBI ! s 



Job 

b7C 

b7D 

b7E 



As of February 2002. 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and 
its contents are not to be distributed outside your agency. 




-COMM. 



^ptjAL- *K3K***^*#****«ol«i^** DATE 

STflRT=N0U-19 11:57 



MODE = MEMORY TRANSMISSION 
FILE NO.= 069 
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002/002 00:01' 44 
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Fax Transmission 

Office of Legal Attache 
United States Embassy 
Brussels, Belgium 
Telephone #: 011-32-2-512-5519 
Fax #: 011-32-2-512-9941 
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To: 

Fax#: 
Voice #: 

From: Office of Legal Attache 

Subject: Madrid Bombings 

Case ID: NY-288010 

Comments: 

Hello - 



We've just received 
As of March 2004 



As of February 2002E 



As of April 2002, 



Date: November 19, 2004 



Pages: 2, including this cover sheet. 
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ALL ICTF0RMATI0N C 0HTAIHED 
HERE II 15 UNCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LC1 
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information from the FBI's 
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As of June 



2003JI 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 



2 



Hope the information is useful, and that we'll have additional information in the future to 
assist you with this investigation. If there are any updates from your side, or additional requests, 
please let us know. 



Best regards, 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and 
its contents are not to be distributed outside your agency. 
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PP FBINY 

DE RUCNFB #0003 1101657 

ZNY SSSSS 

P 191352ZAPR 04 
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FM DIRECTOR FBI f31fVT-NY-?ftR0im 

TO ZEN/1 17PLA T 

INFO FBI NEW YCRR7PRlORlT77 

BT 

"ORCQ N NOFORN 

CITE: 



"[//PRIORITY/ 




]0N INDIVIDUALS" 



PASS; 

SUBJB 

ASSOCI A l bU VVIIH IHE0 3/1 1/2004 BOMBINGS IN MADRID, SPAIN. 

(LES) BY WAY OF BACKGROUND, AT APPROXIMATELY 7:39 A.M. 
(MADRID TIME) ON 03/1 1/2004, THE FIRST OF A SERIES OF EXPLOSIONS 
AT FOUR SITES OCCURRED AT THE ATOCHA TRAIN STATION (THE MAIN 
TRAIN STATION IN MADRID). THE DEATH COUNT WAS LAST REPORTED AT 



202 DEAD AND 1fi00t IN.II IRFR 

X ON 3/31/04 
FOI I pwlNin IMpflWM M lAI M IHU A 1 1\ I Al IV- TT 



] ARRESTED THE 



OF TWELVE (iZ) OF YH£ PRINCIPAL MEMBERS OF THE CELL ASSOCIATED 
WITH THE 3/11 ATTACKS. 



1PROVIDED THE FOLLOWINGLIST 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 



DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LC1 

PEAS OH: 1.4 (c) 

DEC LASS IF/ 01: 09-15-2036 
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Vv.i>::TEXT_ 
WITH/OUTTEXT, 
FY 



Dr\TE_ 





he 
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PAGE TWO DE RUCNFB 0003 S^ITR 



(U) 



X 



hi 

be 

b7C 
b7E 



'■ ^ J I ^ [ on the previously listed subjects. 



PAGE THREE DE RUCNFB 0003 ^^^J 



^MF) POC FOR THIS REQUEST IS lo£ 
CTO FBIHQ ROOM 5214. 

DERlVbU hKUIVi: b-3! UhU_Ai>6IH UN: A- 1 
BT 

#0003 



NNNN 
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FEDERAL BUREAU OF INVESTIGATION 



Precedence : ROUTINE 
To : Counterterrorism 



DECLASSIFIED BY 60322 UC LF/PLJ/LCW 
01 09-15-2011 



Date: 11/24/2004 



(U) 



(U) 



International Operations 
Madrid 

New York 



Attn: 



Attn: 



Attn: 

Attn: 
Attn: 



ssaI 

J 



ucl 



ssaI 
iaE 



ssa. 



Attn: LEGAT 

ALAT 
Attn: SAC[ 



1 



ASAC 
ASAC 
SSA 
SSA_ 

sa T" 

DetTT 
Det . 



From: New York S 



Case ID #: \s/ 315N-NY-288010 / (P ending) 'jj^^ 

anding) «* 



Pending) "77 9 
(Pending) ^<y^ 



Title: 



- VICTIM; 
- VICTIM; 
VICTIM; 



BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 
IT - AL QAEDA; 



Contact : SA 




Approved By: 
Drafted By: 







be 
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be 

b7C 
b7E 



UPLOADED 

WITH/TEXT 




SECRET 



'VmZlOJ^_ FILED- 
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WlTH/OUTTEXTv^ 



be 
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To: Counterterrorism From: New York 
(U) Re: QSJ 315N-NY-288010, 11/24/2004 



(U) 



(U) 

(U) ■ 
(U) 



(U) 

(U) 

(U) 



(U) 



AOT - IT - VC; 
00:NY; 



~>0 

M) 



b7E 



60:HQ; 

ENDURING FREEDOM AL QAIDA RAIDS; 



Synopsis: "]p^\ To advise co ncerning a meeting- conducted on 



11/16/2004 at the offices of [ 

regarding potential threat information to New York City's Grand 
Central Station identified on computer material associated with 
the Madrid bombing investigation. 



Derived F: 
Declassif 




Reference: ^) 315N-NY-288010 Serial 657 

Administrative : ^tS^- T?pf prpnrje telc alls and e-mails in volving IA 

I DET\ X and Sa| 



Enclosure (s) : 



Enclosed for the New York case file are 
docume nting the acquisition by the FBI of 

during the 



copies of 

computer media seized by i . 

course of a series of raids conducted in connection with the 
Madrid bombing investigation. Also enclosed for the New York 
case file is a CD-ROM containing the images discussed in this 
communication. 



bo 
b7C 
b7D 
b7E 



Det ails : 

the 



In late May-early June 2004, FBI personnel from 
traveled to Madrid, Spain to collect c omputer 

during a 



material seized 

series of raids conducted m connection witn cne Madrid bombing 



inve s t igat ion . The material collected was cop i fid /t ip rrored 
from t he origi nal evidence and provided to the 



personnel , 



initiated preliminary analysis. 



triaged the material, catalogued 



it and 



i 



y the 
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SE 
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ET 



(U) 



To: 
Re: 



Coimterterrorism From: Mew York 
^P$^ 315N-NY-288010, 11/24/2004 




(U) ^3 - 



The- image acquired 



contains 



b7D 
b7E 



(U) 



unclear, 



The digital pho tographs of the evidence are 
could simply be 
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^) Squad | [ immediately initiated investigation 

into this matter and ultimately ascertained that Squad l | had 
an ongoing in vestigat ion into the Madrid b ombing s (315N-NY- 
------ - - r fl - ~ l^fl \r 



28 8010) . DET.f 
SAl 

i n l iHd 



PET .[ 



and SA 



_ .Jon 
and SA[ 



LoooiidijiaJ-sd w ith 
of 



ana sa| |or 

]wiil continue to pursue this matter jointly 



be 

b7C 
b7E 
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(U) 



To: 
Re: 



Count erterrorism From: New York 
315N-NY-288010, 11/24/2004 



(U) 



(U) 



1 traveled t.n 



On 1 1/16/2004, PET. f 



SSA 

offices of the 



S 



DET\ 



and SA 



J to meet with IA| 

and r^vi^w the referenced material at the 



and 



IA | I reviewed' the material with the NYO/JTTF 

personnel an d advised that ?^ had discovered additional computer 
files in the P 



Imaterial contain ing photographs of 



points. SAf 



] several vantage 

~| provided a basic summa ry of the^ 



(315N-NY-288010) 

investigations, nigniignting the connect-ivi tv he.tween the two 



] 



investigations. Most significantly, SA 



advised that 



b6 

b7C 

b7E 
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(U) 



These tapes were the subject ot 

significant analysis and investigation with initial concern being 

that they we re surveillance/re conaissance tapes for Al Qaeda 

operatives. l is a close relative of | \ 



and SS£ 



(X IAj 

interested in this connectivity 
material had been collected 
prior 



IK 



(4) 



were particularly 
l advised that 
] during at least four 

missions to Spain but, to date, resources have 

allowed only piece-meal analysis of this material. SA| 

requested a comprehe nsive, in depth firm! vfii.s of all the material 
seized in 
developed 
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and SSA 



advised that newly 
capabilities made this project a strong 
possibility and that they would endeavour to assemble an 
analytica l team for the project. The NYO/JTTF members offered to 

travel to at such time as requested to provide the 

assembled analytical team with an in-depth briefing on the two 
investigations and assist in setting priorities, evaluating 
information and providing context to the material. 



New York awaits further notification 
to how to proceed with the analysis project. In the meantime, 
investigation continues I 
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the FBI Lab mistakenly i rlfrnfri f Ipfl T , aa matching 
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apparently : fionnfiflt fid to the bombing. On May 6, 2004, the FBI 

arrested| |on a material witness warrant. He was 
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, ,of the Internal 

investigations Section, Inspection Division, to retrieve, 
review, and process all material revested by the Office of 
thfe Inspector General (OIG) for th eir investigation. In order 
to comply with this request J | is requesting that New York 

send to l fe ile 315N-NY~2Jiy010 . This request is to include 

all sections of the main file, all sub files, and all non- 
evidentiary bulkies. 

New York is also being requested to send any 
additional imain f iles and "See References" identifiable with 

along with the original search slips to PLS 
FBIHQ, OGC, Room | Iby COB 11/11/2004. 
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